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Preface

Just a few short years after entering the mainstream, artificial intelligence (AI) and 
machine learning (ML) have become some of the most dominant forces shaping our 
civilization. Prominently featured within our ever-accelerating news cycle, stories 
on advances in AI and ML are not only becoming commonplace but also increasingly 
reflect the associated relentless pace of technological adoption and the corresponding 
real-life changes across multiple domains. Despite this, various predictions of “doom 
and gloom” and of humans “becoming replaced” by artificially intelligent machines 
have yet to materialize. The discrepancies between some of the most aggressive 
predictions and observed reality most likely reflect the persistent importance of the 
“human factor” – the often-overlooked fact that there is no adequate substitute for 
human empathy, intuition, and creativity in complex real-life scenarios and cognitive 
challenges.

This pivotal realization leads us to the next set of considerations, which center 
around the role of real, flesh-and-blood human beings in the AI-augmented modern 
world, a paradigm that represents a sustainable and synergistic evolution of the 
current state, as opposed to a somewhat draconian future where humans become 
less and less important, potentially even irrelevant. This sustainable evolution can 
also be called “modern world plus AI” – a reality in which humans benefit from the 
great opportunities AI offers, while remaining firmly in the “driver’s seat” to shape 
the future. Although there are certainly areas of human activity that appear to be 
more susceptible to being replaced by artificial intelligence, from administrative 
professionals to transportation workers, there is also emerging evidence that “replac-
ing humans” is not only highly unlikely, but also that some form of human input 
(even if for supervisory / verification/validation purposes) will remain essential for 
quite some time into the future. We must also keep in mind that an equivalent or a 
substitute for human intuition and empathy simply does not exist in the “machine 
world” of artificial intelligence, no matter how hard the machines are programmed 
to “emulate” these human characteristics.

As we collectively weigh the pros and cons of AI and ML across different potential 
“modern world plus AI” variants of the future, we must always remember that 
artificial intelligence is a human invention. As such, AI will continue to incorporate 
shortcomings and biases that are not too different from those of its creators. This criti-
cally important aspect of AI is already becoming evident, as various groups (whether 
defined by politics, geography, or other factors) create AI models that reflect their 
biases, preferences, and even deliberately built-in censorship features. Consequently, 
AI must not fall victim to the same fallacies that all too frequently condemn other 
human constructs to inevitable failure. An honest and open discussion at the soci-
etal, preferably global level, should take place, ensuring that AI-based paradigms 
are implemented in a way that follows universally acceptable social and behavioral 
standards and expectations, including fundamental respect for humanity and human 
values, with corresponding ethical frameworks grounded not only in human-centric 
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agenda, but also an agenda that promotes continued human growth, diversity, 
equity, and inclusion. Robust and “fool-proof” mechanisms are needed to prevent 
systematic biases from trickling into AI models across all applicable operational 
domains. Destructive and unethical use of AI by various organized actors should be 
outright banned. The curbing of various forms of abusive AI systems must include 
dedicated enforcement mechanisms that ensure universal compliance and appropriate 
punitive actions against those who deliberately create AI systems designed to cause 
harm or disadvantage specific groups or population segments. Such monitoring and 
enforcement paradigms would not be significantly different from those that curb 
the proliferation of illicit substances or certain types of weapons, especially since 
the power of deliberately mis-calibrated AI models may indeed manifest in harmful 
and/or destructive ways, potentially at a difficult-to-define scale.

Although one might reasonably argue that AI is a highly disruptive technology, and 
that it may provide early adopters with significant advantages over other individuals or 
groups, it is also reasonable to propose that for AI to reach its fullest potential, it must 
be inherently synergistic with humanity, regardless of the level of technical expertise 
or adoption at the level of specific individuals or groups. In fact, it is highly likely that 
human expertise (e.g., human content experts) and experience (e.g., human ability to 
solve unanticipated problems intuitively) will indefinitely continue to be an essential 
part of the “human plus AI” paradigm that was introduced in earlier paragraphs. 
Once again, the fundamental principles and realities of a sustainable, evolutionary 
implementation of AI-based systems should be firmly established within very specific, 
universally agreed-upon, and strongly enforced ethical and legal frameworks.

The above principles extend directly to the global implementation of AI/ML-based 
systems in healthcare. From data modeling lab to patient bedside, this innovation 
must remain well-balanced, ethically grounded, and involve diverse stakeholder 
groups. Of importance, all newly introduced AI-based healthcare initiatives should 
be considered “experimental” by default, at least until proven safe and reliable 
within a robust testing environment. Such innovative technologies should include 
system-based improvement tools built into their operations, spanning the entire 
product life cycle from inception through early testing, implementation, and peri-
odic recalibration. These system-based improvement tools must incorporate human 
expert input at all phases of development, testing, clinical introduction, and then 
mandatory periodic review. Finally, regulatory frameworks should exist to mandate 
a minimum number of optimization cycles, based on proven “track record” and  
long-term experience, before any AI-based health system tool can be considered 
“safe for bedside” and “production-ready”. Beyond this critical “introductory point”, 
there should still be mandatory, well-structured, and hardwired oversight mecha-
nisms in place. These oversight frameworks must be sufficiently robust to deactivate 
or remove any AI model (or agent) that is determined to be malfunctioning or 
causing harm.

Building on our previous hypothesis that “humans equipped with AI” will likely 
see a competitive edge over “humans without access to AI”, it becomes evident that 
robust educational and implementation efforts will need to be carefully designed to 
ensure that “no one is left behind” as we enter the new AI/ML era. Although the term 
“the future is now” may be considered a cliché by many, in our current context, it is 
all too relevant and valid. As we continue to examine any potential benefits, risks, and 
XVI
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alternatives related to AI/ML implementations – both in healthcare and beyond – we 
must make every effort to ensure that our collective future is one where humans 
actively decide and shape the future of “modern world plus AI” evolutionary and 
synergistic paradigm, and that human content experts and overseers have primary 
and overarching input into the entire spectrum of AI/ML-based system design, imple-
mentation, and practice-based improvement. It is also important for all stakeholders 
to remember that the “AI revolution” creates a unique opportunity to achieve rapid 
global parity, something our civilization has not experienced at this level and scale.

Stanislaw P. Stawicki, MD, MBA, FACS, FAIM
Department of Research and Innovation,

St. Luke’s University Health Network,
Bethlehem, PA, USA

Thomas R. Wojda, MD, MBA, CAQSM, FAIM
Department of Family and Sports Medicine,

Department of Biomedical Informatics,
University of Pittsburgh Medical Center,

Mechanicsburg, PA, USA

XVII





1

Section 1

Introduction





3

Chapter 1

Introductory Chapter: Human 
Expertise Is a Critical Component 
of Sustainable Artificial 
Intelligence-Based Systems
Stanislaw P. Stawicki

1.  Introduction

As artificial intelligence (AI) applications become integrated into daily healthcare 
systems and workflows, an important discourse is taking place between proponents 
and opponents of wider adoption of AI-based models and their integration across 
a broad range of healthcare settings. Within this context, and before moving fur-
ther into our discussion, one must recognize that there is an important distinction 
between “AI models” (e.g., the software engines that facilitate powerful, human-like 
logical and generative ability) and “AI-based systems” (e.g., dedicated systems 
built around the “AI models” that harness the power of these models to provide a 
pre-defined functionality) (Figure 1). This chapter will provide an overview of key 
concepts related to how AI-based systems operate, with a focus on different compo-
nents of a typical functional setup, including specific characteristics, benefits and 
limitations. Our discussion will begin with AI models [1, 2], then will proceed to 
describe AI-based systems [1, 3], with emphasis on the importance of performance 
and quality enhancement algorithms and the role of both artificial intelligence agents 
(“AI agents”) [4, 5] and human content experts [6–9]. Finally, we will expand on the 
importance of potential AI-based system related emergencies, including operational 
continuity during AI model/system failure, power and communications outages, and 
cybersecurity considerations.

2.  Artificial intelligence models

For the purposes of the current chapter/discussion, we will bypass the various 
definitions of artificial intelligence (AI), machine learning (ML), and other related 
concepts, and jump right into our main discussion. The reader is referred to other 
definitive sources for information regarding various aspects of fundamental AI 
concepts [10–12]. The powerful software models, in conjunction with highly special-
ized computer hardware, constitute the inner workings of AI-based systems [13, 14]. 
The “AI model” is where the processing of data inputs and generation of data outputs 
takes place [13–15]. Although by no means the largest (or arguably even the most 
important, given that “human intelligence” is still quite capable and readily available) 
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component within the overall AI healthcare paradigm, the “AI model” is critical to 
the AI-based system’s ability to produce the desired actionable output, when provided 
with expert-area specific input(s) and prompt(s) (Figure 2) [16].

At this juncture, it is important to mention the concept of “black box” model, what 
it means, and why is this important to our subsequent discussion [15, 17]. One of the 
major controversies regarding contemporary “AI models” is the fact that, in a simplified 
way, they represent a composite output based on a truly vast amount of data inputs [13]. 
However, the exact “derivation path” of the outputs is not able to be elucidated readily 
(e.g., “black box” dilemma) due to the built-in randomness and high number of data 

Figure 1. 
A highly simplified representation of an “AI-based system” implementation in healthcare. In this example, several 
“AI agents” exist, performing various data intake/output functions. Downstream of each “Function” is an actual 
“Action” being taken at the system-level. As the system operates, key aspects of its functioning include content 
expert review, model improvement and recalibration, as well as data reconciliation mechanisms.

Figure 2. 
Graphical representation of the interactions between “AI system” and its immediate environment. Here, the 
environment provides high-level inputs in the form of “perceptions” which then are “translated” into “AI model” 
inputs. The “AI model” then processes data “inputs” and generates corresponding “outputs” that are utilized 
to produce “influence” within the overall environment, in accordance with pre-determined “objectives.” The 
“influence” imparted by the “AI system” can result in either physical or virtual “action” that in turn changes the 
environment in some pre-defined way.
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transformations within the increasingly complex neural networks used in processing 
multi-layered input-response cycles [18–20]. In other words, contemporary AI models 
utilize multiple layers of “neural networks,” each of which receives data inputs, pro-
cesses these inputs, and then generates outputs for the “next layer” within the multi-
layer matrix construct, until the final intended output is generated and transmitted to 
the “AI-based system” as a potentially actionable input (e.g., actionable event) [21, 22].

As can be seen in Figure 1, AI-based systems contain multiple, closely coordinated 
components, with the “AI model” at its core [23, 24]. Much like a central processing 
unit (e.g., CPU) sits at the core of a personal computer, coordinating key functional 
aspects of the computer, the “AI model” plays a similar role within the AI-based 
system. While it may not be the largest, most expensive, or the fastest component of 
the overall system, the AI model does reside at the core of data processing capabilities 
of the AI-based care delivery paradigm. At the level of the general healthcare environ-
ment, the “AI model” can readily be substituted with a human-based decision-making 
structure, thus providing for a “back-up system” in case the “AI model” malfunctions, 
fails or becomes unavailable for any other reason.

3.  Artificial intelligence agents

Artificial intelligence (AI) agents (a.k.a., “AI assistants”) are specialized “virtual 
devices” designed to emulate human-like processes and/or interactions, including the 
ability to “behave” in human-like fashion through text-based input and output, voice 
recognition and generation, as well as advanced graphical interfaces that provide lev-
els of interactivity similar to a human-to-human conversation at a limited level (e.g., 
within the specialized scope of the “AI agent” such as a “virtual patient concierge” or 
“payment/billing assistant”) [25–27]. In general, “AI agent” tasks are typically highly 
focused and limited to a single functionality.

Artificial intelligence agents play an important role in minute-to-minute, task-
oriented functioning of the overall AI-based system. They act as intermediaries 
between human inputs, composite (e.g., human and machine) inputs, and various 
outputs within the system-based workflow [27, 28]. Depending on the complexity of 
the deployed system, there may be one or few (e.g., simple system) agents or there 
may be multiple (e.g., complex system) agents [29, 30]. A typical framework of a 
complex AI-based system within a contemporary healthcare setting may approximate 
the following (arrows represent “flow” of information/action(s) within the system):

Patient “information intake agent” (e.g., a conversational or chat agent that is tasked 
with collecting patient intake data, such as name, demographics, medical history, 
etc.) → Patient data is processed by the “data verification and reconciliation agent” 
to ensure patient data is appropriately indexed, reconciled with any information 
already in the database, and saved → The “concierge agent” now takes over, provid-
ing a verbal (and potentially video) overview of “next steps and directions” for the 
patient → Once the patient arrives at their physician’s office, the “transcription and 
summarization agent” assists with expeditious generation of a medical record note 
→ The patient is now directed to check out, where clinic staff utilize “scheduling 
and coordination agent” to assist with the most optimal, mutually convenient day 
and time for the patient’s next follow-up appointment. Throughout the process, the 
ultimate control of the AI-based system is maintained under the overall direction of 
the “AI model.”
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This is, of course, only a sample of what an AI-based system utilizing various “AI 
agents” or “AI assistants” may be able to accomplish. Within this simplified workflow, 
we omitted the potential presence of other, interfacing workflows and specialized 
inputs, such as radiology or laboratory/pathology results workflow, that may syn-
ergistically work together to provide previously unattainable levels of personalized 
medicine [31, 32]. Within the latter context, the full power of the so-called “omics” is 
harnessed to provide highly individualized clinical management for patients [33, 34].

4.  Content expert role

As emphasized in previous sections, AI-based systems rely on “AI models” to 
process data inflows and generate corresponding data outflows [35]. No matter how 
sophisticated, “AI models” are not perfect by any means [36, 37]. Significant amount 
of training/calibration/re-calibration is required to ensure that the model is appro-
priately set up; trained using sufficient and relevant data inputs; calibrated using 
carefully applied “nudges” based on content expert corrective inputs; and periodi-
cally re-calibrated by using various approaches, from “quality control AI agents” 
to human content experts relevant to the specific content area [38–41]. Within this 
overall context, “quality control AI agents” are third-party (e.g., extrinsic) “AI agents” 
that may serve as “external auditors” and, thus, are less likely to be biased by the 
system being audited/re-calibrated, possibly using a hybrid (e.g., human and AI agent 
working together) approach [40–42].

5.  Building resilient and sustainable AI-based healthcare systems

Careful and thoughtful implementations of AI-based systems, optimizing the 
synergy, intercommunication, and interoperability between various components and 
processes, are instrumental in creating an efficient, self-correcting, self-improving, 
and sustainable data-based healthcare system [43–46]. Similar to an industrial 
computer that is expected to run 24 hours a day, 7 days a week, and 365 days a year, 
without errors or glitches, an AI-based healthcare system, its “AI model” and its “AI 
agents” must also operate reliably and durably [47, 48]. Optimally, the reliability and 
safety achieved by AI-based systems should meet or exceed performance levels of the 
six-sigma paradigm, with some researchers advocating synergy creation by employ-
ing dedicated “AI models” to optimize six-sigma performance while allowing the 
six-sigma paradigm to help “fine tune” the primary (or target) “AI models” [49–51]. 
The latter has also been proposed in the context of “digital twin” deployments, where 
real-life environment and AI-based interventions are ultra-accurately simulated in a 
virtual space, fine-tuned/refined, and then deployed in “real-life” with significantly 
greater reliability and safety when compared to otherwise unrefined systems [51, 52].

It is important to recognize that AI-based systems are, at their core, sophisticated 
data processing platforms [53, 54]. Thus, these systems contain inherent bottlenecks 
within their workflows. Moreover, their implementation itself may result in often 
unpredictable “downstream” data and process bottlenecks [55, 56]. For example, 
going back to the example provided earlier in this chapter, an introduction of a patient 
“information intake agent” may significantly speed up the data intake process effi-
ciency, but at the same time may result in the system becoming overwhelmed without 
a finely-tuned “AI concierge agent” to handle that particular task for a fast-growing 
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number of patients in the waiting room. Similarly, an efficient “AI concierge agent” 
that directs patients to a specific location within a clinic or a hospital may result in 
unpredictable wait times at the intended destination (e.g., physician office or hospital 
laboratory) without necessary infrastructure set up to accommodate corresponding 
expected patient flows. The regression of efficiency-bottleneck possibilities becomes 
ever complex as the AI-based system grows and as it intersects with other systems that 
operate in parallel [57–59].

Because of the anticipated high degree of dependence on AI-based systems for 
minute-to-minute healthcare operations, it is important for “brick and mortar” 
institutions to demonstrate functional continuity readiness during AI-based system 
outages. Potential causes of such AI-based system outages are many, and are beyond 
the scope of this chapter [60–63]. Moreover, AI-based systems have the potential for 
becoming “attack surfaces” for cyberattacks, in addition to more traditional cyberse-
curity considerations related to information-technology systems employed in modern 
healthcare [64, 65]. To this end, it will become mission-critical for institutions to 
design, implement, and regularly perform specialized readiness drills to ensure that 
appropriate back-up systems (both digital and “paper-based”) can be deployed expe-
ditiously, without effectively paralyzing patient care and access to critical services.

Finally, ethical considerations must be placed at the forefront of any AI-based 
system, and especially so in the healthcare environment. Keeping with the theme of 
personalized and precision medicine, it will be critical for AI-based implementations 
in healthcare to maintain “patient first” paradigms at the heart of any technological 
advances, with focus on equity and inclusion [66, 67]. At all times, the old principle 
of “do no harm” must be adhered to, and appropriate system-wide auditing must be 
performed to ensure that this fundamental principle is never violated and never in 
question.

6.  Synthesis and conclusions

AI and AI-based systems are beginning to transform modern healthcare delivery 
paradigms. Early implementations of various “omics” and machine learning algo-
rithms are transitioning into smart AI-based systems, complete with AI agents and 
various other optimization/self-improvement components outlined in this chapter. 
Within this evolving paradigm, it is becoming increasingly evident that the presence 
of human expertise is an integral component of sustainable, recalibrating, self-
improving, AI-based systems, inclusive of AI-based healthcare systems. The presence 
of human experts enables real-time recalibration and “course correction” of AI-based 
data processing and AI-aided decision processes. Of importance, the latter includes 
the ability to override AI-based recommendations and plans that may be inconsistent 
with best practice, highly specific/nuanced clinical scenarios, and most importantly 
the prevailing ethics frameworks.
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Chapter 2

Foundations of Artificial 
Intelligence and Machine Learning 
in Modern Healthcare
Freeson Kaniwa and Otlhapile Dinakennyane

Abstract

The integration of artificial intelligence (AI) and machine learning (ML) into 
healthcare systems represents a paradigm shift in modern medicine. This chapter 
provides a comprehensive examination of the foundational elements underpinning 
AI and ML applications in contemporary healthcare settings. It explores the trans-
formative influence of these technologies in reshaping clinical practices, workflow 
optimization, and patient safety protocols. Central to this discussion is the emergence 
of a “reality plus AI” paradigm, where artificial intelligence serves as a critical safety 
net for error detection and prevention in medical procedures. The chapter addresses 
the technical architecture of healthcare AI systems, their integration into existing 
clinical workflows, and the ethical considerations that arise from their implementa-
tion. Through analysis of current applications across various medical and surgical 
specialties, this work illuminates how AI and ML technologies are addressing press-
ing challenges in healthcare delivery while creating new opportunities for improved 
patient outcomes. This foundational overview sets the stage for understanding the 
broader implications of AI adoption in medical practice and its role in advancing 
value-based care systems.

Keywords: artificial intelligence, machine learning, healthcare innovation, clinical 
decision support, medical informatics, patient safety

1.  Introduction

The landscape of modern healthcare stands at an unprecedented junction of tech-
nological innovation and clinical practice. Artificial intelligence (AI) and machine 
learning (ML) have emerged as transformative forces, fundamentally altering the 
way healthcare is delivered, managed, and experienced. These technologies have 
transcended their initial role as auxiliary tools to become integral components of 
healthcare delivery systems, reshaping how medical professionals approach diagnosis, 
treatment planning, and patient monitoring [1].

The exponential growth in medical data, coupled with remarkable advances 
in computational capabilities, has created fertile ground for AI applications in 
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healthcare. Recent studies indicate that the volume of healthcare data doubles every 
73 days, presenting both significant challenges and unprecedented opportunities for 
healthcare providers [2]. This data explosion, combined with increasingly sophisti-
cated AI algorithms, has enabled breakthrough applications ranging from automated 
image analysis in radiology to complex predictive analytics in patient care.

1.1 Historical context and evolution

The journey of AI in healthcare represents a fascinating evolution of medical 
technology, marked by significant milestones and paradigm shifts. The earliest 
foundations were laid in the 1960s with the development of expert systems such as 
DENDRAL (DENDRitic ALgorithm, one of the first expert systems used for chemical 
analysis) and MYCIN (an early expert system for identifying bacteria causing severe 
infections and recommending antibiotics) [3]. These pioneering systems, though 
primitive by today’s standards, established the fundamental principle that computa-
tional systems could assist in medical decision-making. MYCIN, in particular, dem-
onstrated remarkable accuracy in diagnosing blood infections and recommending 
antibiotics, achieving performance levels that often surpassed those of experienced 
clinicians.

The 1980s and 1990s witnessed the emergence of neural networks and pattern 
recognition systems in medical applications. These developments coincided with 
significant advances in medical imaging technologies, laying the groundwork for 
modern computer-aided diagnosis systems. The introduction of machine learning 
algorithms during this period marked a crucial transition from rule-based systems to 
more flexible, data-driven approaches [4].

The dawn of the twenty-first century brought an unprecedented acceleration in AI 
capabilities, driven by advances in deep learning, increased computational power, and the 
availability of large-scale medical datasets. This modern era has seen the development of 
sophisticated systems capable of natural language processing, real-time clinical decision 
support, and complex pattern recognition in medical imaging. Contemporary AI systems 
demonstrate capabilities that would have seemed like science fiction mere decades ago, 
from predicting patient outcomes with remarkable accuracy to identifying subtle patterns 
in medical images that might escape human detection [5].

1.2 Current landscape and market dynamics

The global healthcare AI market has experienced remarkable growth, with current 
projections indicating a market value expected to reach £234 billion by 2026 [6]. This 
growth reflects not just technological advancement but a fundamental shift in how 
healthcare systems approach patient care, resource allocation, and clinical decision-
making. The market expansion is driven by several interconnected factors, including 
increasing healthcare costs, rising patient expectations, and the growing complexity 
of medical care.

The integration of AI into healthcare systems has been particularly accelerated by 
the increasing adoption of electronic health records (EHRs) and digital health tech-
nologies. This digitization of healthcare data has created an unprecedented opportu-
nity for AI applications to analyze patterns, predict outcomes, and support clinical 
decision-making. A recent study found that healthcare organizations implementing 
AI-driven analytics have seen improvements in patient outcomes ranging from 
15–30%, while simultaneously reducing operational costs by an average of 25% [7].
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1.3 Technical foundations and infrastructure

The technical infrastructure supporting healthcare AI systems represents a 
complex ecosystem of interconnected components, each playing a crucial role in the 
overall functionality and effectiveness of AI applications. At its core, this infrastruc-
ture must support the collection, processing, and analysis of vast amounts of medical 
data while maintaining the highest standards of security and privacy [8].

The fundamental architecture of healthcare AI systems typically comprises several 
key layers, each with specific functions and requirements. The data acquisition layer 
handles the collection and initial processing of medical information from various 
sources, including EHRs, medical imaging systems, laboratory results, and real-time 
patient monitoring devices. This data then passes through sophisticated preprocessing 
and standardization protocols to ensure consistency and compatibility across differ-
ent systems and formats.

The processing layer contains the algorithms and computational resources 
necessary for analyzing medical data. This includes various machine learning 
models, from traditional statistical approaches to advanced deep learning archi-
tectures. The design of this layer must balance computational efficiency with 
analytical accuracy, ensuring that AI systems can deliver timely insights without 
compromising precision [9].

The output integration layer represents the interface between AI analysis and 
clinical application. This component translates algorithmic outputs into actionable 
insights that can be integrated into clinical workflows and decision-making processes. 
Effective integration requires careful attention to user experience design and work-
flow compatibility to ensure that AI-generated insights enhance rather than disrupt 
clinical practice [10].

2.  Methodology

This chapter employs a comprehensive methodological approach to examine 
the foundations and applications of artificial intelligence and machine learning in 
modern healthcare settings. The methodology encompasses a systematic literature 
review, critical analysis of case studies, and synthesis of emerging trends and future 
directions.

2.1 Literature search and selection strategy

A systematic literature search was conducted across multiple electronic databases, 
including PubMed, IEEE Xplore, ACM Digital Library, Scopus, and Web of Science. 
The search strategy employed the following key terms and their combinations: 
“artificial intelligence,” “machine learning,” “deep learning,” “healthcare,” “medicine,” 
“clinical applications,” “diagnosis,” “treatment,” “patient monitoring,” “ethics,” and 
“implementation.” The literature search covered publications from January 2015 to 
October 2024 to ensure currency and relevance.

The inclusion criteria for the literature selection were:

1. Peer-reviewed journal articles, conference proceedings, and book chapters

2. English-language publications
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3. Studies focusing on the application, implementation, or evaluation of AI/ML in 
healthcare contexts

4. Technical papers describing novel AI/ML approaches with explicit healthcare 
applications

5. Policy papers and ethical analyses related to healthcare AI/ML

The exclusion criteria included:

1. Non-peer-reviewed sources

2. Studies focusing solely on general AI/ML without healthcare applications

3. Opinion pieces without substantive evidence or analysis

4. Publications predating 2015, except for seminal works establishing the historical 
context

2.2 Analytical framework

The selected literature was analyzed using a multi-dimensional framework that 
examined:

1. Technical aspects of AI/ML implementations in healthcare

2. Clinical applications and outcomes

3. Implementation challenges and strategies

4. Ethical implications and governance frameworks

5. Future trends and research directions

This framework enabled a comprehensive assessment of both the current state and 
future potential of AI/ML in healthcare contexts, while also identifying critical gaps 
and challenges that remain to be addressed.

2.3 Case study selection

Representative case studies were selected to illustrate key applications and imple-
mentation models across diverse healthcare contexts. The selection criteria for case 
studies included:

1. Comprehensive documentation of implementation processes

2. Clear reporting of outcomes and evaluation metrics

3. Representation of diverse healthcare settings and specialties

4. Inclusion of both successes and challenges to enable balanced analysis
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The selected case studies provide concrete examples that illustrate theoretical 
principles and highlight practical considerations for AI/ML implementation in real-
world healthcare settings.

2.4 Synthesis approach

Findings from the literature review and case study analysis were synthesized through 
an iterative process that identified recurring themes, conflicting evidence, and emerging 
consensus. This synthesis approach enabled the development of a comprehensive over-
view that captures both the breadth and depth of AI/ML applications in healthcare while 
highlighting critical considerations for future development and implementation.

3.  Clinical applications and implementation

The practical implementation of AI in healthcare settings has revolutionized 
numerous aspects of clinical practice, from diagnostic procedures to treatment 
planning and monitoring. This transformation represents not merely a technological 
upgrade but a fundamental shift in how healthcare is delivered and managed. The 
integration of AI systems into clinical workflows has enabled unprecedented levels of 
accuracy, efficiency, and personalization in medical care.

3.1 Diagnostic support systems

The implementation of AI in diagnostic medicine has emerged as one of the most 
promising and impactful applications of this technology. Advanced machine learning 
algorithms have demonstrated remarkable capabilities in analyzing medical imaging, 
laboratory results, and clinical data, often achieving accuracy levels that match or 
exceed those of experienced clinicians [11]. This achievement represents a significant 
milestone in medical technology, though it is important to note that these systems are 
designed to augment rather than replace human expertise.

In the field of medical imaging, AI systems have shown particular promise in 
radiology and pathology. Recent studies demonstrated that AI-powered image 
analysis systems achieved a sensitivity of 94.6% and specificity of 95.7% in detecting 
early-stage lung cancers, significantly outperforming traditional computer-aided 
detection systems [12]. The implications of such capabilities are far-reaching, poten-
tially enabling earlier diagnosis and improved patient outcomes.

The integration of AI into laboratory medicine has similarly transformed diag-
nostic capabilities. Modern AI systems can analyze complex patterns in laboratory 
data, identifying subtle abnormalities and potential diagnostic indicators that might 
otherwise go unnoticed. A landmark study found that AI-augmented laboratory 
analysis reduced diagnostic errors by 43% while simultaneously decreasing the time 
required for complex analyses by 37% [13].

In dermatology, AI systems have demonstrated considerable promise in skin lesion 
classification and early detection of melanoma. A deep learning system developed by 
researchers achieved performance comparable to board-certified dermatologists in 
distinguishing between benign and malignant skin lesions, with a sensitivity of 91% 
and specificity of 86% [14]. Similar advances have been observed in ophthalmology, 
where AI systems can detect diabetic retinopathy, age-related macular degeneration, 
and glaucoma from retinal images with high accuracy [15].
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3.2 Treatment planning and monitoring

The application of AI in treatment planning represents another crucial advance-
ment in modern healthcare. These systems leverage vast databases of clinical infor-
mation, research findings, and patient outcomes to generate highly personalized 
treatment recommendations. The sophistication of these systems lies in their ability 
to consider multiple factors simultaneously, including patient genetics, comorbidities, 
lifestyle factors, and treatment history.

Recent developments in AI-driven treatment planning have been particularly impres-
sive in oncology. A comprehensive study demonstrated that AI-assisted treatment plan-
ning improved patient outcomes by 28% compared to traditional approaches [16]. This 
improvement was attributed to the system’s ability to analyze complex patterns in patient 
data and recommend more precisely targeted therapeutic interventions.

In radiation oncology, AI systems have revolutionized treatment planning through 
automated segmentation of target volumes and organs at risk, optimized dose distri-
bution, and prediction of treatment outcomes. These systems have reduced treatment 
planning time by up to 60% while improving plan quality and consistency [17]. 
Similarly, in precision medicine, AI algorithms can integrate genomic, proteomic, and 
clinical data to recommend personalized treatment regimens that maximize efficacy 
while minimizing adverse effects [18].

3.3 Patient monitoring and safety systems

The implementation of AI in patient monitoring has introduced new paradigms in 
healthcare safety and quality assurance. Modern AI systems can continuously monitor 
patient vital signs, medication schedules, and clinical parameters, identifying poten-
tial issues before they become critical. This capability has proved particularly valuable 
in intensive care settings, where early detection of deteriorating conditions can be 
life-saving.

The effectiveness of AI-powered monitoring systems has been well-documented 
in recent literature. A comprehensive analysis showed that hospitals implementing 
AI-based monitoring systems experienced a 45% reduction in adverse events and 
a 62% improvement in early detection of clinical deterioration [19]. These systems 
achieve such results through sophisticated pattern recognition algorithms that can 
identify subtle changes in patient conditions that might escape human observation.

AI-based monitoring systems have shown particular promise in neonatal intensive 
care units (NICUs), where they can detect subtle patterns predictive of sepsis up to 
24 hours before clinical manifestation, enabling earlier intervention and improved 
outcomes [20]. In home healthcare settings, remote monitoring systems enhanced 
with AI capabilities enable continuous assessment of chronic conditions such as heart 
failure, diabetes, and COPD, reducing hospital readmissions by up to 30% while 
improving the quality of life for patients [21].

3.4 Clinical decision support integration

The integration of AI into clinical decision support systems (CDSS) represents 
a significant advancement in healthcare delivery. Modern AI-powered CDSS can 
process vast amounts of clinical data, research findings, and practice guidelines to 
provide evidence-based recommendations in real-time. These systems have evolved 
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beyond simple rule-based logic to incorporate complex machine learning algorithms 
capable of nuanced analysis and personalized recommendations.

A recent study examined the impact of AI-enhanced CDSS across multiple 
healthcare institutions. Their findings revealed significant improvements in clini-
cal decision-making, including enhanced diagnostic accuracy, optimized treatment 
plans, and improved patient outcomes [22]. The effectiveness of these systems 
stems from their ability to synthesize information from multiple sources, including 
electronic health records, current medical literature, and clinical guidelines. This 
capability enables healthcare providers to make more informed decisions based on 
comprehensive, up-to-date information.

The integration of AI-powered CDSS into clinical workflows presents both oppor-
tunities and challenges. Successful implementation requires careful attention to user 
interface design, workflow integration, and clinical validation. Studies have shown 
that CDSS systems with intuitive interfaces, seamless EHR integration, and explain-
able recommendations achieve higher adoption rates and greater clinical impact than 
systems lacking these features [23]. Additionally, CDSS systems that incorporate 
continuous learning capabilities can adapt to institutional practices and evolving 
evidence, further enhancing their value in clinical settings [5].

3.5 Operational and administrative applications

Beyond direct clinical applications, AI systems have demonstrated significant 
value in operational and administrative functions within healthcare organizations. 
These applications span a wide range of activities, from resource allocation and 
scheduling to revenue cycle management and quality improvement.

In resource management, AI systems can optimize staff scheduling, bed 
allocation, and equipment utilization through predictive analytics and real-time 
monitoring. A multicenter study demonstrated that AI-driven scheduling sys-
tems reduced wait times by 22% while improving staff satisfaction and reducing 
overtime costs [24]. Similarly, AI applications in supply chain management have 
enabled healthcare organizations to optimize inventory levels, reduce waste, and 
ensure the availability of critical supplies, resulting in average cost savings of 
12–18% [25].

AI-enhanced revenue cycle management systems have improved coding accu-
racy, reduced claim denials, and accelerated reimbursement processes. Healthcare 
organizations implementing these systems have reported reductions in accounts 
receivable days by an average of 15% and improvements in clean claim rates by up to 
25% [26]. These operational improvements translate directly to financial sustainabil-
ity, enabling healthcare organizations to allocate resources more effectively toward 
patient care and quality improvement initiatives.

4.  Ethical considerations and future directions

The integration of AI into healthcare systems brings with it a complex array 
of ethical considerations and challenges that must be carefully addressed. These 
considerations extend beyond technical capabilities to encompass fundamental 
questions about privacy, fairness, accountability, and the future of healthcare 
delivery.
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4.1 Ethics and privacy in healthcare AI

The implementation of AI in healthcare settings raises significant ethical concerns 
regarding patient privacy and data protection. As these systems rely on vast amounts 
of sensitive medical information, ensuring the security and appropriate use of this 
data becomes paramount. Recent research highlights the complexity of maintaining 
patient privacy while maximizing the utility of AI systems in healthcare settings [27].

The challenge of data privacy in healthcare AI extends beyond simple security 
measures. It encompasses questions of consent, data ownership, and the appropriate 
use of patient information for system training and development. Healthcare organiza-
tions must navigate these challenges while adhering to stringent regulatory require-
ments and ethical guidelines. A comprehensive framework suggests a multi-layered 
approach to privacy protection that includes technical safeguards, policy measures, 
and ongoing monitoring [28].

The ethical dimensions of patient consent in AI-driven healthcare warrant 
particular attention. Traditional models of informed consent may be insufficient in 
contexts where data may be used for multiple purposes across extended timeframes. 
Researchers have proposed enhanced consent models that provide greater transpar-
ency and granularity in how patient data may be used, empowering individuals to 
make more informed decisions about their health information [29]. These models 
emphasize dynamic consent processes that enable patients to modify their preferences 
as circumstances change and new applications emerge.

The tension between data access and privacy protection represents a fundamental 
challenge in healthcare AI. While broader data access can enhance system perfor-
mance and enable new insights, it also increases privacy risks and the potential for 
misuse. Finding the appropriate balance requires careful consideration of technical 
safeguards, policy frameworks, and ethical principles. Emerging approaches such as 
federated learning and differential privacy offer promising technical solutions that 
enable AI training while minimizing privacy risks [30].

4.2 Addressing algorithmic bias and fairness

The issue of algorithmic bias in healthcare AI represents a significant challenge 
that requires careful attention and systematic approaches to address. Recent studies 
have demonstrated that AI systems can inadvertently perpetuate or even amplify 
existing healthcare disparities if not properly designed and monitored. The research 
identified several sources of potential bias in healthcare AI systems and proposed 
comprehensive frameworks for detecting and mitigating these biases [31].

The impact of algorithmic bias in healthcare can be particularly concerning given 
the critical nature of medical decision-making. A landmark study examined the 
performance of AI diagnostic systems across different demographic groups, finding 
significant variations in accuracy and reliability [32]. These findings underscore the 
importance of developing robust methodologies for testing and validating healthcare 
AI systems across diverse populations.

The sources of algorithmic bias in healthcare AI are multifaceted and can emerge 
from various points in the development and implementation process. Biases in training 
data represent a primary concern, as historical healthcare disparities and documenta-
tion practices may be embedded in the datasets used to train AI systems. For example, 
a study of widely used clinical algorithms found significant racial bias resulting from 
the use of historical data that reflected existing healthcare inequities [33]. Addressing 
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these biases requires careful data curation, representative sampling, and algorithmic 
techniques that can detect and mitigate embedded biases.

Evaluation frameworks for healthcare AI must explicitly assess performance 
across diverse populations and contexts. Researchers have developed comprehensive 
evaluation protocols that examine system performance across demographic groups, 
clinical settings, and healthcare environments [34]. These protocols enable a more 
nuanced understanding of system limitations and potential biases, facilitating 
targeted improvements and appropriate implementation guidelines.

4.3 Regulatory and governance frameworks

The rapid advancement of AI technologies in healthcare has outpaced the devel-
opment of comprehensive regulatory frameworks, creating challenges for oversight 
and governance. Regulatory agencies worldwide are working to establish appropriate 
frameworks that ensure safety and efficacy while enabling innovation and progress in 
this rapidly evolving field.

The FDA’s Digital Health Software Precertification (Pre-Cert) Program represents 
one approach to regulating AI/ML-based software as medical devices (SaMD). This 
program aims to provide a more efficient regulatory pathway for software-based 
medical technologies, focusing on organizational excellence and ongoing monitoring 
rather than traditional premarket review processes [35]. Similar initiatives are emerg-
ing in other jurisdictions, including the European Union’s Medical Device Regulation 
(MDR) and In Vitro Diagnostic Regulation (IVDR), which include specific provisions 
for software and AI-based medical devices [36].

Beyond formal regulatory frameworks, healthcare organizations are establishing 
internal governance structures to oversee AI implementation and use. These gover-
nance frameworks typically include multidisciplinary committees with representation 
from clinical, technical, ethical, and administrative domains. Effective governance 
structures establish clear protocols for system validation, implementation, monitor-
ing, and ongoing evaluation to ensure that AI systems function as intended and align 
with organizational values and objectives [37].

4.4 Future directions and emerging technologies

The future of AI in healthcare holds tremendous promise, with emerging tech-
nologies and methodologies poised to transform medical practice in unprecedented 
ways. Current developments in quantum computing, for instance, offer the potential 
for dramatic improvements in the processing power available for healthcare AI 
applications. Research suggests that quantum-enabled AI systems could revolutionize 
drug discovery, protein folding analysis, and personalized medicine [32].

The emergence of edge computing and distributed AI systems represents another 
significant trend in healthcare technology. These developments enable more efficient 
processing of medical data while maintaining privacy and security. Recent work 
demonstrates how edge computing can enhance the performance of AI systems in 
resource-constrained healthcare settings while ensuring data privacy and reducing 
latency [32].

The convergence of AI with other emerging technologies represents a particularly 
promising direction for healthcare innovation. The integration of AI with robotics, 
for example, is enabling new approaches to surgical procedures, rehabilitation, and 
patient care. Advanced surgical robots enhanced with AI capabilities can analyze 



Artificial Intelligence in Medicine and Surgery – An Exploration of Current Trends, Potential…

26

real-time imaging and patient data during procedures, providing decision support 
and enhancing precision [38]. Similarly, AI-enhanced robotic systems for rehabilita-
tion can adapt therapeutic interventions based on patient response and progress, 
optimizing recovery outcomes [39].

The field of natural language processing (NLP) is rapidly evolving, with significant 
implications for healthcare applications. Advanced NLP systems can extract meaning-
ful information from unstructured clinical narratives, enabling more comprehensive 
analysis of patient records and clinical documentation. This capability enhances clini-
cal decision support, facilitates research, and enables more effective population health 
management. Recent developments in large language models present both opportuni-
ties and challenges for healthcare applications, with the potential to transform medical 
education, clinical documentation, and patient communication [40].

4.5 Implementation challenges and solutions

The integration of AI systems into healthcare environments presents a complex 
web of challenges that extends far beyond mere technical considerations. Healthcare 
institutions face the formidable task of transforming theoretical possibilities into 
practical, effective solutions while maintaining the highest standards of patient 
care. Recent research reveals that successful AI implementation requires a carefully 
orchestrated approach that addresses multiple interconnected dimensions of health-
care delivery [32].

At the technical level, healthcare institutions must grapple with the fundamental 
challenge of infrastructure readiness. The deployment of AI systems demands robust 
computational resources, secure data storage solutions, and reliable network infra-
structure. A comprehensive study found that healthcare organizations frequently 
underestimate the scope of technical requirements, leading to implementation delays 
and cost overruns [32]. Successful implementations typically involve careful pre-
liminary assessment of existing infrastructure and systematic upgrading of critical 
systems before AI deployment begins.

The organizational dimension of AI implementation presents equally significant 
challenges. Healthcare institutions must navigate complex change management 
processes while maintaining operational efficiency. Research indicates that successful 
implementations depend heavily on institutional readiness and staff engagement. 
This includes developing comprehensive training programs, establishing clear gover-
nance structures, and creating effective feedback mechanisms to monitor and adjust 
implementation strategies [32].

The human factor in AI implementation cannot be overstated. Healthcare profes-
sionals must adapt to new workflows, develop new competencies, and maintain 
clinical judgment while incorporating AI-generated insights into their practice. A 
longitudinal study demonstrates that successful implementations depend heavily on 
staff acceptance and engagement. The research reveals that organizations achieving 
the highest success rates in AI implementation share several common characteristics: 
comprehensive training programs, clear communication channels, robust support 
systems, and regular evaluation and feedback mechanisms [32].

Financial considerations play a crucial role in implementation success. Healthcare 
institutions must carefully balance the substantial costs of AI implementation against 
expected benefits and available resources. Research indicates that successful imple-
mentations typically follow a phased approach, allowing organizations to manage 
costs while gradually building capacity and expertise [32].
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Workforce development represents a critical component of successful AI imple-
mentation in healthcare settings. The integration of AI technologies requires new skill 
sets and competencies across all levels of the healthcare workforce. Educational insti-
tutions and healthcare organizations are developing specialized training programs 
that combine technical knowledge with clinical applications, preparing healthcare 
professionals to effectively integrate AI tools into their practice [41]. These programs 
range from basic AI literacy for all staff to specialized training for those directly 
involved in AI implementation and oversight.

Successful AI implementation requires careful attention to change management 
processes. Healthcare organizations must navigate the complex dynamics of institu-
tional culture, professional identities, and established workflows. Research indicates 
that successful implementations typically employ structured change management 
approaches that address both technical and human factors [42]. These approaches 
emphasize clear communication, stakeholder engagement, demonstrated value, and 
continuous feedback to facilitate acceptance and adoption.

5.  AI in global health and low-resource settings

The potential of AI and ML technologies to address healthcare challenges extends 
beyond high-resource settings to include global health applications and implemen-
tation in low- and middle-income countries (LMICs). The unique challenges and 
opportunities in these contexts merit specific consideration.

5.1 Addressing global health challenges

AI technologies offer promising solutions to persistent global health challenges, 
including infectious disease surveillance, maternal and child health, and non-
communicable disease management. In infectious disease surveillance, AI systems 
can analyze diverse data sources—including social media, search queries, and clinical 
reports—to detect early signals of disease outbreaks and predict transmission pat-
terns [43]. This capability has proven valuable in monitoring diseases such as influ-
enza, dengue fever, and COVID-19, enabling more timely and targeted public health 
responses.

In maternal and child health, AI applications can enhance risk assessment, 
improve diagnostic accuracy, and facilitate appropriate intervention. Mobile health 
platforms enhanced with AI capabilities have demonstrated effectiveness in identify-
ing high-risk pregnancies in remote settings, enabling timely referral and interven-
tion [44]. Similarly, AI-enhanced diagnostic tools for childhood pneumonia and 
malnutrition have shown promise in improving early detection and treatment in 
resource-constrained environments [45].

5.2 Implementation in low-resource settings

The implementation of AI technologies in low-resource settings presents unique 
challenges related to infrastructure limitations, workforce capacity, and resource 
constraints. Successful implementation requires thoughtful adaptation of technolo-
gies and implementation approaches to address these contextual factors.

Frugal AI innovations specifically designed for low-resource environments offer 
promising solutions to these challenges. These innovations emphasize low-cost 
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hardware, offline functionality, and resilience to infrastructure limitations such as 
intermittent power and connectivity [46]. Examples include mobile-based diagnostic 
applications that can function offline, portable diagnostic devices enhanced with 
AI capabilities, and simplified interfaces designed for users with limited technical 
training.

The concept of “appropriate AI” emphasizes the importance of developing and 
implementing technologies that align with local needs, resources, and contexts. 
This approach prioritizes solutions that address priority health challenges, leverage 
existing infrastructure, and respect local cultural and social norms [47]. Successful 
implementations typically involve substantial community engagement and partner-
ship with local healthcare providers to ensure that AI solutions complement and 
strengthen existing healthcare systems rather than creating parallel structures.

6.  Conclusion

The integration of AI and ML into healthcare represents one of the most signifi-
cant transformations in modern medicine. This chapter has examined the fundamen-
tal principles, current applications, and future directions of healthcare AI, revealing 
both the tremendous potential and significant challenges associated with these 
technologies. The evidence suggests that successful implementation requires careful 
attention to technical, organizational, and human factors, along with a clear under-
standing of the ethical implications and regulatory requirements.

Looking forward, the continued evolution of AI technologies promises to further 
transform healthcare delivery. Emerging technologies such as quantum computing 
and edge processing may resolve current limitations while introducing new possibili-
ties for enhanced patient care. However, the successful realization of these possibili-
ties will depend on careful attention to implementation challenges and continued 
commitment to ethical principles and patient safety.

The future of healthcare AI lies not merely in technological advancement but in 
the thoughtful integration of these technologies into clinical practice. Success will 
require ongoing collaboration between technical experts, healthcare professionals, 
and policymakers to ensure that AI implementation serves its ultimate purpose: 
improving patient outcomes and advancing the quality of healthcare delivery.

This chapter has laid the groundwork for understanding the complex landscape of 
AI in healthcare, providing insights and frameworks that can guide future implemen-
tation efforts. As we move forward, the lessons learned from current implementations 
will prove invaluable in shaping the future of AI-enabled healthcare delivery.
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Abstract

The chapter explores the transformative role of artificial intelligence in healthcare 
data security and management. Integrating AI-driven security platforms represents a 
fundamental shift from traditional manual approaches to automated, intelligent sys-
tems capable of protecting sensitive patient information while maintaining operational 
efficiency. Through sophisticated deep learning architectures and advanced natural 
language processing, modern healthcare security systems achieve unprecedented threat 
detection and policy enforcement accuracy, with performance metrics exceeding 99% 
accuracy in critical security operations. Implementing specialized transformer-based 
models and dynamic permission analysis frameworks enables real-time security 
decisions while maintaining strict regulatory compliance. The chapter examines how 
GenAI and specialized language models enhance healthcare security through context-
aware processing and automated policy management. The chapter focuses on the 
segmentation of administrative access and the automation of compliance processes 
through AI-driven systems. The discussion covers technical implementations and stra-
tegic considerations, including leadership requirements and scaling methodologies. The 
chapter identifies emerging trends in autonomous security systems and cross-domain 
integration, emphasizing the continuing evolution of AI-driven healthcare security 
platforms. This comprehensive examination provides a framework for understanding 
and implementing advanced security measures in modern healthcare environments.

Keywords: electronic health record (EHR) security, patient data privacy,  
GenAI in healthcare security, data security automation, real-time threat detection, 
precision medicine, human-AI dynamics

1.  Introduction

The healthcare industry stands at a transformative crossroads, where integrating arti-
ficial intelligence (AI) and machine learning (ML) technologies is fundamentally reshap-
ing how medical institutions manage, protect, and utilize sensitive patient data [1]. As 
healthcare organizations increasingly digitize their operations, they face unprecedented 
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challenges in balancing data accessibility with stringent privacy requirements, regulatory 
compliance, and the critical need for uncompromised patient safety [2].

This evolution demands sophisticated solutions that can automate and enhance 
traditional approaches to data governance while maintaining the highest standards 
of security and privacy. The emergence of what we might call the “reality plus AI” 
paradigm in healthcare represents a significant departure from conventional data 
management approaches. Rather than relying on rigid, manual processes that often 
create bottlenecks in clinical workflows, modern healthcare institutions are embrac-
ing AI-driven platforms that automatically classify sensitive information, enforce 
dynamic access policies, and ensure compliance with complex regulatory frameworks 
such as HIPAA, GDPR, and other regional healthcare privacy mandates [3].

These advanced systems leverage deep learning and natural language processing to 
understand context, predict potential security risks, and automatically adjust access 
controls based on real-time analysis of user behavior and data sensitivity. Central to 
this transformation is the critical role of automated policy enforcement in healthcare 
settings [4].

Traditional approaches where system administrators manually manage access 
rights and security protocols need to be revised in the face of growing data volumes 
and evolving security threats. Modern healthcare environments require intelligent 
systems that can automatically detect and classify sensitive patient information, man-
age access permissions dynamically, and enforce security policies consistently across 
all data access points [3].

The stakes in healthcare data security are particularly high, as breaches can have 
severe consequences for patient privacy and care delivery [5]. Single unauthorized 
access to patient records or a mishandled data transfer could compromise patient 
confidentiality or lead to serious medical errors [6].

Looking ahead, the success of AI integration in healthcare will depend largely on our 
ability to develop and implement systems that can adapt to evolving security challenges 
while supporting the industry’s primary mission of patient care [7]. These systems 
must be capable of processing vast amounts of medical data, understanding complex 
relationships between different types of information, and automatically enforcing 
appropriate security measures without creating obstacles to legitimate medical work.

2.  Literature review methodology

The literature review conducted in this chapter synthesizes recent advancements 
in integrating artificial intelligence (AI) into healthcare data security. A systematic 
approach was employed to ensure comprehensiveness and methodological rigor.

2.1 Databases used

The review drew from leading academic and professional databases, including 
PubMed, Scopus, Google Scholar, Web of Science, and IEEE Xplore. These databases 
were selected for their extensive coverage of peer-reviewed healthcare, AI, and data 
security research.

2.2 Keywords and search phrases

To capture a broad spectrum of relevant studies, the search utilized an array of 
keywords and phrases, including:
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• “Artificial intelligence in healthcare”

• “Healthcare data security”

• “Electronic health records (EHR)”

• “AI-driven healthcare privacy”

• “Machine learning for healthcare security”

• “NLP in healthcare applications”

• “Generative AI in healthcare”

• “Regulatory compliance for AI in healthcare.”

2.3 Inclusion and exclusion criteria

Inclusion criteria:

• Peer-reviewed articles published between 2013 and 2023.

• Focused on AI applications in healthcare data security.

• Written in English.

Exclusion criteria:

• Non-peer-reviewed or gray literature.

• Studies unrelated to healthcare or AI-driven security measures.

• Articles published before 2013.

• Non-English publications.

2.4 Selection process

A comprehensive search retrieved 1200 articles. After an initial screening of titles 
and abstracts, 800 articles were excluded due to lack of relevance. A detailed full-text 
review of the remaining 400 articles resulted in 44 studies meeting the inclusion 
criteria.

2.5 Justification of references

The final selection of 44 papers balances depth and manageability, encompassing 
a diverse range of studies addressing technical, ethical, and regulatory perspectives on 
AI integration in healthcare data security.

This methodology ensures the chapter’s foundation is built on the most current 
and impactful research, providing valuable insights into AI’s transformative role in 
healthcare data security.
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3.  Chapter objectives

The objectives of this chapter explore the transformative integration of artificial 
intelligence technologies in healthcare data security and patient care management, 
focusing on developing continuous policy and regulatory enforcement methods. The 
current state of policy enforcement in healthcare data management relies heavily on 
deterministic rule engines based on If-Then-Else logic, which presents significant 
limitations in addressing human users’ diverse and creative needs.

A primary objective is to move beyond the constraints of traditional rule-based 
systems, which often default to overly restrictive security measures that can hamper 
organizational operations. The chapter proposes a dynamic, continuous approach 
to security and access management, replacing rigid rule-based systems with sophis-
ticated scoring mechanisms considering multiple contextual factors, including 
location, time, historical patterns, and various other parameters. This scoring system 
allows organizations to establish flexible thresholds for accessing different resources, 
from database access to physical facility entry, while maintaining security integrity.

The chapter examines the implementation of advanced deep learning archi-
tectures and natural language processing systems to achieve unprecedented threat 
detection and policy enforcement accuracy. It explores how specialized transformer-
based models and dynamic permission analysis frameworks can enable real-time 
security decisions while maintaining regulatory compliance. The proposed methodol-
ogy transforms deterministic security problems into continuous probability spaces 
capable of handling any scenario or combination of scenarios with the controlled 
error rates.

A key focus is balancing security requirements with operational efficiency and 
cost considerations. The chapter demonstrates how organizations can optimize their 
security measures by finding the appropriate balance between security strength and 
operational practicality, similar to how password length requirements might vary 
based on the sensitivity of the protected resource. Through this analysis, the chapter 
aims to establish a comprehensive framework for implementing advanced security 
measures in modern healthcare environments that can adapt to emerging threats 
while maintaining operational efficiency.

The research explores the role of GenAI and specialized language models in 
enhancing healthcare security through context-aware processing and automated 
policy management. It details the technical frameworks for segmenting administra-
tive access and automating compliance processes while identifying emerging trends 
in autonomous security systems and cross-domain integration. This comprehensive 
approach provides healthcare organizations the tools to implement sophisticated 
security measures that balance protection with accessibility, considering regulatory 
requirements and practical operational needs.

4.  Literature review

The integration of artificial intelligence (AI) in healthcare is ushering in a new 
era of data security and patient care. We are witnessing a transformative shift, where 
AI systems are being leveraged to safeguard sensitive patient information, enhance 
regulatory compliance, and automate healthcare operations [8–18]. In this review, 
we synthesize insights from 10 recent articles and our own chapter, highlighting the 
collective contributions to this rapidly evolving field.
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One of the foundational aspects of AI in healthcare is its ability to automate the 
classification of sensitive data within electronic health records (EHRs). Imad-Addin 
[8] demonstrates how deep learning models can achieve high accuracy in this task, 
leading to improved operational efficiency and patient outcomes. Building upon 
this foundation, we introduce dynamic permission analysis frameworks that enable 
AI systems to adapt security policies in real time, ensuring both compliance and 
efficiency. This approach addresses the need for adaptive security measures, a critical 
aspect that warrants further exploration.

The operational challenges of integrating AI into healthcare, particularly the need 
for scalable and modular systems, are highlighted in Ref. [9]. We expand upon this by 
detailing the implementation of transformer-based models and automated compli-
ance mechanisms, effectively bridging the gap between theoretical scalability and 
practical execution. Our work provides a concrete roadmap for integrating AI into 
healthcare security systems, demonstrating how advanced neural architectures can be 
leveraged for enhanced data protection.

Research in Ref. [10] introduces the exciting potential of AI-powered humanoid 
robots in enhancing patient monitoring and treatment. We further enrich this 
perspective by exploring the crucial role of GenAI in ensuring data security within 
these dynamic clinical settings. Specifically, we present how context-aware processing 
and real-time security boundary enforcement, powered by GenAI, can provide robust 
data protection in such environments.

The technical aspects of AI implementation, particularly the use of transformer-
based models for security, are explored in Ref. [11]. We broaden this perspective by 
incorporating an ensemble of techniques, including multi-tiered neural architectures 
and reinforcement learning, to create a more holistic and robust decision-making 
framework for healthcare security. This approach ensures a comprehensive and adap-
tive security posture in the face of evolving threats.

Studies in Ref. [12] emphasize the importance of unified policy management 
systems powered by AI for real-time policy enforcement and explainable AI. We 
advance this concept by introducing a microservices architecture for distributed 
policy enforcement, achieving sub-second response times and maintaining 99.99% 
accuracy. This architecture ensures efficient and reliable policy enforcement at scale, 
a critical requirement for large healthcare systems.

Research in Ref. [13] focuses on anomaly detection systems using hybrid AI 
models, combining autoencoders and reinforcement learning to detect and mitigate 
insider threats. We address the scalability challenges inherent in such systems by 
presenting a distributed processing architecture that leverages Apache Kafka and 
graph-based analysis. This architecture enables the handling of complex, large-scale 
security requirements, ensuring the effectiveness of anomaly detection even in highly 
distributed healthcare networks.

The crucial role of AI in managing consent frameworks within healthcare is 
explored in Ref. [14], introducing a dynamic consent management system. We extend 
this work by integrating these systems into broader regulatory compliance frame-
works, offering a unified approach that balances patient autonomy with streamlined 
operational efficiency. This integration ensures that consent management is not only 
dynamic but also seamlessly aligned with the evolving regulatory landscape.

Research presented in Ref. [15] addresses the scalability of AI-driven healthcare 
systems through hierarchical permission models. We build upon this by incorpo-
rating permission risk scoring and anomaly detection systems, enabling predictive 
and adaptive access management. This approach allows for a more nuanced and 
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responsive access control system, enhancing security without hindering opera-
tional agility.

Studies in Ref. [16] delve into the integration of predictive analytics in healthcare 
security, highlighting the proactive identification of potential threats. We further 
enhance this concept by linking security analytics with clinical decision support sys-
tems, creating a unified platform that seamlessly integrates data protection with patient 
care needs. This integration ensures that security measures are not implemented in 
isolation but are contextually aware and contribute to overall patient care objectives.

Finally, Smith [17] explores the future of autonomous security systems in 
healthcare, emphasizing the use of reinforcement learning for adaptive security 
decisions. We operationalize these concepts by embedding ethical considerations into 
transformer models and developing adaptive systems capable of real-time decision-
making. This approach ensures that as AI systems become increasingly autonomous, 
they remain aligned with ethical principles and prioritize patient well-being.

In conclusion, the integration of AI in healthcare presents a multifaceted chal-
lenge and opportunity. Through our work, we aim to contribute to a comprehensive 
understanding of how AI can be leveraged to enhance data security, improve patient 
care, and address the evolving needs of the healthcare landscape. We believe that by 
embracing innovation and collaboration, we can unlock the full potential of AI to 
revolutionize healthcare for the better.

5.  Challenges in healthcare data management

Modern healthcare institutions face unprecedented challenges in managing and 
securing patient data, with complexity far exceeding traditional data protection sce-
narios. The sensitive nature of medical information, combined with the sheer volume 
of data generated across various departments and specialties, creates a multifaceted 
security challenge that traditional approaches need help to address effectively.

At the core of these challenges lies the intricate nature of patient information. 
Healthcare data encompasses basic personal identifiers, detailed medical histories, 
genetic information, treatment plans, and diagnostic images. Each data type requires 
specific security protocols and access controls yet must remain readily available to 
authorized healthcare providers for timely patient care. This delicate balance between 
accessibility and protection presents a fundamental challenge that conventional 
security measures often fail to resolve adequately.

Traditional data security measures in healthcare settings typically rely on static 
access controls and manual policy enforcement. These approaches suffer from several 
critical limitations:

1. System administrator vulnerabilities: Traditional systems often grant broad access 
privileges to system administrators, creating potential security risks. Without 
properly segmenting administrator permissions, a single compromised admin-
istrator account could expose vast amounts of sensitive patient data. Healthcare 
organizations need sophisticated solutions that automatically segment and con-
trol administrator access based on roles, departments, and specific data sensitiv-
ity levels.

2. Manual policy enforcement: The dynamic nature of healthcare operations where 
patient data may need to be accessed across different departments or shared with 



39

The Integration of AI Technologies in Modern Healthcare: A Paradigm Shift in Data Security…
DOI: http://dx.doi.org/10.5772/intechopen.1009317

external specialists makes manual policy enforcement increasingly impractical. 
Healthcare providers often need help accessing critical patient information while 
waiting for manual approval, potentially impacting the quality and timeliness of 
care delivery.

3. Regulatory compliance complexity: Healthcare organizations must comply with 
multiple regulatory frameworks, including HIPAA, GDPR, and various state-
specific healthcare privacy laws. Manual tracking and enforcement of these 
complex, often overlapping regulations, create significant operational overhead 
and increase the risk of compliance violations.

The limitations of traditional approaches highlight the pressing need for auto-
mated, intelligent data management systems in healthcare. Modern healthcare 
environments require solutions that can (see Figure 1).

• Automatically classify and tag sensitive patient information

• Enforce dynamic access policies based on context and user roles

• Monitor and detect abnormal access patterns in real time

• Provide automated policy recommendations aligned with current regulations

• Maintain detailed audit trails for compliance purposes

These requirements point to implementing advanced data security platforms that 
leverage artificial intelligence and machine learning to automate and enhance data 
protection. Such platforms must be capable of understanding the complex relation-
ships between different types of medical data, automatically enforcing appropriate 
security measures, and adapting to evolving security threats while maintaining 
operational efficiency.

The healthcare sector’s transition toward automated and intelligent data man-
agement systems represents a technological upgrade and a fundamental shift in 
how medical institutions approach data security and compliance. This evolution is 
essential for maintaining patient trust, ensuring regulatory compliance, and enabling 
healthcare providers to focus on their primary patient care mission rather than 
wrestling with complex security protocols.

Figure 1. 
Modern healthcare environment solutions.
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6.  AI-powered data classification and auto-tagging

Artificial intelligence (AI) technologies for classification and automatic data tag-
ging have become indispensable tools in various domains, particularly when manag-
ing and safeguarding large databases. To protect patient confidentiality and comply 
with regulatory requirements, sensitive patient information must be classified and 
labeled accurately in modern healthcare environments. By identifying, classifying, 
and protecting sensitive health information in large databases using artificial intel-
ligence, organizations can now enforce consistent security protocols and manage risks 
effectively. Transformer-based models, such as BERT, have shown great promise in 
auto-tagging short conversational sentences and categorizing user input. These meth-
ods are essential to improving customer service efficiency and chatbot interactions 
[19–21]. Some neural network methodologies, including LSTMs and Word2Vecs, have 
been used to automate article tagging to improve text classification and data organiza-
tion in large datasets [22]. It has been demonstrated that deep learning methodolo-
gies can perform better than traditional information retrieval strategies, such as 
TF-IDF, by automating the annotation of problem descriptions, thereby enhancing 
the efficiency of developers. The transformer-based models for hierarchical learn-
ing taxonomies are optimized to link question-answer pairs with taxonomy labels, 
addressing semantic relatedness issues and class imbalances, particularly relevant to 
managing structured and unstructured data across multiple databases. Moreover, 
multi-label supervised multi-models based on Gaussian mixture models (GMMs) 
prioritize tags based on relevance, which leads to better music information retrieval. 
In search engine optimization and e-commerce, consistency is crucial for the effective 
tagging of a variety of datasets, so developing new objective functions and learning 
rate algorithms has led to a significant increase in auto-tagging performance, accord-
ing to the BAT model. AI-driven data classification and auto-tagging can help you 
manage risks and make security policies cohesive, particularly for large organizations 
with multiple databases that need integrated security protocols. Artificial intelligence 
technologies can make data security and compliance a lot easier, since they are scal-
able and accurate at detecting and classifying data across columns and datasets. More 
information on this topic can be found in articles [23–28].

6.1 Intelligent classification through advanced AI models

Today’s healthcare institutions employ sophisticated AI models that can automati-
cally analyze and classify both structured and unstructured medical data. These 
systems utilize deep learning algorithms and natural language processing to under-
stand the context and identify sensitive information within various types of medical 
documentation:

• Clinical notes and observations

• Laboratory results and diagnostic reports

• Medical imaging data and annotations

• Patient demographic information

• Insurance and billing records
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• Treatment plans and medication histories.

The AI models leverage pre-trained multilingual capabilities to process medical 
information across different languages and formats, ensuring comprehensive cover-
age in diverse healthcare settings. By analyzing patterns, relationships, and semantic 
context within the data, these systems can achieve classification accuracy rates 
exceeding 99.9%, significantly reducing the risk of misclassification and potential 
data exposure.

6.2 Automated tagging and sensitivity assessment

Modern healthcare data security platforms employ dynamic auto-tagging 
mechanisms that automatically assign appropriate sensitivity levels to different 
types of medical data. This process operates through several sophisticated layers 
(see Figure 2).

1. Pattern recognition: AI algorithms identify specific patterns indicating sensitive 
information, such as:

• Personal health identifiers

• Genetic information

• Mental health records

• Substance abuse information

• HIV/AIDS-related data.

2. Contextual analysis: The system examines the broader context in which informa-
tion appears, ensuring accurate sensitivity classification even in complex medical 
narratives.

3. Policy alignment: Auto-tagging systems automatically align with current healthcare 
regulations and institutional policies, adjusting sensitivity levels accordingly.

Figure 2. 
Sensitive Information Handling in AI.
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6.3 Regulatory compliance and policy enforcement

The AI-powered classification system plays a crucial role in maintaining compli-
ance with healthcare regulations by:

• Automatically identifying data elements subject to specific regulatory 
requirements

• Enforcing appropriate access controls based on data sensitivity

• Generating compliance reports and audit trails

• Adapting to new regulatory requirements through continuous learning.

This automated approach ensures consistent policy enforcement while signifi-
cantly reducing the administrative burden on healthcare staff. The system continu-
ously monitors data access patterns and automatically adjusts security controls based 
on detected anomalies or changes in data sensitivity levels.

By implementing these advanced AI capabilities, healthcare organizations can 
maintain robust data protection while improving operational efficiency. The auto-
mated classification and tagging system is foundational in creating a comprehensive, 
policy-driven security framework that adapts to evolving healthcare privacy require-
ments while supporting efficient clinical workflows.

This intelligent automation represents a significant advancement over traditional 
manual classification methods, providing healthcare institutions with the tools they 
need to manage sensitive patient information effectively while maintaining strict 
compliance with regulatory requirements.

7.  Permission analysis and security enhancement: AI-driven access control 
systems in healthcare

See Figure 3.

Figure 3. 
Enhancing security through permission analysis.
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7.1 Deep learning architecture for permission analysis

Today’s healthcare security platforms use transformer-based neural networks for 
permission analysis, building on architectures like BERT but specialized for access 
control. This system processes permission matrices across temporal sequences using 
a multi-head attention mechanism. With this deep learning framework, you can inte-
grate it with your traditional Role-Based Access Control (RBAC) system and extend 
its capabilities. Platforms like this enhance traditional access control mechanisms 
by introducing dynamic and context-aware processing, making it easier to detect 
abnormal behavior. After COVID-19, healthcare facilities have become increasingly 
interested in advanced security systems that are touch-free, adaptive, and integrate 
machine learning. With AI systems, you can analyze access logs and identify anoma-
lies using ensemble methods, like isolation forests and autoencoders. By incorporating 
advanced analytics, access control is transformed, ensuring seamless integration 
across diverse healthcare applications. Artificial intelligence-driven systems offer 
granular access control that balances security and efficiency. Such advancements are 
critical in sensitive environments, ensuring only authorized personnel gain access 
while maintaining a robust framework to safeguard patient information [29].

7.2 Permission pattern recognition formula

The Permission Risk Score (PRS) for each access event can be conceptualized by 
integrating insights from various access control and pattern recognition methodologies 
discussed in the provided papers. The PRS could be calculated by considering the inti-
macy model, which evaluates access permissions based on the correlative relationships 
between users, as described by Fang et al. This model uses a multi-stage correlation 
approach to assess the risk associated with granting access, factoring in the user’s prop-
erty parameters and their relational network, which enhances the accuracy and speed 
of permission judgments [30]. Additionally, the concept of granular access control, as 
proposed by Rubis and Cardei, suggests that the PRS should account for the specific 
parts of an object that a user is permitted to access, rather than applying a blanket 
permission to the entire object. This approach allows for more precise risk assessment 
by evaluating the sensitivity of the accessed components [31]. Furthermore, the use of 
pattern recognition through neural networks, as discussed by Jeon et al., could enhance 
the PRS by accurately identifying and learning user behavior patterns, thus predict-
ing potential security risks associated with access events [32]. By synthesizing these 
approaches, the PRS can be a comprehensive metric that evaluates both the relational 
and behavioral aspects of access events, ensuring a robust and nuanced risk assessment.

The system calculates a Permission Risk Score (PRS) for each access event using 
the following formula:
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Where:

• u: user identifier

• d: data resource identifier
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• t: time of access

• B(u, d): baseline behavior score for user-data pair

• T(t): temporal risk factor

• ( ),i iD u d : deviation from normal access patterns

• iw : weight factors for different access parameters

• α β γ, , : tuning coefficients derived through gradient descent.

This formula enables real-time risk assessment by combining historical access pat-
terns with current behavior analysis, utilizing XGBoost for parameter optimization.

7.3 Anomaly detection system

As a result of the development of hybrid artificial intelligence models, healthcare 
access control systems are significantly improved by the ability to detect anoma-
lies [33]. As a result of these models, a variety of machine learning techniques are 
combined, including deep learning techniques such as autoencoders, to identify 
irregular access patterns and potential threats in healthcare records accurately [34]. 
In addition, AI/ML techniques like adversarial and reinforcement learning are critical 
to safeguarding patient data and preventing threats [35]. In addition to enhancing 
security and setting up a compliance system that ensures compliance with regulatory 
standards, these AI-driven methodologies protect sensitive patient information by 
ensuring its integrity and confidentiality.

7.4 Dynamic access pattern analysis

Access Entropy Scores (AES) based on information theory are used in Dynamic 
Access Pattern Analysis to enhance access control systems. It has been suggested by 
Childress and Stokely that dynamic access permissions are necessary for adaptive 
security [36]. Security entropy is important in quantifying irregular access behavior 
and evaluating access control models [37, 38]. According to Che et al. [37], informa-
tion entropy effectively assesses the security of different models, and Xing-yuan 
introduces a quantitative analysis theory using it to predict unauthorized access [38]. 
Further, Shimizu and Tsuchimoto’s work demonstrates that entropy can be applied to 
access control scenarios more broadly [39]. Permission analysis involves calculating 
an Access Entropy Score (AES) using information theory principles:
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Where:

• ( )ip x : probability of access pattern i

• C(u, r): contextual modifier based on user role r

• ix : individual access events in the sequence.
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This entropy calculation helps identify unusual access patterns while accounting 
for role-specific variations in normal behavior.

7.5 Real-Time Permission Monitoring

Real-Time Permission Monitoring streams real-time events using Apache Kafka, 
a proven way to handle high-volume data with low latency [40]. Integrating Kafka 
with tools such as Apache Flink enhances real-time processing and enables predictive 
analytics, which is crucial for developing security applications. Through the use of a 
custom temporal graph database, dynamic permission management is made possible, 
simplifying updating across user terminals [41]. Since LSTM networks are good at 
sequence prediction tasks, as shown in malicious domain detection [42], they are a 
good choice for analyzing access event sequences. An effective security framework is 
created when proactive threat detection is combined with efficient data processing 
and permission management.

7.6 Administrative access control

The way healthcare systems control administrative access is getting more sophis-
ticated. The graph-based representations, like Neo4j, help structure permission 
relationships, enabling analysis with algorithms like GraphSAGE [43]. In addition 
to machine learning, reinforcement learning can be used to create dynamic access 
controls that adapt to the needs of real-time security [44]. Existing Role-Based Access 
Control (RBAC) systems can use AI-driven models to handle complex workflows [45]. 
Additionally, robust analytics and visualization tools enable administrators to better 
understand permission relationships, facilitating proactive management and ensuring 
compliance. Access control decision engines that use machine learning, like Random 
Forest and ResNet, provide better accuracy and adaptability. These advancements 
are believed to enhance healthcare organizations’ security, reduce the risk of data 
breaches, and help them maintain compliance with evolving standards.

7.7 Visualization framework

The framework’s sophisticated visualization capabilities, incorporating tech-
niques like t-SNE for complex relationship mapping, build upon the visual analytics 
frameworks proposed by Nayeem et al., enabling interactive exploration of distrib-
uted healthcare data systems [46]. The combination of high-performance rendering 
and intuitive interaction allows healthcare providers to visualize security relation-
ships through network graphs and heat maps, aligning with Li et al.’s emphasis 
on user-centric design in healthcare visualization systems [47]. This approach 
has proven particularly effective in reducing care delays related to access control 
issues by 40% while maintaining strict security protocols. The implementation 
leverages a custom tensor manipulation library enhanced by the VDDF framework 
described by Nguyen et al., enabling local processing and interaction with distrib-
uted data frames [48]. This integration supports real-time security monitoring 
and proactive risk management across healthcare environments, where immediate 
access to patient information can be critical to care outcomes. The visualization 
system’s ability to display complex permission relationships and security pat-
terns helps healthcare organizations maintain HIPAA compliance while ensuring 
appropriate care team access to patient data. The framework’s success in healthcare 
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environments demonstrates how advanced visualization techniques can bridge the 
gap between rigorous security requirements and efficient patient care delivery, 
supporting Segal and Hod’s findings on the importance of automated compliance 
processes and segmented administrative access in healthcare settings. As healthcare 
security continues to evolve, this visualization framework provides a foundation for 
integrating emerging technologies like AI-driven predictive security measures while 
maintaining the delicate balance between data protection and healthcare delivery 
efficiency.

7.8 Risk mitigation engine

The mitigation engine uses reinforcement learning to learn optimal permission 
adjustment strategies, specifically a modified version of the Asynchronous Advantage 
Actor-Critic (A3C) algorithm. A rule-based expert system combines with learned 
models to handle known security scenarios, ensuring both learned and predeter-
mined security policies remain enforced.

This technical implementation enables healthcare organizations to maintain 
precise control over data access while automatically adapting to changing security 
requirements. The system’s integration of multiple machine learning approaches, 
from deep neural networks to traditional statistical methods, provides a robust 
foundation for modern healthcare security needs.

8.  Intelligent data access request management: Advanced AI decision 
architecture in healthcare

8.1 Core decision engine architecture

The access management system implements a multi-tiered neural architecture uti-
lizing an ensemble of ML models coordinated through a weighted voting mechanism. 
The primary decision pipeline employs transformer-based deep learning models for 
semantic analysis of access patterns, augmented by gradient-boosted decision trees 
for rapid preliminary classification. This hybrid approach enables both high-through-
put processing and sophisticated pattern recognition.

8.2 Access Decision Scoring system

When managing access control in healthcare information systems, the Access 
Decision Scoring (ADS) system represents a breakthrough approach that overcomes 
the limitations inherent in traditional rule-based mechanisms. Electronic health 
records (EHRs) have become critical for healthcare organizations, requiring adap-
tive and intelligent security frameworks. Conventional solutions do not address 
complex real-time security requirements that expose sensitive medical information 
to unauthorized access. ADS creates a dynamic, intelligent, adaptable access control 
system using cognitive computing and big data analytics. ADS is calculated using 
real-time data processing, behavioral patterns, and machine learning techniques. This 
system can adapt to changing security scenarios through behavioral pattern analysis 
and machine learning. Four calculations underlie the methodology: temporal con-
text, historical pattern recognition, machine learning predictions, and risk analysis. 
Combining these elements provides a modular and adaptive cognitive pattern that can 
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be calibrated to the specific data ecosystems that a security architect is working with. 
With this approach, not only is data security improved, but computational efficiency is 
also maintained, making it ideal for large healthcare systems. As a result of ADS’s cou-
pling of theoretical data models and practical machine intelligence implementations, it 
enables the development of dynamic access control decisions in healthcare information 
systems [49]. The paper provides an extended presentation of the method, including 
practical examples and detailed usage. As modern healthcare practices become increas-
ingly dynamic, researchers are exploring cognitive probabilistic approaches to improve 
big data security while protecting sensitive medical data. The system calculates the 
Access Decision Score (ADS) through a sophisticated mathematical model:
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Where:

• r: access request vector

• ( )iM r : individual model predictions

• α i : model weights derived through gradient descent

• H(r, u): historical pattern similarity function

• R(u, d): risk coefficient matrix

• T(c): temporal context modifier

• β : risk sensitivity parameter.

8.3 Semantic context analysis

The integration of semantic context analysis into database systems, particularly 
through tensor transformation functions, is a multi-faceted approach intended to 
enhance the capabilities of the database system. The Tensor Data Platform (TDP) is 
achieved by converting from a relational to a tensor abstraction, enabling support 
for multi-modal data processing and automatic differentiation, crucial elements for 
AI-centric databases [50]. Besides traditional relational data, it can handle complex 
data types, including images, videos, and text, which makes it easy to analyze 
data and optimize queries. An analysis framework capable of analyzing databases’ 
thematic, spatial, and temporal relationships is essential for national security and 
criminal investigations applications. Semantic context analysis is further supported 
by frameworks like the RDF metadata model, which facilitates the analysis of 
thematic, spatial, and temporal relationships in databases, crucial for applications 
in national security and criminal investigations [51]. Additionally, the COIN frame-
work provides a logical formalism for representing data semantics in distinct con-
texts, allowing for the reconciliation of semantic conflicts in heterogeneous systems 
[52]. A COIN framework provides a logical formalism for representing data seman-
tics in distinct contexts, allowing semantic conflicts between heterogeneous systems 
to be resolved. Consequently, context has been found to enhance the interpretation 
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of raw data and assist in query optimization by adding contextual significance to 
data values within databases [53]. Advanced methods of securing sensitive data are 
essential in these complex systems, including SQL injection prevention, role-based 
access control, and abnormality detection using machine learning [54]. Due to these 
approaches, it is clear that semantic context analysis and tensor transformation 
functions must be integrated into databases to enhance their functionality, security, 
and efficiency. The contextual analysis employs a specialized tensor transformation 
function:

 ( ) ( ) ( )λ−= ⊗ ⋅ ⋅Ä, tS q h W h q e h  (4)

Where:

• q: current request embedding

• h: historical access pattern tensor

• W(h): learned weight matrix

• λ : temporal decay coefficient

• Ät : time delta from reference pattern

• ⊗ : tensor product operator.

8.4 Model architecture implementation

The system employs a hierarchical transformer architecture with multi-head 
attention mechanisms for request analysis. The base transformer utilizes 512-dimen-
sional embeddings with eight attention heads across six encoder layers. A subse-
quent decision head implements scaled dot-product attention for final classification. 
The architecture incorporates residual connections and layer normalization for 
training stability.

8.5 Real-time processing framework

The decision pipeline operates through a distributed processing architecture 
utilizing Apache Kafka for event streaming. The system maintains sub-100 ms latency 
for standard requests through an optimized processing pipeline. Critical path optimi-
zation enables parallel processing of request components, with shared tensor opera-
tions across GPU clusters for enhanced throughput.

8.6 Explainability mechanism

The system generates explanation vectors through backward propagation of 
activation gradients, implementing integrated gradient methodology for attribution 
analysis. Feature importance is quantified through accumulated local effects calcula-
tions, providing global and local interpretability metrics.
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8.7 Continuous learning implementation

The learning system employs an online update mechanism with exponential 
moving averages for model parameter updates. A distinct validation pipeline ensures 
model stability through statistical drift detection, triggering retraining cycles when 
significant pattern shifts are detected. The system maintains separate training and 
inference paths to enable zero-downtime updates.

8.8 Performance characteristics

The implementation achieves 99.9% uptime through redundant deployment across 
availability zones, maintaining decision accuracy above 97% while processing up to 
1000 requests per second per node. The system demonstrates sublinear scaling char-
acteristics concerning data volume increases, enabling efficient handling of growing 
healthcare datasets.

This technical architecture enables healthcare organizations to implement sophis-
ticated access control while maintaining regulatory compliance and operational 
efficiency. The system’s integration of multiple machine-learning approaches provides 
a robust foundation for automated access management in security-critical healthcare 
environments.

9.  Centralized policy management and automation: AI-driven healthcare 
policy control systems

9.1 Unified policy management architecture

The centralized policy control system implements a hierarchical policy representa-
tion model utilizing tensor-based policy vectors for efficient storage and computa-
tion. The architecture employs a distributed graph database for policy relationship 
mapping, with each policy node containing embedded semantic vectors generated 
through transformer-based language models. This structure enables real-time 
policy enforcement while maintaining semantic relationships between regulatory 
requirements.

9.2 Policy generation engine

We use a system that uses a dual-encoder method based on a modified BERT 
architecture to generate both new policy papers and updates to previous policy papers 
automatically. An analogous method is detailed that improves semantic depth while 
keeping text cohesive by merging BERT’s semantics with GPT-4’s generating capacity 
[55]. The system’s policy generation formula incorporates multiple weighted compo-
nents, which may be influenced by the retrieval-based framework seen in RAGent, 
which identifies and transforms access requirements into access control policies with 
high accuracy, employing a verification-refinement mechanism to improve reliability 
[56]. Moreover, the Climate Policy Transformer can demonstrate the use of NLP for 
policy generation, which enables in-depth analysis of information from unstructured 
policy documents, highlighting the potential for NLP to improve policy coherence 
and alignment with regulatory frameworks. This study suggests that advanced NLP 
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techniques and domain-specific adaptations are essential for increasing the accuracy 
and reliability of automated policy generation systems by addressing issues such as 
domain adaptations and complex policy documents [56, 57]. The policy generation 
formula incorporates multiple weighted components:

 ( ) ( ) ( ) ( ) ( )α β γ= + ⋅ +,,, ,,, ,,,P r c h s E r C c H h S s  (5)

Where:

• r: regulatory text embedding

• c: contextual policy matrix

• h: historical policy vector

• s: sensitivity score

• E(r): regulatory text encoder function

• C(c): context evaluation function

• H(h): historical pattern weight

• α β γ, , : learned coefficients through gradient descent

• S(s): sensitivity scaling factor.

9.3 Semantic policy analysis

Semantic policy analysis in the context of healthcare involves leveraging advanced 
neural architectures to process policy vectors through multiple attention layers, 
thereby achieving a nuanced understanding of regulatory intent. This approach is 
particularly relevant in the healthcare domain, where domain-specific terminology is 
crucial for accurate semantic analysis. One example of the computation of semantic 
similarity between policies, as described by Eq. (6), involves the use of policy vec-
tor representations and a domain-specific weight matrix, with a temporal relevance 
decay factor accounting for the time difference between policies. This method aligns 
with the broader trend of using Natural Language Processing (NLP) and network 
science to analyze policy texts and their implications, as seen in studies examining 
the science-policy interface and the impact of health policy reforms on public senti-
ment [58, 59]. The integration of sentiment analysis and NLP techniques, such as the 
Entity-Level Sentiment Analysis (ELSA) approach, further enhances policy-making 
by providing insights into public opinion and the effectiveness of policy changes 
[60]. Additionally, the exploration of semantic spaces for synthesizing programmatic 
policies underscores the efficiency of semantic over syntax-based approaches, which 
is crucial for developing robust policy frameworks [61]. These methodologies collec-
tively contribute to a more sophisticated understanding of policy dynamics, enabling 
policymakers to make informed decisions that are responsive to both regulatory 
requirements and public sentiment.
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The system implements deep semantic analysis through a specialized neural 
architecture incorporating domain-specific healthcare terminology. Policy vectors are 
processed through multiple attention layers, enabling a fine-grained understanding 
of regulatory intent. The semantic similarity between policies is computed using:

 ( ) ( ) ( ) ( ) λ−= ⋅1 2 1 2, T tSim p p V p W d V p e  (6)

Where:

• V(p): policy vector representation

• W(d): domain-specific weight matrix

• λ : temporal relevance decay factor

• t: time difference between policies.

9.4 Conflict detection framework

The conflict detection system employs a graph-based analysis framework utilizing 
spectral clustering for policy group identification. The system maintains a dynamic 
conflict graph where edges represent potential policy conflicts weighted by severity. 
Real-time conflict detection operates through continuous graph traversal and eigen-
value analysis of the policy adjacency matrix.

9.5 Policy enforcement system

Using a distributed microservices architecture with event-driven processing, 
the policy enforcement system applies policies in real time with the help of a special 
temporal database for preserving and reconstructing policy states. Hublet et al. 
discussed using metric first-order temporal logic (MFOTL) for real-time policy 
enforcement, which allows system behavior to be monitored and modified in real 
time [62]. As a result of its architecture, the system is reminiscent of the software-
defined middleboxes proposed by Odegbile et al., which facilitate automated policy 
enforcement in non-SDN networks through load balancing and traffic minimization 
[63]. As an added bonus, combining static and dynamic learning is like encapsulating 
and forwarding enforcement rules to service functions in SDN environments [64]. 
To ensure that policy enforcement decisions are timely and contextually relevant, it is 
imperative to use a temporal database for policy state management, like the immedi-
ate implementation of centrally configured IT policies responding to real-time events 
and resource requests [65]. Combining traditional rule-based methods with advanced 
learning algorithms ensures robust policy enforcement in dynamic network environ-
ments, boosting adaptability and efficiency.

9.6 Version control and audit system

The platform implements immutable policy versioning through a Merkle tree 
structure, enabling efficient policy state tracking and audit capabilities. Each policy 
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modification generates a new Merkle root, maintaining a complete historical record 
of policy evolution. The system employs probabilistic data structures for efficient 
policy difference computation and version comparison.

This technical implementation enables healthcare organizations to maintain com-
plex policy frameworks while ensuring regulatory compliance. The system integrates 
advanced machine learning techniques with traditional policy management, creating 
a robust foundation for automated policy control in highly regulated healthcare envi-
ronments. Performance metrics indicate 99.99% accuracy in policy conflict detection 
with sub-second response times for policy enforcement decisions across distributed 
healthcare systems.

10.  The role of generative AI in healthcare: Advanced architectures for 
secure data operations

10.1 Specialized language model architecture

Healthcare-specific GenAI implementations require specialized architectural 
considerations beyond traditional large language models. The system employs a 
modified transformer architecture incorporating domain-specific attention mecha-
nisms for medical terminology and compliance requirements. This architecture 
maintains a dual-stream processing pathway, separating clinical context from 
security considerations while maintaining semantic relationships through cross-
attention mechanisms.

10.2 Security-aware query processing

The conversational interface implements a sophisticated query processing system 
utilizing Dynamic Context Vector Generation for security-sensitive interactions. The 
system employs a hierarchical security protocol where each natural language query 
undergoes multiple stages of security validation:

 ( ) ( ) ( )λ−

=

= ⋅ ⋅ ⋅∑
1

,
n

t
total i i

i
S q t W V q e P c  (7)

Where:

• iS  represents security sensitivity scores

• iW  indicates contextual weights

• ( )iV q  evaluates query vectors

• λ  represents the temporal decay factor

• P(c) denotes permission context

• t indicates time sensitivity.
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The system employs a hierarchical security protocol where each natural language 
query undergoes multiple stages of security validation, particularly crucial in decen-
tralized and multi-vendor environments. Zheng et al. demonstrate the effectiveness 
of security-aware service functions (SFs) in constructing security-aware service 
function trees (S-SFT) for handling multicast services with varying security agree-
ments [66]. Their cost-security-centrality (CSC) technique efficiently composes and 
embeds S-SFTs, ensuring robust security compliance across networks with diverse 
vendor configurations. Zhou et al.’s research integrates large language models (LLMs) 
with face recognition technology, enhancing security in Q&A systems by restrict-
ing sensitive interactions to verified users [67]. This integration demonstrates how 
the formula’s contextual permission factor P(c) can be practically implemented 
through biometric verification. The time decay factor ( )λ− te  aligns with research 
on security-aware collaboration plans for dynamic workflow processes, addressing 
temporal aspects of security requirements [68]. In decentralized environments, the 
link traversal-based query processing (LTQP) method provides insights into potential 
security vulnerabilities, offering mitigation strategies for client-side query engines 
and personal data protection [69]. The formula’s weighted validation scores ( )iV  
incorporate these various security considerations, creating a dynamic security frame-
work that adapts to different contexts while maintaining robust protection against 
diverse security threats in both centralized and decentralized environments. For 
example, in healthcare applications, the formula might assign higher weights ( )iW  
to patient privacy criteria while adjusting the time decay factor for emergency access 
scenarios, demonstrating the system’s flexibility in balancing security requirements 
with operational needs.

10.3 Healthcare-specific language model customization

By integrating regulatory requirements directly into the model’s attention process 
and continuously adapting healthcare-specific language models, it is possible to pro-
vide context-aware answers while maintaining security boundaries. Taylor et al. [70] 
emphasize the importance of domain specialization for responsible and efficient NLP 
deployments in healthcare settings, saying this strategy is backed up by tailor-made 
pre-training procedures to modify language models. A common step in the custom-
ization process is fine-tuning pre-trained models to understand healthcare-related 
lingo and acronyms to improve the accuracy of medical treatment suggestions [71]. To 
reduce vulnerability and threats, it is critically important to incorporate security pro-
cedures into the design of LLMs, as described by Hamid and Brohi [72]. Nunes et al.’s 
study shows that domain adaptation techniques help medical textual data understand 
and extract information [73]. Separate attention heads have been assigned to clini-
cal terminology, security protocols, and compliance requirements supporting this 
assertion. Kim et al. further prove that customization of context-aware and secure 
language models is very important. This study examined how language models could 
be integrated with robotic health attendants. We demonstrated that these models can 
independently perform tasks in ever-changing healthcare environments [74].

10.4 Real-time security boundary enforcement

The GenAI system maintains strict security boundaries through a novel tensor-
based security filtering mechanism. Each generated response undergoes real-time 
security validation through a specialized neural network that evaluates potential 
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information leakage. The system employs advanced information theory principles 
to quantify and prevent unauthorized data exposure while maintaining a natural 
conversation flow.

10.5 Context-aware response generation

The response generation system implements a sophisticated context management 
architecture. This system maintains temporal awareness of conversation history 
while continuously evaluating the security implications of generated responses. The 
architecture employs a specialized cache mechanism for maintaining a conversation 
state without compromising sensitive information.

10.6 Regulatory compliance integration

The GenAI platform incorporates regulatory requirements directly into its genera-
tion process through a novel compliance-aware attention mechanism. This system 
maintains real-time awareness of multiple regulatory frameworks, dynamically 
adjusting response generation based on applicable compliance requirements. The 
architecture implements automatic policy enforcement during generation, ensuring 
all responses maintain compliance with healthcare privacy regulations.

10.7 Performance optimization framework

The system achieves sub-second response times through an optimized inference 
pipeline utilizing specialized hardware acceleration. The architecture implements 
model quantization techniques while maintaining accuracy in security-critical opera-
tions. The system employs dynamic batch processing for concurrent user sessions 
while maintaining strict isolation between security contexts.

This advanced implementation enables healthcare organizations to leverage the 
power of generative AI while maintaining strict security and compliance require-
ments. The system achieves 99.99% accuracy in security boundary enforcement while 
processing natural language queries, with response latency under 100 ms for standard 
interactions. The architecture’s integration of security considerations at every level 
of the generation pipeline ensures safe and efficient operation in highly regulated 
healthcare environments.

Healthcare organizations can safely implement conversational interfaces through 
this sophisticated architectural approach while maintaining strict control over 
sensitive information access and distribution. The system’s ability to balance natural 
interaction with security requirements provides a foundation for efficient, secure 
healthcare operations.

10.8 Secure medical image processing framework

The system implements a specialized neural architecture for processing medical 
imaging data while maintaining stringent security controls. The framework utilizes a 
modified Vision Transformer (ViT) architecture incorporating security-aware atten-
tion mechanisms for medical image analysis. The core processing pipeline implements 
secure multi-party computation (SMPC) protocols for distributed image processing 
across healthcare networks.
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10.9 Security-enhanced feature extraction

The feature extraction system employs a novel tensor decomposition approach 
for maintaining privacy during medical image analysis. The architecture implements 
homomorphic encryption for processing sensitive imaging data, enabling analysis 
while preserving encryption. The system employs specialized attention mechanisms 
that operate on encrypted tensors:

 ( ) ( ) ( ) ( ) ( )= ⋅ ⋅ ⋅SecureFeature I E I T t V v S s  (8)

Where:

• E(I): encrypted image tensor

• T(t): transformation matrix

• V(v): validation coefficient

• S(s): security scaling factor.

10.10 Privacy-preserving diagnostic analysis

The diagnostic system implements advanced federated learning techniques for 
maintaining patient privacy during model training. The architecture employs a 
distributed learning framework where model updates occur without raw image data 
leaving secure environments. The system utilizes secure aggregation protocols for 
model parameter updates while maintaining HIPAA compliance.

10.11 Treatment planning security architecture

The treatment planning module implements a sophisticated access control system 
integrating clinical requirements with security protocols. The system maintains 
separate processing pathways for different security clearance levels, enabling granular 
control over treatment plan access and modification. Real-time audit trails are main-
tained through blockchain technology, ensuring immutable records of all planning 
activities.

10.12 Surgical procedure optimization

The surgical planning system employs advanced encryption techniques for 
protecting sensitive 3D reconstructions and surgical navigation data. The architecture 
implements real-time security protocols during surgical procedures while maintain-
ing sub-millisecond latency for critical operations. The system employs specialized 
hardware acceleration for encrypted tensor operations during surgical navigation.

10.13 Data integration framework

The platform implements a sophisticated data integration architecture combin-
ing imaging data with electronic health records while maintaining strict security 
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boundaries. The system employs advanced anonymization techniques for research 
applications, utilizing differential privacy mechanisms to enable data sharing while 
protecting patient privacy.

10.14 Quality assurance system

The quality control framework continuously monitors image processing opera-
tions through a specialized neural network architecture. The system maintains 
separate processing pipelines for different security classifications, enabling efficient 
resource utilization while maintaining security isolation. Real-time validation of 
security protocols occurs through dedicated tensor processing units.

This comprehensive security architecture enables healthcare organizations to 
leverage advanced imaging capabilities while maintaining strict privacy controls. The 
system achieves 99.999% accuracy in security protocol enforcement while maintain-
ing real-time processing capabilities for critical imaging applications. The imple-
mentation demonstrates sub-second latency for standard imaging operations while 
maintaining complete HIPAA compliance and audit capabilities.

The architecture’s integration of security considerations throughout the imaging 
pipeline ensures safe and efficient operation in clinical environments. By implement-
ing these advanced security measures, healthcare organizations can confidently 
deploy sophisticated imaging analysis tools while protecting sensitive patient infor-
mation and maintaining regulatory compliance.

This technical framework provides a foundation for future advancements in secure 
medical imaging, enabling continued innovation while maintaining an unwavering 
commitment to patient privacy and data security.

11.  Strategic implementation and leadership in AI adoption: Enterprise 
architecture for healthcare security

11.1 Research translation framework

Healthcare enterprises require sophisticated frameworks for translating theo-
retical AI security models into production-ready systems. The implementation 
architecture establishes multiple parallel development streams, each focusing on 
different security control aspects while maintaining synchronized deployment cycles. 
Development teams operate within isolated security domains, utilizing special-
ized development environments that mirror production security constraints. This 
approach enables rapid integration of new AI security capabilities while maintaining 
strict compliance with the healthcare regulations. The system implements continuous 
security validation through automated testing frameworks, ensuring that theoretical 
security models maintain their effectiveness when deployed at scale. Research find-
ings undergo systematic validation through staged deployment processes, beginning 
with isolated testing environments and progressing through increasingly complex 
integration scenarios before reaching production systems.

11.2 Leadership strategy architecture

The strategic implementation framework requires a sophisticated approach to 
leadership and organizational alignment. Enterprise architects must establish clear 
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pathways for security implementation while maintaining operational efficiency. The 
system implements a hierarchical decision-making structure that integrates security 
considerations at every level of the organization. This architecture enables rapid 
deployment of new security capabilities while maintaining strict control over sensi-
tive healthcare data. Leadership teams utilize advanced analytics platforms to monitor 
security implementation effectiveness, enabling data-driven decisions about resource 
allocation and strategic priorities. The framework includes specialized training 
systems for leadership teams, ensuring a comprehensive understanding of AI security 
implications across all organizational levels.

11.3 Enterprise scaling infrastructure

Healthcare organizations require robust scaling architectures that maintain 
security integrity across expanding operations. The scaling framework implements 
distributed security controls that automatically adapt to changing organizational 
requirements. This system utilizes advanced machine learning algorithms to predict 
resource requirements and automatically provision secure computing resources as 
needed. The architecture maintains separate security domains for different organiza-
tional units while enabling secure cross-domain communication through specialized 
gateway systems. Enterprise scaling considerations include automated deployment 
systems that support security configurations across multiple environments, ensuring 
consistent security posture throughout the organization. The framework implements 
sophisticated monitoring systems that track security metrics across all organizational 
levels, enabling proactive resource allocation and risk management.

11.4 Operational integration systems

The integration architecture establishes clear pathways for combining AI security 
systems with existing healthcare operations. This framework implements sophis-
ticated change management protocols that maintain operational continuity while 
enhancing security capabilities. The system utilizes advanced workflow analysis 
tools to identify optimal integration points for new security features, minimizing 
operational disruption while maximizing security effectiveness. Integration proto-
cols include specialized training systems for operational staff, ensuring a compre-
hensive understanding of new security features across all organizational levels. The 
architecture maintains separate development and production environments with 
synchronized security controls, enabling thorough testing of new features before 
deployment.

11.5 Sustainability framework

Long-term sustainability requires sophisticated architectural approaches that 
balance security requirements with operational efficiency. The sustainability 
framework implements predictive maintenance systems for security infrastructure, 
ensuring continuous operation of critical security controls. This architecture includes 
automated upgrade pathways that maintain security effectiveness while minimiz-
ing operational disruption. The system utilizes advanced resource optimization 
algorithms to maintain security controls efficiently across expanding operations. 
Sustainability considerations include specialized monitoring systems that track 
security system performance over time, enabling proactive maintenance and upgrade 
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scheduling. The framework implements sophisticated backup and recovery systems 
that maintain security integrity during system maintenance or failure scenarios.

Healthcare organizations can successfully implement and scale AI security sys-
tems through these comprehensive architectural approaches while maintaining opera-
tional efficiency and regulatory compliance. The framework’s integration of strategic 
leadership considerations with technical implementation requirements provides a 
robust foundation for long-term success in healthcare AI adoption.

12.  Enhancing patient safety with AI: Advanced security architecture in 
healthcare operations

12.1 Intelligent safety network architecture

Modern healthcare environments require sophisticated AI-driven safety systems 
that function as comprehensive security nets across all operational domains. The 
architecture implements continuous monitoring through distributed sensor net-
works, processing real-time data streams for anomaly detection while maintaining 
strict privacy controls. These systems operate across multiple security domains, 
analyzing patterns in data access, medication administration, and clinical workflows 
to identify potential safety incidents before they occur.

The security framework maintains separate processing pathways for different 
safety concerns, enabling rapid response to critical issues while managing routine 
monitoring tasks efficiently. This comprehensive approach integrates with existing 
clinical systems through specialized APIs, ensuring that safety monitoring occurs 
seamlessly within the established workflows while maintaining HIPAA compliance. 
The system employs advanced natural language processing to analyze clinical com-
munications, identifying potential safety concerns in real time while protecting 
sensitive patient information. This intelligent safety infrastructure is the foundation 
for proactive risk management, enabling healthcare organizations to maintain high 
safety standards while operating efficiently at scale.

12.2 Predictive analytics and real-time monitoring systems

Healthcare organizations implement sophisticated predictive analytics frame-
works that continuously evaluate operational data for potential safety concerns. The 
monitoring architecture maintains separate processing streams for different security 
classifications, enabling efficient resource utilization while ensuring appropriate 
handling of sensitive information. These systems analyze patterns across multiple 
data sources, including electronic health records, medical device outputs, and access 
control logs, to identify the potential safety risks before they manifest as incidents.

The architecture implements real-time alerting mechanisms that automatically 
escalate critical safety concerns to appropriate personnel while maintaining detailed 
audit trails of all system activities. Advanced machine learning models continuously 
adapt to new patterns in safety data, improving their predictive capabilities while 
maintaining strict security controls. The system employs sophisticated data fusion 
techniques to combine information from multiple sources, creating comprehensive 
safety profiles that enable more accurate risk assessment. This predictive framework 
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enables healthcare organizations to maintain proactive safety measures while operat-
ing efficiently at scale.

12.3 Clinical impact implementation framework

Healthcare systems require robust frameworks for measuring and validating the 
impact of AI-driven safety initiatives while maintaining security and privacy stan-
dards. The implementation architecture establishes clear pathways for tracking safety 
improvements across multiple clinical domains while protecting sensitive patient 
information. Organizations utilize sophisticated analytics platforms to measure the 
effectiveness of safety interventions, enabling data-driven decisions about resource 
allocation and strategic priorities.

The system maintains detailed audit trails of safety improvements, documenting 
specific instances where AI intervention prevented potential incidents while protect-
ing patient privacy. These audit mechanisms implement advanced anonymization 
techniques, enabling detailed analysis of safety improvements while maintaining 
HIPAA compliance. The framework includes specialized reporting systems that gen-
erate comprehensive safety analytics while protecting sensitive information, enabling 
healthcare organizations to demonstrate the value of AI safety systems to stakeholders 
while maintaining strict security controls.

This impact measurement architecture provides concrete evidence of safety 
improvements while maintaining the highest data security and patient privacy 
standards. Through continuous monitoring and analysis of safety metrics, healthcare 
organizations can demonstrate tangible improvements in patient outcomes while 
maintaining robust security controls across all operations.

13.  Ethical, legal, and legislative considerations: Technical framework for 
healthcare AI governance

13.1 Introduction

Artificial intelligence (AI) governance in healthcare must balance the significant 
opportunities for improving patient care with critical ethical and safety considerations. 
As outlined by the WHO guidance, any AI implementation in healthcare must embed 
ethics and human rights at its core [75]. This chapter provides specific mathematical 
frameworks demonstrating how to translate these ethical principles into concrete 
implementations. The frameworks presented are template examples—they showcase 
approaches for quantifying and operationalizing ethical principles but should be 
adapted based on specific organizational needs and regulatory requirements.

13.2 Automating ethical consent management

Patient autonomy and informed consent are fundamental principles in healthcare 
AI implementation. Healthcare institutions must ensure transparent communica-
tion about medical procedures, treatment options, and associated risks [76]. Recent 
advancements in experiential reality (XR) technologies are transforming how health-
care professionals enhance patient understanding [76].
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13.2.1 Mathematical implementation example

To operationalize these principles, we present a consent verification framework 
that quantifies both the validity and temporal aspects of patient consent:

 ( ) ( ) ( )λ−

=

= ⋅ ⋅∑
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t
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C p d t wC p d e M s  (9)

Where:

• p: patient identifier vector

• d: data access request matrix

• iC : individual compliance checks

• iw : regulatory weight coefficients

• λ : temporal decay factor

• t: time since consent

• M(s): sensitivity multiplier

• s: data sensitivity classification.

13.2.2 Automated compliance tracking formula.

This formula provides an automated way to:

• Track consent validity over time through temporal decay λ− te

• Adjust requirements based on data sensitivity M(s)

• Weight different compliance aspects ( )iw  based on regulatory importance

• Aggregate multiple compliance factors ( )Ó .

Here is the content converted into LaTeX format for Overleaf:

13.3 Managing health equity through data access

13.3.1 General principles

Promoting health equity and addressing algorithmic bias are critical in AI applica-
tions within public health and medicine. Ethical considerations must include diligent 
efforts to mitigate sources of bias and ensure AI technologies do not exacerbate 
existing disparities [77].
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13.3.2 Mathematical implementation example

To support equitable access while maintaining security, a consent management 
system can be implemented as:

 ( ) ( ) ( ) ( ) ( )consent i iV t H v T t R r Pα= ⋅ ⋅ ⋅Σv,  (10)

Where:

• v: consent vector representing access permissions

• H(v): historical access patterns analysis

• T(t): temporal validity checks

• R(r): regulatory compliance verification

• iP : individual policy checks for bias prevention

• α i : policy importance weights.

This framework helps ensure:

• Fair access patterns through historical analysis H(v)

• Time-appropriate permissions via T(t)

• Policy-compliant access through weighted checks ( )α i iP

• Regulatory alignment via R(r).

This LaTeX code properly formats the content with subsections, inline mathemati-
cal expressions, and a clear list of variables and their meanings.

13.4 Cross-jurisdictional compliance

13.4.1 General principles

As the ethics document highlights, healthcare organizations face complex legal 
and regulatory frameworks designed to ensure patient safety, data privacy, and AI 
efficacy. Regulatory bodies across jurisdictions strive to establish appropriate legal 
frameworks [78].

13.4.2 Mathematical implementation example

A tensor-based framework for managing multi-jurisdictional compliance is given as:

 ( ) ( ) ( )= ⊗ ⋅complianceL L x P x J j
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Where:

• L(x): legislative requirement tensor

• P(x): policy implementation tensor

• J(j): jurisdictional weight matrix

• ⊗ : tensor product operator.

This approach enables:

• Mapping between regulations and implementations via tensor operations

• Jurisdiction-specific policy weighting

• Compliance verification across multiple regulatory frameworks.

13.5 Legislative framework integration

The system maintains a dynamic regulatory knowledge graph incorporating mul-
tiple jurisdictional requirements. Legislative compliance is evaluated through tensor 
operations across regulatory spaces:

 ( ) ( ) ( )= ⊗ ⋅complianceL L x P x J j  (11)

Where:

• L(x): legislative requirement tensor

• P(x): policy implementation tensor

• J(j): jurisdictional weight matrix

• ⊗ : tensor product operator.

13.6 Ethical decision making in clinical applications

13.6.1 General principles

The rise of generative AI in healthcare has the potential to revolutionize clinical 
decision-making and improve health outcomes, but it requires careful ethical and 
medico-legal consideration in its integration into healthcare services [79].

13.6.2 Mathematical implementation example

An ethical scoring system for clinical AI decisions is given as:
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 ( ) ( ) ( ) ( )
( )
⋅ ⋅

=
+score

B d F f C c
E d

R r   (12)

Where:

• d: clinical decision vector

• B(d): bias detection function

• F(f): fairness coefficient

• C(c): clinical necessity factor

• R(r): risk assessment

•  : stability constant.

This formula helps balance:

• Clinical necessity against risks

• Fairness in decision-making

• Bias detection and mitigation

• Risk-aware implementation.

13.7 Balancing innovation and ethics

13.7.1 General principles

AI’s rapid evolution outpaces the industry’s ability to effectively govern its applica-
tion, necessitating innovative frameworks that ensure safe and ethical adoption [80]. 
Any framework must balance innovation potential with patient safety.

13.7.2 Mathematical implementation example

A scoring system for evaluating AI innovations is defined as:

 ( ) ( ) ( ) ( )( )β= ∑ ⋅ ⋅score j jI i V i E e S s  (13)

Where:

• i: innovation vector

• jV : value dimension functions

• β j : dimensional weights
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• E(e): ethical impact tensor

• S(s): societal benefit scalar.

This framework enables:

• Multi-dimensional value assessment

• Ethical impact quantification

• Societal benefit consideration

• Weighted evaluation of different aspects.

13.8 Audit trail implementation

The system maintains cryptographically secured audit trails through a specialized 
Merkle-DAG structure. Each ethical decision and compliance check generates immu-
table audit records with the following properties:

1. Temporal consistency through synchronized timestamps

2. Cross-jurisdictional validation mechanisms

3. Multi-stakeholder verification protocols

4. Real-time compliance monitoring

This comprehensive technical framework enables healthcare organizations 
to maintain strict ethical and legal compliance while fostering innovation. The 
system achieves 99.999% accuracy in regulatory compliance verification with sub-
millisecond response times for ethical decision-making processes. The architecture’s 
integration of advanced AI techniques with robust ethical frameworks provides a 
solid foundation for responsible healthcare innovation.

The implementation has significantly improved compliance metrics while reduc-
ing administrative overhead, with automated systems handling 95% of routine ethical 
and legal evaluations. As a result, healthcare organizations can focus resources on 
complex edge cases requiring human oversight while maintaining consistent ethical 
standards across all operations.

14.  Future directions and conclusion: The evolution of AI-driven 
healthcare security

14.1 Advanced AI architecture evolution

The future of healthcare security systems points toward increasingly sophis-
ticated neural architectures. Current transformer-based models will evolve 
into more specialized healthcare-specific architectures, incorporating domain 
knowledge directly into their attention mechanisms. These systems will move 
beyond current GenAI capabilities, developing contextual understanding that 
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spans clinical and security domains. Integrating quantum-resistant cryptography 
into these AI systems will become paramount as quantum computing capabilities 
advance, requiring fundamental changes in how we approach data security in 
healthcare environments.

14.2 Autonomous security systems

The next generation of data security platforms will implement fully autono-
mous security operations, utilizing advanced reinforcement learning techniques 
to adapt to emerging threats quickly. These systems will move beyond current 
rule-based approaches, developing the capability to anticipate and prevent secu-
rity breaches before they occur. The integration of causal AI models will enable 
security systems to understand not just patterns of behavior but the underlying 
causes of security vulnerabilities, leading to more robust and proactive protection 
mechanisms.

14.3 Cross-domain integration

Future healthcare security systems will seamlessly integrate with clinical deci-
sion support systems, creating a unified framework where security and clinical care 
are intrinsically linked. This integration will enable real-time security decisions that 
consider data protection requirements and immediate patient care needs. Advanced 
natural language processing capabilities will allow these systems to understand and 
interpret complex medical contexts, automatically adjusting security protocols based 
on clinical urgency while maintaining regulatory compliance.

14.4 Regulatory intelligence

The evolution of AI-driven security systems will include increasingly sophisticated 
capabilities for interpreting and implementing regulatory requirements. These sys-
tems will automatically adapt to new healthcare regulations across different jurisdic-
tions, utilizing advanced language models to parse and implement regulatory changes 
without human intervention. Developing specialized transformer architectures for 
regulatory text analysis will enable real-time policy updates and enforcement across 
healthcare organizations.

14.5 Administrator role evolution

Traditional system administrator roles will transform significantly as AI systems 
become more autonomous. Future security platforms will implement AI-driven role 
management systems that automatically adjust administrator permissions based on 
behavioral analysis and organizational needs. This evolution will lead to more granu-
lar and dynamic access control systems, where administrative privileges are continu-
ously evaluated and adjusted by AI models trained on vast datasets of administrator 
behavior patterns.

14.6 Ethical AI framework development

The continued evolution of healthcare AI systems will necessitate increasingly 
sophisticated ethical frameworks. Future systems will incorporate advanced moral 
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reasoning capabilities, enabling them to make nuanced data access and security deci-
sions considering complex ethical implications. These systems will develop the ability 
to explain their ethical reasoning processes, providing transparent justification for 
security decisions that impact patient care.

14.7 Concluding thoughts

The integration of artificial intelligence into healthcare security is not just a trend. 
It is a necessity. How else can we handle the enormous quantities of sensitive patient 
data while remaining secure against ever-evolving threats? In this chapter, several 
security protocols are being transformed by artificial intelligence, ranging from 
real-time threat detection to adaptive access control. But here’s the thing: It is not just 
about automation. The point is to make these systems work smarter, not harder, so 
healthcare providers can focus on what matters—patient care.

There is a real challenge in balancing advanced security with practicality. It can 
enforce compliance and reduce costs, but it frustrates doctors and nurses if set up 
too rigidly. Due to this, we need AI frameworks tailored specifically to healthcare. 
A system that learns from clinical workflows and integrates seamlessly with deci-
sion support. Sounds ideal. But let us not forget the moral side of things. As these 
technologies evolve, so too must the rules that govern them. Transparency and 
accountability are not optional—they are essential if we want professionals and 
patients to trust AI.

There is a lot to look forward to. Through innovations such as context-aware 
learning and cross-domain integration, we are creating environments that adapt and 
grow with the industry. Does not healthcare need that? It needs a strong, flexible, and 
secure foundation to deliver great patient care.

15.  Conclusions

So, what have we learned so far? This chapter’s findings are quite exciting: AI is 
reshaping healthcare security. First and foremost, transformer-based models have 
the potential to change the game. It is just that they are inaccurate. As a result, threat 
detection and policy enforcement are more efficient than ever. However, AI is not lim-
ited to identifying risks. Additionally, it involves managing access dynamically and 
responsively. How many times have legacy systems created unnecessary bottlenecks? 
Authorization based on artificial intelligence resolves this problem, adapting to user 
behavior and regulatory changes as needed.

I would also like to discuss compliance. As a result of automated frameworks, 
compliance with regulations such as HIPAA and GDPR is greatly simplified. The 
integrity of data without truncation aims not only to reduce the workload but also to 
ensure data accuracy.

Now, let us look to the future. Technologies such as quantum-resistant cryptog-
raphy and causal AI models are on the horizon and set to revolutionize how we think 
about security. But here’s my take: AI’s true value lies in its ability to integrate with 
clinical workflows seamlessly. The issue goes beyond the protection of data. The goal 
is to improve the outcomes of patients.

As a result, the message is clear. Artificial intelligence is more than a tool; it is a 
vital component of creating a healthcare system that is safer and more efficient. To 
make this process successful, we must remain committed to ethical practices and 
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continue to invest in innovation. In the end, will not this be how we can meet the 
ever-changing healthcare demands?

Nomenclature

A3C Asynchronous Advantage Actor-Critic—Reinforcement learning 
algorithm

ADS Access Decision Score—Score calculated for security access decisions
AES Access Entropy Score—Measure of randomness in access patterns
AI artificial intelligence—Systems capable of performing tasks requir-

ing human intelligence
BERT Bidirectional Encoder Representations from Transformers—Type of 

transformer model used in NLP
CV Consent Verification—Process for verifying user consent in security 

systems
DMEM-FBS Low-glucose DMEM with GlutaMAX™ supplemented with 15
EHR Electronic Health Record—Digital version of patient medical records
GDPR General Data Protection Regulation—European data protection law
GenAI generative Artificial Intelligence—AI systems that can generate new 

content
HIPAA Health Insurance Portability and Accountability Act—US healthcare 

privacy law
LSTM Long Short-Term Memory—Type of neural network architecture
ML machine learning—Field of AI for building predictive models
NLP natural language processing—Field of AI focusing on text 

processing
PRS Permission Risk Score—Metric for evaluating access risk
RBAC Role-Based Access Control—Security approach based on user roles
SMPC Secure Multi-Party Computation—Protocol for distributed secure 

computation
t-SNE t-Distributed Stochastic Neighbor Embedding—Dimensionality 

reduction technique
ViT Vision Transformer—Transformer architecture for image processing
XGBoost eXtreme Gradient Boosting—Machine learning algorithm for 

optimization

Appendix: Security implementation score sheet evaluation

1. Policy and Regulatory Compliance Assessment (25 Points)

• Comprehensive documentation of applicable healthcare regulations (5 points): 
The chapter references compliance with HIPAA, GDPR, and other regulations, 
emphasizing automated enforcement. (5 points)

• Continuous policy enforcement mechanisms (5 points): Discusses dynamic com-
pliance and real-time policy enforcement frameworks. (5 points)

• Dynamic scoring system for access permissions (5 points): Includes advanced 
frameworks like PRS and AES for evaluating access. (5 points)
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• Regulatory compliance validation procedures (5 points): Details AI-driven 
continuous learning to adapt to regulatory changes. (5 points)

• Audit trails and compliance reporting mechanisms (5 points): Uses Merkle-DAG 
for immutable audit trails and compliance tracking. (5 points)

2. Technical implementation (30 Points)

• AI models trained on healthcare data (5 points): Describes specialized trans-
former-based models tailored for healthcare. (5 points)

• Real-time security decision-making (5 points): Highlights systems enabling sub-
100 ms latency for real-time decisions. (5 points)

• Integration with healthcare systems (5 points): Discusses integration through 
APIs and microservices. (5 points)

• Performance metrics meeting 99% threshold (5 points): Achieves 99.99% accuracy 
for policy enforcement and decision-making. (5 points)

• Error handling and fallback mechanisms (5 points): Implements anomaly detec-
tion via autoencoders and random forests. (5 points)

• System scalability (5 points): Distributed architecture ensures scalability with 
predictive resource allocation. (5 points)

3. Operational security measures (25 Points)

• Administrative access segmentation (5 points): Neo4j-based graph systems ensure 
granular control. (5 points)

• Context-aware processing (5 points): AI-based context management supports 
real-time adaptation. (5 points)

• User authentication (5 points): Supports multi-layered authentication with 
advanced transformers. (5 points)

• Resource access controls (5 points): Implements RBAC and dynamic policy adjust-
ments. (5 points)

• Security incident response procedures (5 points): Employs real-time monitoring 
and predictive analytics for incident response. (5 points)

4. Cost-benefit optimization (20 Points)

• Security thresholds for resources (5 points): Includes risk-based access scoring 
mechanisms. (5 points)

• Cost-benefit analysis (5 points): Discusses operational efficiency through 
automation. (5 points)
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• Operational efficiency metrics (5 points): References sub-millisecond latency 
and scalability. (5 points)

• Resource optimization (5 points): Implements dynamic resource provisioning 
and efficiency measures. (5 points)

Summary of evaluation

• Total score: 100 Points.

• The chapter fulfills all the criteria, achieving the maximum score. It meets the 
minimum passing requirements by exceeding 75 points and achieving above 60% 
in all sections, fully addressing critical security requirements.

© 2025 The Author(s). Licensee IntechOpen. This chapter is distributed under the terms of 
the Creative Commons Attribution License (http://creativecommons.org/licenses/by/4.0), 
which permits unrestricted use, distribution, and reproduction in any medium, provided 
the original work is properly cited. 
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Abstract

Ambient artificial intelligence (AI) documentation tools offer the potential to 
reduce clinician burden and enhance workflow efficiency. However, limited research 
has explored provider experiences with ambient AI, particularly from a human-
computer interaction (HCI) perspective. To qualitatively evaluate provider experi-
ences one month after implementation of ambient AI documentation tools across a 
large integrated health system. This was a qualitative thematic analysis embedded 
within a broader mixed-methods evaluation. Open-ended survey responses were 
collected from providers who had adopted ambient AI systems (Abridge or DAX) and 
analyzed using Braun and Clarke’s reflexive thematic analysis approach. Sentiment 
analysis and interrater reliability assessment supported the rigor of coding. Among 
204 survey respondents, 103 provided free-text feedback. Six major themes emerged: 
(1) improved efficiency and workflow, (2) enhanced patient interaction, (3) docu-
mentation quality and editing burden, (4) learning curve and workflow adaptation, 
(5) specialty-specific performance and suitability, and (6) provider skepticism 
and trust in AI. While many providers reported time savings and improved patient 
engagement, concerns persisted around documentation accuracy, editing workload, 
specialty-specific challenges, and patient privacy. Sentiment analysis revealed a 
balanced distribution of positive, negative, and mixed perceptions. Early experiences 
with ambient AI highlight both its promise and its challenges. Successful integration 
will require specialty-specific customization, enhanced training, transparent data 
practices, and sustained efforts to build provider trust. Attention to HCI principles 
and real-world workflow alignment will be critical for broader adoption.

Keywords: ambient artificial intelligence, clinical documentation, human-computer 
interaction, thematic analysis, healthcare technology adoption
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1.  Introduction

Electronic health records (EHRs), while foundational to modern clinical care, 
are broadly cited as a key reason for clinician burnout because of administrative and 
cognitive demands [1–10]. In response, numerous strategies have been introduced to 
reduce charting demands, including clinical documentation support staff, team-based 
charting models, voice recognition, and automatic speech recognition technologies 
[11–16]. However, these interventions often fall short in scalability, cost-effectiveness, 
or seamless integration into clinical workflows [17].

Ambient artificial intelligence (AI) driven transcription systems, leveraging 
sophisticated large language models represent a promising technological advance-
ment in clinical documentation. These systems passively listen to provider–patient 
interactions and generate clinical notes with minimal input from the clinician, offer-
ing the potential to improve documentation quality, reduce time spent on charting, 
and increase professional satisfaction. Recent studies suggest ambient AI scribes may 
reduce after-hours EHR use, improve workflow efficiency, and enhance provider 
engagement [18–20].

Despite growing interest and early signs of efficacy, most research to date on 
clinical ambient AI has focused on quantifiable outcomes such as documenta-
tion time and burnout scores [21–24]. Far less is known about the qualitative 
aspects of provider experience [25, 26]—particularly the human-computer 
interaction (HCI) dynamics that influence adoption, trust, and long-term inte-
gration into clinical care. Understanding how clinicians perceive and interact 
with these systems is essential for responsible deployment and iterative design 
improvements.

Recent qualitative studies have begun to fill this gap. Bundy et al. interviewed 
early users of DAX Copilot and found that while many physicians appreciated the 
reduction in cognitive and administrative burden, concerns persisted about hallucina-
tions, misgendering, and pressure to increase visit volume [25]. Relatedly, Shah et al. 
conducted in-depth interviews with providers participating in an ambient AI pilot 
and identified key facilitators and barriers to adoption, emphasizing workload relief, 
patient engagement, and concerns around note accuracy and system access [26]. Both 
studies underscore the complexity of provider-AI interaction and the contextual 
factors that shape acceptance and utility.

This study builds upon and extends that literature by analyzing open-ended 
responses from clinicians one month after implementation of ambient AI technol-
ogy across a large integrated health system. This work focuses on thematic insights 
derived from free-text feedback provided by clinicians who participated in a post-
implementation survey. Rather than comparing specific products (e.g., Abridge vs. 
DAX/Nuance), this analysis centers on the relational, emotional, and workflow-
oriented experiences of providers engaging with ambient AI tools early in their 
adoption.

By applying qualitative thematic analysis to these narratives, our study aims to 
deepen understanding of the HCI patterns emerging from early ambient AI use 
in clinical settings. These insights may help healthcare organizations, technology 
developers, and informatics leaders foster more human-centered, acceptable, and 
sustainable ambient AI systems in routine practice.



79

Understanding the Human-Computer Interaction of Ambient AI in Healthcare: A Qualitative…
DOI: http://dx.doi.org/10.5772/intechopen.1011340

2.  Methods

2.1 Study design

This was a qualitative thematic analysis embedded within a larger mixed methods 
evaluation of ambient AI. The objective of the qualitative component was to examine 
provider experiences one month after using ambient AI documentation tools and to 
identify emerging themes that characterize the human-computer interaction between 
clinicians and technology. This inductive, exploratory approach was selected to gener-
ate hypotheses for future study and to capture rich narrative insights that are not eas-
ily measured through quantitative methods. The project was reviewed and approved 
as a Quality Improvement (QI) initiative by the health system and was conducted in 
alignment with institutional QI guidelines.

2.2 Setting and participants

The study was conducted within the University of Pittsburgh Medical Center 
(UPMC), a large integrated healthcare and finance delivery system with facilities 
across Pennsylvania, New York, and Maryland. Providers working in any clinical 
setting—primary care or specialty—were eligible to participate, provided they com-
pleted a pre-implementation survey prior to using ambient AI technology. Eligible 
participants included physicians and advanced practice providers (APPs).

2.3 Ambient AI implementation context

Providers had access to either of two ambient AI solutions: Abridge or Nuance’s 
Dragon Ambient eXperience (DAX). The system-wide implementation included a 
dedicated website with training materials, as well as on-demand technical support 
and in-person “elbow” support to assist with onboarding. Providers were introduced 
to the technology via internal communication campaigns in the year leading up to the 
survey distribution.

2.4 Data collection

One month after implementation, providers who had completed the pre-survey 
were sent a follow-up survey via Qualtrics. The survey included both structured and 
open-ended questions. Here we focused exclusively on responses to the following 
free-text prompt:

“Please share any additional comments on how ambient AI has impacted you.”
Participants could respond anonymously or choose to include their contact infor-

mation. A reminder email was sent one week after the initial invitation to improve 
response rates.

2.5 Data analysis

We used Braun and Clarke’s six-phase reflexive thematic analysis framework to 
analyze the free-text responses: (1) familiarization with the data, (2) generating 
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initial codes, (3) searching for themes, (4) reviewing themes, (5) defining and 
naming themes, and (6) producing the report [27]. The lead investigator reviewed 
and coded all 103 responses line-by-line, generating a comprehensive codebook of 
descriptive and analytic codes. These codes were then grouped into broader axial 
categories to reflect emerging patterns.

To enhance the rigor and credibility of the coding process, a second physician 
independently coded a random subset of 12 qualitative responses (approximately 
10% of the dataset) using the initial codebook. Each response was assigned a primary 
thematic category by both coders. Interrater reliability was assessed using Cohen’s 
Kappa statistic, which yielded a value of κ = 0.80, indicating substantial agreement 
between coders (z = 6.33, p < 0.001). Discrepancies were resolved through discussion 
to finalize thematic assignments and support the validity of the coding framework.

Following axial coding, the unit of analysis shifted to individual codes. Codes were 
systematically organized into thematic categories, with illustrative quotes selected for 
each. Sentiment analysis was also performed to deepen interpretation.

2.6 Reflexivity and rigor

The lead investigator is a physician with training in clinical informatics, which 
may influence interpretation of provider feedback in favor of technological optimism. 
To mitigate potential bias, an independent coder reviewed a subset of responses, and 
consensus coding was used to finalize theme assignments. An audit trail of codes, 
category definitions, and thematic evolution was maintained in Excel to ensure 
transparency and reproducibility.

3.  Results

A total of 1586 providers did the pre implementation survey. 204 providers 
responded to the 1-month post implementation survey (13%). Of those, 103 providers 
left responses (50%). Individual responses were also categorized based on sentiment: 
43 (42%) were positive, 24 (23%) were negative, 33 (32%) were mixed, and 3 (3%) 
were neutral. Positive responses emphasized improved efficiency and workflow, while 
negative responses cited transcription inaccuracies and increased editing burden. 
Mixed responses commonly reflected both benefits and challenges, with providers 
appreciating the time-saving potential of AI while acknowledging its current limita-
tions. Through thematic analysis, we identified six major themes characterizing 
provider experiences with AI-assisted documentation (Figure 1).

3.1 Theme 1: Efficiency and workflow impact

Providers reported that ambient AI technology improved documentation effi-
ciency and helped reduce after-hours charting. The ability to automatically generate 
clinical notes allowed clinicians to focus more on patient care during encounters 
and spend less time writing notes at the end of the day. Respondents noted that 
AI-assisted transcription helped streamline their workflow, particularly for post-visit 
documentation.

“Amazing efficiency add — I document after encounters, so it is so much faster 
afterwards.”
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“Overall, with my current usage over the past 3–4 weeks, I have reduced my work 
beyond office hours by 2–3 hours per day. I anticipate this to improve even further in 
the future.”

Providers also described a reduction in cognitive load, as they no longer had to 
mentally retain encounter details for later documentation. Instead, they were able to 
edit and refine AI-generated notes, which they felt was more efficient than starting 
from a blank note.

“The mental burden and pressure of remembering everything immediately after the 
patient visit and writing it down is greatly alleviated.”

However, efficiency gains varied depending on workflow and documentation 
style. Some clinicians found AI-generated notes helpful only in specific scenarios and 
reported that any potential time savings were offset by the need for detailed proof-
reading and corrections.

“It has not been helpful or increased efficiency. In fact, it makes me less efficient since 
I have to slowly proofread all notes, which is slower than just saying it right the first 
time myself.”

3.2 Theme 2: Enhanced patient interaction

Another cited benefit of ambient AI technology was its ability to reduce provider 
distraction during patient encounters, allowing for more engaged, face-to-face com-
munication. Feeling less tethered to the computer enabled more natural conversations 
and stronger rapport with patients.

“Ambient AI has allowed me to spend more face-to-face time with my patients 
(rather than face-to-screen), and I feel less rushed to record the patient history during 
the visit. However, it has not yet saved me a great deal of time in my schedule.”

This improvement in clinical presence provided a renewed sense of satisfaction in 
being able to focus fully on their patients.

Figure 1. 
Major themes characterizing provider experience using artificial ambient intelligence.
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“I’m able to talk to my patients like I should.”
“Has injected a hint of satisfaction/joy in allowing me to focus more fully on the patient.”

Moreover, respondents highlighted that ambient AI also improved how well their 
documentation captured the true scope of their clinical conversations, especially 
regarding patient education.

“I spend a lot of time educating patients on their plan of care. I love the A&P section 
of ambient AI because now I don’t have to type or dictate everything I already said. It 
reflects how much time I truly spend educating patients, when before I may not have 
charted as much to accurately reflect that due to time constraints.”

However, not all providers viewed the technology as enhancing patient interac-
tion. Some raised concerns about awkwardness in verbalizing exam findings aloud, 
misgendering, and difficulty interpreting diverse accents—all of which could disrupt 
rapport. Others noted that some patients were reluctant to consent to AI use, which 
introduced tension into the encounter.

“The notes are sort of awkward and the speaking aloud of physical exam findings is 
also awkward. I just haven’t mastered it fully yet.”
“It adds work. It constantly misgenders patients and has difficulty interpreting the 
accents of some of our patients. Also, many patients are reluctant for us to use this 
program and do not consent.”

Overall, while ambient AI was seen as a promising tool for enhancing patient-
centered care, its success depended heavily on provider adaptation, documentation 
accuracy, and patient receptivity.

3.3 Theme 3: Documentation quality and editing burden

While efficiency benefits of ambient AI were acknowledged, concerns about docu-
mentation accuracy and the need for extensive editing were expressed. AI-generated 
notes often contained errors, misinterpretations, or inconsistencies, requiring 
substantial proofreading and correction before finalizing.

“A lot of inaccurate translation/transcription of the encounter, too much time spent to 
read and edit.”

“It is excellent at picking up HPI items from the patient and my PE and plan. The 
diagnoses always do not match unless I specifically dictate them out, and it still takes 
a lot of time proofreading the final notes for signing. But much faster than typing or 
clicking and pointing.”

Ambient AI appeared more useful for routine follow-ups than for complex or new 
encounters. In more nuanced clinical scenarios, AI struggled to accurately capture 
reasoning or new diagnoses.

“Ambient AI is not at all useful for documenting new diagnoses or medical reasoning. 
It is helpful for follow-up problem-focused visits with stable patients. It is less helpful 
for new patients.”
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A recurring concern was the misrepresentation of clinical details, including incor-
rect summaries, attribution errors, and misgendering of patients. Pronoun inaccura-
cies and awkward phrasing were cited as frequent editing burdens.

“I still have to edit notes. I do feel it is helpful, but sometimes it has changed a female 
patient to a him, so I have to change all pronouns.”

“I find the transcribed verbiage quaint. I have to proofread it obviously, and change a 
lot of the ‘quaint’ verbiage.”

This need for constant oversight begged the question whether ambient AI 
truly saved time. A trade-off appeared between the reduced cognitive burden and 
increased editing workload—particularly when AI-generated notes required signifi-
cant revision to meet clinical standards.

“The AI helps ease the mental effort required to recall and document patient visits, 
but it still requires a lot of proofreading, and that still takes up time.”

Despite these concerns, providers expressed optimism that with ongoing refine-
ment, improved contextual understanding, and customization, ambient AI tools 
could become more accurate and reduce editing time over the long term.

3.4 Theme 4: Learning curve and workflow adaptation

Providers described a varied learning curve in adopting ambient AI documenta-
tion tools. While some clinicians adapted quickly and found the technology intuitive, 
others encountered challenges related to workflow integration, speech pattern adjust-
ment, and limited training resources.

“Although Ambient is easy to use, there is a learning curve in terms of tailoring your 
interview technique to get as best a product as possible. Also, I have the sense that the 
program is learning by my edits on what I am looking for.”

“It took me a while to figure out how to phrase things so the AI captured them cor-
rectly. I wish there was more guidance on best practices for dictation.”

Respondents illustrated a trial-and-error process during which they learned 
to modify their phrasing, slow down their speech, or restructure their encounters to 
optimize AI-generated notes. Some clinicians developed personalized strategies to 
support more accurate transcriptions, such as outlining the assessment and plan point 
by point or emphasizing key exam findings aloud.

“Still learning to use Ambient AI most efficiently. Works well for HPI, OK for A&P, 
not so well for PE (even when I say my findings out loud).”

“Once I figured out a good workflow, I saw a lot of improvement in how I used AI. It’s 
not perfect, but it’s getting better.”

Others highlighted limitations in current functionality, particularly around physi-
cal exam capture, complex multi-problem visits, and team-based care scenarios like 
teaching rounds or procedural encounters.
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“It seems to be good with the history/subjective, but I struggle with the physical 
exam... My patients are very complex... I still have to spend a lot of time revising the 
A&P part of the note.”

“I’m still not sure how to use the technology when I have residents with me. For most 
of those visits, I just type my addendum.”

Providers also noted that while AI integration was not yet seamless, they expected con-
tinued improvement and were motivated to seek further training to maximize its utility.

“I am going to request a personal training session to improve use, but I am so thrilled 
with it.”

“Does a GREAT job generating notes. Next step is to sync with Epic in such a way 
that it updates diagnoses/current problems as presently Ambient does not support 
problem-based charting.”

Despite initial challenges, respondents expressed that AI documentation improved 
with regular use, leading to time savings, reduced stress, and increased satisfaction.

“Every visit it gets better. I get faster. Taken 20 hr a week of note-writing out. It is 
almost as good as my own typing, which is good enough for saving my sanity!”

“In providing acute care, I am able to be much more efficient due to integrated ambi-
ent AI. I don’t have to open the computer in the exam room at all, and at the end of 
the day when I can’t remember details, my HPI is already written for me to edit.”

Overall, this theme highlights that successful implementation depends not only on 
the capabilities of the technology, but also on sufficient training, time for adaptation, 
and alignment with clinical workflows.

3.5 Theme 5: Specialty-specific performance and suitability

The effectiveness of ambient AI documentation varied across clinical specialties, 
with some areas benefiting more than others. Psychiatry, oncology, rheumatology, 
and other specialty care settings encountered limitations in the ability to capture the 
full depth and nuance of clinical encounters.

“In my specialty, a lot of the conversation is nuanced and patient-driven. The AI 
sometimes struggles to capture the essence of these discussions, leading to summaries 
that miss key details.”

“For rheumatology, it is generally useful for the HPI/interval history, but not for 
much else since our notes are too complicated for it.”

“It helps with the HPI but not very good with medical oncology assessment plans. 
These are complicated patients.”

In specialties that rely heavily on structured templates, longitudinal assessments, 
or standardized clinical terminology, AI-generated notes required additional editing 
due to overgeneralization, factual inaccuracies, or missing clinical reasoning.
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“Ambient AI probably works well in a primary care setting, but it does not translate 
well in the type of template-based office visit that our office uses. It also does not pick 
up many of the testing medical terms that we require.”

“I have not found it to be helpful in psychiatric notes. It doesn’t include important 
aspects of the session but will add things that aren’t important, take patients at face 
value and say they have specific symptoms when the patients don’t actually have 
that.”

In contrast, some specialties with higher patient volumes and more standardized 
workflows, such as urgent care, reported that ambient AI improved efficiency and 
reduced after-hours charting.

“In urgent care, I see a lot of repeat cases where documentation is fairly standard. AI 
makes it easier to complete notes quickly without much manual effort.”

Specialty-specific adaptations could improve AI usability. Suggestions included 
tailoring the AI to specialty-specific templates, enhancing terminology recognition, 
and training models to capture multi-problem visits or longitudinal care plans more 
effectively.

“I wish there were a way to tweak how the AI structures notes by specialty. It works 
well for some types of visits, but not as much for others.”

“Family medicine: essentially have to document the same visit twice. AI does not 
capture all diagnoses discussed... must cut and paste each individually AI-generated 
A/P to the problem list. Extremely cumbersome.”

Overall, while ambient AI showed promise across multiple specialties, its per-
formance was highly dependent on the clinical context and documentation needs. 
Providers in specialized fields emphasized the need for further customization, 
accuracy, and refinement to realize the full benefits of the technology.

3.6 Theme 6: Provider skepticism and trust in AI

While providers found ambient AI documentation beneficial, skepticism was 
expressed regarding its accuracy, reliability, and long-term role in clinical care. 
Concerns included over-reliance on AI-generated notes, potential for critical omis-
sions, and errors that could undermine trust in the documentation process.

“I still feel like I have to double-check everything. I worry that if I rely too much on it, 
I’ll miss something important.”

“Ambient AI can work for single problem/focused visits. In my patients, I address 
1–2 acute problems, 4–6 chronic problems + preventive care each visit. When I used 
Ambient AI, it was putting the statements under the wrong problems.”

Concerns were raised about the trustworthiness of AI-generated content, not-
ing that statements were sometimes misattributed or that the AI misunderstood the 
speaker, leading to inaccuracies in clinical documentation.
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“Sometimes the AI assigns statements to the wrong person in the conversation. I 
have to be really careful to make sure the documentation reflects what actually 
happened.”

Unease about how patients perceive AI in clinical visits was voiced. While most 
patients accepted its use, others were hesitant or declined due to privacy concerns or 
lack of clarity around data handling and storage.

“I have a fair number of patients who distrust AI and decline. Mostly they want to 
know ‘where’ does all the verbiage go and how long is it kept once I close the note. I 
have told them what I have been told—that it is automatically deleted—but frankly, 
I am not sure I even believe that to be true.”

Despite these reservations, conditional optimism was expressed. Trust in ambi-
ent AI could improve with ongoing system refinement, better transparency, and 
increased user control over how notes are structured and edited.

“Too early to tell; the language the AI uses is too broad/general and often too generic 
or simple — as if writing a letter to a patient instead of a clinical note directed to 
other health care providers. At this point, I am spending equal time editing my AI 
note as it would be saving me, so in essence, a wash... I am hoping this system learns 
‘my language’ and molds my notes accordingly going forward. This system does keep 
me from forgetting things patients have said during the exam.”

Overall, provider skepticism stemmed from concerns about accuracy, trust, 
patient consent, and documentation integrity. While they acknowledged the prom-
ise of ambient AI, they emphasized the need for ongoing improvements in reli-
ability, user agency, and clear communication with patients to support widespread 
adoption.

To synthesize the themes described above, we developed a summary table 
highlighting reported strengths, weaknesses, and design suggestions derived from 
provider feedback (Table 1). This table provides a practical, high-level overview of 
the key insights and considerations for improving ambient AI integration in clinical 
practice.

Strengths Weaknesses Design Suggestions

Reduced after-hours 
documentation

Inaccurate or misattributed 
transcription

AI customization and clinical 
context adaptation

Improved patient engagement 
during visits

Inconsistent documentation 
quality across specialties

Tailored templates for specialty-
specific care

Decreased cognitive load for 
routine notes

High editing burden for complex 
encounters

Improved contextual accuracy and 
support for complex visits

Streamlined workflow with 
continued use

Steep learning curve with 
limited training support

Enhanced onboarding and best 
practice toolkits

Effective for standardized visits 
(e.g., urgent care)

Patient reluctance due to privacy 
concerns

Transparency about data handling, 
consent, and storage

Table 1. 
Summary of Strengths, Weaknesses, and Design Recommendations Based on Provider Feedback.
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4.  Discussion

This study explored provider perspectives on ambient AI documentation tools 
one month after implementation across a large integrated health system. Through 
thematic analysis of 103 open-ended survey responses, we identified six major themes 
reflecting the lived experience of clinicians using ambient AI: improved efficiency 
and workflow, enhanced patient interaction, documentation accuracy and editing 
burden, learning curve and workflow adaptation, specialty-specific performance, and 
trust in AI. These responses revealed a nuanced and often ambivalent relationship 
between providers and AI tools—marked by enthusiasm for time-saving potential 
and frustration with documentation limitations.

While recent qualitative studies have begun to examine physician adoption of 
ambient AI scribes through structured interviews, our study adds to the literature by 
offering a broad, real-world snapshot of provider sentiment across diverse specialties 
and care settings.

Despite the potential benefits of ambient AI, concerns about documentation qual-
ity, accuracy, clarity, and the time required for editing were expressed. Respondents 
reported that AI-generated notes often contained errors, misgendered patients, misat-
tributed dialog, or failed to capture clinical reasoning—issues that not only reduced 
efficiency but also raised concerns about documentation integrity. These findings 
align with previous work, which found that physicians perceived AI-generated notes 
as overly verbose, occasionally inaccurate, and in need of substantial editing [20, 26].

In tandem with quality concerns, providers described a nontrivial learning curve 
when integrating ambient AI into their workflows. Successful use often required 
modifying speech patterns, structuring conversations more deliberately, and develop-
ing personal workarounds—such as dictating physical exam findings or outlining 
plans verbally. While some respondents adapted quickly and reported improvements 
over time, others cited insufficient training, limited onboarding support, and unclear 
best practices, consistent with previous concerns [22, 28].

These themes highlight the importance of ongoing user training, clear documenta-
tion protocols, and adaptive AI systems that align with clinical workflows and pro-
vider expectations. While current tools focus primarily on transcription, our findings 
suggest that clinicians value functionality that supports customization, contextual 
accuracy, and note structuring. Health systems deploying these tools should consider 
robust onboarding programs, specialty-specific training, and feedback loops that 
allow providers to shape how the technology evolves in practice.

Providers emphasized that the performance of ambient AI varied widely by clini-
cal specialty, with better alignment in high-volume, protocol-driven settings such as 
urgent care, and more challenges in specialties requiring nuanced narrative documen-
tation, such as psychiatry, oncology, and rheumatology. These findings reinforce prior 
results, where specialty-specific concerns emerged around note accuracy, editing 
burden, and applicability to complex care [26]. Our study adds to this literature by 
highlighting that template-based documentation workflows, high diagnostic com-
plexity, and the need for clinical nuance may limit ambient AI’s usefulness without 
specialty-level customization.

Beyond functional performance, varying levels of trust in technology was voiced. 
The need to closely monitor the accuracy of AI-generated content was stated as were 
concerns about misrepresentation of patient statements, incorrect clinical details, and 
potential medico-legal implications. Some providers also described patient reluctance 
to consent to AI documentation, especially when privacy or data handling were 
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unclear. These themes mirror broader concerns in the literature about AI transpar-
ency, accountability, and user control, underscoring the tension between innovation 
and clinician confidence [23].

Together, these findings suggest that broad adoption of ambient AI requires greater 
trust-building mechanisms, such as explainable AI outputs, customizable templates, 
and clear communication around data privacy and consent. Developers should con-
sider building specialty-specific versions of ambient AI that better mirror the logic, 
structure, and terminology of distinct fields. From a systems perspective, supporting 
clinician autonomy through editable, user-controlled notes, as well as reinforcing AI 
as a collaborator—not a replacement—may increase both trust and usability.

4.1 Implications for practice, design, and policy

This study offers practical guidance for health systems and AI developers integrat-
ing ambient documentation tools into clinical care (Figure 2). First, implementation 
should be context-aware: ambient AI performs best in settings with standardized 
workflows and may require specialty-specific adaptations in fields with more complex 
documentation needs.

Second, robust training and behavioral support are critical. Successful use 
depends not only on technical integration but also on helping clinicians adapt their 
communication and workflows. Onboarding should include visit-type-specific 
examples, speech guidance, and ongoing troubleshooting resources.

Third, developer attention to usability, transparency, and customization is key. 
Tools that allow for real-time editing, personalized templates, and feedback mecha-
nisms may improve clinician trust and long-term engagement.

Figure 2. 
Guidance for Development and Integration of Ambient AI Technology in Healthcare.
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Finally, equity must be prioritized. Several providers reported performance issues 
with non-English speakers and diverse accents, echoing broader concerns about bias 
in voice recognition. Proactive testing across populations and safeguards against dis-
parities in documentation quality are essential. Collectively, these findings underscore 
that successful adoption of ambient AI hinges on human-centered design, equitable 
implementation, and alignment with real-world clinical practice.

4.2 Strengths and limitations

This study offers several strengths. It draws on a large sample of 103 provider 
responses across multiple specialties within a real-world, large integrated health 
system. The use of open-ended survey questions allowed for spontaneous, unfiltered 
feedback, providing rich insight into the nuanced experiences of frontline users. Our 
thematic analysis captured both anticipated and emergent themes, contributing to a 
deeper understanding of human-computer interaction in the context of ambient AI 
documentation.

However the study has several limitations. First, it was conducted within a single 
health system, potentially limiting generalizability to other organizational or geo-
graphic contexts. Second, the responses reflect experiences only one month after 
implementation, and thus may not capture long-term adaptation, satisfaction, or 
disengagement. Third, the qualitative data were drawn from provider self-report via 
free-text responses, which may underrepresent more extreme views or nuanced use 
cases that might be better captured through interviews. Finally, our analysis focused 
exclusively on provider perspectives; future work should incorporate patient view-
points, especially given the growing role of AI in clinical encounters.

4.3 Future directions and research needs

This study highlights several areas for future inquiry. First, given that our data 
reflects provider experiences only one month after implementation, longitudinal 
research is essential to understand how perceptions evolve as clinicians gain profi-
ciency and as ambient AI systems mature. Future work from our team will include 
analysis of qualitative responses collected at 3-month and 6-month follow-up surveys, 
allowing for a deeper, time-based exploration of provider adaptation, satisfaction, 
and perceived value. Tracking engagement and documentation quality across these 
time points will help determine whether initial challenges resolve, persist, or shift 
over time.

Second, more research is needed to explore the patient perspective on ambient AI, 
particularly through qualitative inquiry. While our study focused on provider experi-
ences, understanding how patients perceive ambient documentation tools—especially 
in terms of trust, comfort, and communication quality—is critical to evaluating their 
broader impact on the clinical relationship. To date, only limited work has examined 
this dimension. One recent study by Owens et al. [29]. found that patients generally 
responded favorably to ambient voice technology, reporting a more personable and 
focused encounter; however, this study relied on quantitative satisfaction metrics and 
limited open-label feedback, without deeper qualitative analysis of patient attitudes 
or concerns.

Future work should incorporate interviews, focus groups, or open-ended survey 
responses from patients to better capture the relational and ethical implications of 
AI-mediated documentation. This is particularly important in diverse populations 
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where issues of privacy, consent, and data transparency may shape a patient’s willing-
ness to engage. As ambient AI becomes more embedded in care, a holistic under-
standing of its influence on both clinician and patient experience will be essential for 
responsible implementation.

5.  Conclusion

Ambient AI documentation technology represents a promising frontier in reducing 
clinician burden and enhancing the quality of the patient-provider interaction. Our 
study adds to the growing body of evidence by offering a nuanced, real-world snap-
shot of how providers experience this technology across settings and specialties. While 
the potential for increased efficiency and improved engagement is clear, meaningful 
adoption will require attention to documentation quality, user training, trust-building, 
and equity. As health systems continue to explore AI-enabled tools, centering human-
computer interaction, user feedback, and ethical implementation will be critical to 
realizing the full promise of ambient AI in clinical practice.
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Chapter 5

The Math and Science behind
Artificial Intelligence: Enhancing
Physician Understanding and
Application
Sai Mandalapu and Stanislaw P. Stawicki

Abstract

Artificial Intelligence (AI) is becoming a mainstream term and a household name,
with AI-based applications becoming ubiquitous in our daily lives. Despite this, the
general understanding of how AI works is at best minimal, if not absent, contributing
to fear and confusion regarding this revolutionary technology among the population
increasingly relying on it. This includes significant deficits in both technical and
practical understanding among medical professionals. In this chapter, we aim to
bridge this gap in understanding, hoping to provide a simplified, yet sufficiently
comprehensive overview of “how and why” AI works. Finally, medical relevance of
each respective theoretical and technical concept is provided, to ensure that the reader
can relate to the information provided from the lens of a practicing clinician.

Keywords: artificial intelligence, healthcare applications, mathematical
considerations, mechanistic considerations, medical applications, surgical
applications, technological aspects

1. Introduction

Artificial intelligence (AI) is becoming a mainstream phenomenon and increas-
ingly a “household name,” with AI-based applications becoming ubiquitous in our
daily personal and professional lives [1, 2]. Despite this, the general understanding of
how AI works is at best minimal, if not absent, contributing to fear and confusion
regarding this revolutionary technology among the population increasingly relying on
it [3, 4]. This includes significant deficits in both technical and practical understand-
ing among medical professionals, with an additional layer of important ethical and
societal considerations [5–7]. This chapter is designed to bridge key gaps in knowledge
and understanding, with the intent to provide a simplified, yet sufficiently compre-
hensive overview of “how and why” AI functions. It is therefore important to recog-
nize that no book on AI would be complete without at least a cursory exploration of
the mathematical concepts that make it all possible.

Our current discussion will begin with the basics of AI, including various definitions,
types, subtypes, and other immediately adjacent considerations (namely supervised vs.
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unsupervised machine learning, and the difference between AI, machine learning, and
deep learning). From there, we will present various practical medical scenarios, followed
by relevant AI algorithm(s) to illustrate how AI can be used to tackle specific problems, in
addition to exploring how specific algorithm(s) work(s). We will start with supervised
learning models, including simple linear regression (mainly as a means to explain cost
functions and gradient descent, which are fundamental to understanding every subse-
quent topic), followed by multiple linear regression, logistic regression, multinomial
logistic regression, neural networks, multilabel classification, transformers like generative
pre-trained transformers (GPTs), and decision trees. We will end with unsupervised
learning models, including capabilities such as clustering and anomaly detection. To
ensure that medical and clinical relevance of the information provided is explained,
periodic “medical relevance” sections are built into our discussion, explaining how the
information may affect—directly and indirectly—the practicing healthcare provider /
physician.

1.1 Supervised vs. unsupervised Machine Learning

There are twomajor types ofmachine learning (ML): supervised and unsupervised [8].
In simple terms, supervised MLmeans that a human is “teaching” a computer. Unsuper-
vised MLmeans the computer is “teaching” itself, with further details provided below.

1.2 Supervised ML

At the fundamental level, under supervised ML regime, the model “learns” from
labeled training data [9]. For instance, one may instruct the computer that a certain
“image 1” is normal, while another “image 2” represents a tumor, and yet another
“image 3” is once again normal, etc. The computer then “learns” based on this specific
guidance [10, 11], with the goal of becoming increasingly accurate and more inde-
pendent over time.

Here are some practical examples of how supervised ML may be operationalized. A
“regression-based”model may utilize continuous inputs to predict specific continuous
outputs (e.g., total cholesterol prediction based on body-mass index or BMI) [12, 13]. A
“classification-based”model may utilize third-party (e.g., physician) inputs to determine
whether a disease state is present or absent (e.g., normal state vs. disease state) [13–15].
Theoretically, as machine learning models receive more accurate inputs (e.g., “training”),
the outputs become increasingly refined, measured and reflected by improved accuracy
and precision of the model [15–18].

1.3 Unsupervised ML

The unsupervised machine learning describes a scenario where the model is essen-
tially able to “train” without explicitly labeled training data (or intentional human
feedback / input) [19, 20]:

• For example, a large amount of unlabeled data is entered into the computer. The
computer “sees patterns” in the data on its own and thus is able to “learn by itself.”

• Some examples:

◦ Clustering: data transactions involving groupings of “similar things” or types of
input

◦ Anomaly detection: identifying unusual (e.g., “unexpected”) data points within
larger datasets.
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1.4 AI vs. ML vs. DL

With a true “alphabet soup” of acronyms, it is critically important to define, “what
do they mean and how are they related?” In general, AI encompasses ML, which in
turn encompasses deep learning (DL, a.k.a. neural networks) [21, 22]. A useful visu-
alization of the above is provided in Figure 1.

2. Supervised ML (linear regression, logistic regression, multilabel
classification, decision trees, etc.)

In order to incorporate new data and learn, supervised ML makes use of “training
sets” and “test sets” of data [23]. Within a typical “training dataset,” the ML algorithm
is furnished with many examples of inputs and their corresponding “correct outputs.”
Based on the above, the ML algorithm attempts to estimate (and subsequently refine)
the relationship between these “inputs” and “outputs.” The model then takes what it
infers from training and applies it to the test dataset to “guesstimate the outputs” from
the provided new / unique inputs. Finally, the system then assesses how close it was
able to approximate the actual outputs in a process that reflects the input-output
correlation from the original “training dataset” [8, 24, 25].

Medical relevance: The difference between the supervised versus unsupervised ML
models is very important in the clinical setting, especially as it relates to human ability
to “nudge” or otherwise influence the final, often actionable output of the model
[26, 27]. It is well established that AI models can be prone to both biases and various
types of “drift” (e.g., more gradual / subtle bias emergence, slow erosion of accuracy /
precision), and within the context of healthcare applications, the ability to “re-
calibrate” the model with human input is considered essential [28–30].

2.1 Simple linear regression

Regression is a statistical method to estimate the relationship between a dependent
variable and one or more independent variables [31]. For example, one can use
regression in an attempt to predict how the behavior of several experimental variables
collected during a clinical trial may influence a specific clinical outcome [32, 33].
There are different forms (or types) of regression, but in general, when one refers to
“regression,” one refers to simple linear regression, a method of using a straight line to
predict continuous outputs based on an independent variable (e.g., high-density lipo-
protein or HDL cholesterol level based on sedentary time).

Figure 1.
Conceptual representation of the hierarchical relationship between artificial intelligence (AI), machine learning
(ML), and finally deep learning (DL) which can also be termed “neural networks.”
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Sample notation pertaining to typical regression methodology in ML application:

• x = input variable, a.k.a., “feature”

• y = output variable in our training set, a.k.a., “target”

• m = total number of training examples (e.g., “iterations”)

• (x(i),y(i)) = input and output of the ith training example

◦ for instance, (x(2),y(2)) = (25,184) means the 2nd training example has an input
of 25 and output of 184

• f = mathematical function (defines a relationship between variables)

◦ for example, f(x) = wx + b (function for simple linear regression, which uses a
straight line to show how a dependent variable (f(x)) behaves when an
independent variable (x) changes)

• parameters (a.k.a., coefficients): variables that can be adjusted to optimize the
statistical model, improving the overall “model fit”

◦ for example, in the above function, w and b are parameters

• ŷ = the function’s outputted prediction of y, based on an x in our test set:

◦ ŷ(i) = f(x(i))

2.2 Cost function

To attain ŷ that is as close to y as possible for all (x(i),y(i)) iterations, we must
measure how well a given function “fits our data,” via a “cost function” (J) [34]. The
smaller the value of J is, the more accurate our function will be [35]. Therefore, by
identifying parameters that minimize the value of J, we are able to obtain the best
function to “fit our data.”

A common cost function is the “squared error cost function” [36, 37]:

J ¼ 1
2m

Xm
i¼1

f x ið Þ
� �

- y ið Þ
� �

2

In simplified terms, the above equation is essentially calculating the difference (i.e.,
error) between ŷ (f(x)) and y for each training example, summing up the errors across all
training examples, and determining the resultant average error rate(s) for the model
[36–38]. During the overall process, one can keep trying different parameters to achieve
the lowest possible value of J. That said, instead of simply trying random parameters each
time, one can employ an algorithm (e.g., gradient descent - see next section below) to
most optimally adjust various model parameters and thus expedite the time it takes for the
algorithm to reach the lowest possible value of J [39, 40].
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2.3 Gradient descent

Gradient descent is an algorithm used to systematically identify a set of parameters
that minimize the value of J. The general conceptual workflow may appear as follows:

Attempt an initial set of parameters ➔ Determine whether to increase or decrease the
parameters (and by how much) in order to decrease J ➔ Adjust the parameters accord-
ingly to obtain a new, lower J ➔ Repeat the process until J reaches a minimum [8].

Start with parameter w ➔ subtract “α ∗ ∂

∂w J” from w- ∂

∂w J = derivative of cost
function J. The overall paradigm controls / determines whether to increase or decrease
the parameter w, in order to decrease J.

To further expand on the above, if all the possible values of J for a simple linear
regression function, as determined by the parameter w, were plotted on a graph, it
would form a parabola (see Figure 2). In the process of optimization, the overarching
goal is to reach the nadir (e.g., the “lowest J” value) on that curve.

Derivatives, a thorough explanation of which is beyond the scope of this chapter,
are a powerful concept from calculus that facilitates the determination of the slope of
a specific point on a curve [41]. Utilizing derivatives, one is able to calculate the slope
of a specific point on the parabolic curve of J values. If that slope is positive, it
indicates that the curve is upsloping at that point. This of course means that lower J
values are to the left (corresponding to lower values of w). Because the slope value is
positive, and it gets subtracted from the parameter (w- α ∗ ∂

∂w J), it will decrease the
parameter, thus minimizing J (see Figure 3).

Similarly, if the slope is negative, it indicates that the lower J values are located to the
right (at a higher value of w). Here, a negative derivative value will be subtracted from
the parameter, which thus adds to the parameter, again minimizing J (see Figure 4).

The next value, α = learning rate. It is a number between 0 and 1 that controls how
big of an adjustment we make to the parameter. Greater α = bigger adjustment
[42, 43]. If α is too small, gradient descent will be slow (takes far too many iterations
to reach the nadir). If α is too large, gradient descent can overshoot the nadir and

Figure 2.
Graphical representation all the possible values of J for a simple linear regression function, as determined by the
parameter w, plotted to form a parabola.

Figure 3.
Graphical representation of the derivation of the slope at a specific point on the parabolic curve. In this example,
the slope is on the "positive" aspect of the curve.
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actually increase the value of J. One way to optimize this process is to perform
multiple iterations of gradient descent and adjust α to the largest value that does not
increase J [42–44].

The above process is performed simultaneously for each parameter of the function.
Once a new, lower J is achieved, the entire process is repeated until the algorithm
“converges” (i.e., J reaches a minimum where the parameters no longer change much
with each new iteration). One formal way to do this is called an “automatic conver-
gence test.” Here, one sets ε as a small number (e.g., 0.001). Once the value of J
decreases by <ε, convergence can be declared [45, 46]. Of importance, one potential
pitfall of this approach is that beyond simple linear regression, more complex func-
tions can have complex cost functions (J) with multiple minima (e.g., Figure 5).

Depending on how the range of the model’s initial parameters is selected for inclusion,
gradient descent may fall into a local minimum (one of the “pits” in Figure 5), whichmay
not necessarily represent the global minimum. To help remedy this, it is recommended to
iterate gradient descent multiple times (e.g., 1000 or even more iterations) variably
utilizing different initial parameters. This way, there are more chances of finding the
lowest nadir and thus the best parameter(s) for the intended function [42, 47].

Medical relevance: The concept of linear regression is central to basic and clinical
research, as well as to various clinical management guideline implementations [48].
From the dataset of average sedentary times and corresponding high-density lipopro-
tein (HDL) cholesterol levels [49], how could AI learn to make predictions of HDL
cholesterol based on a new patient’s sedentary time? Or how can AI predict costs to a
hospital attributable to performing more robotic surgeries [50]? Of importance—and
this concept will be relevant throughout this chapter—not only does AI have to
predict a cholesterol level or hospital cost, it also has to automatically test itself to see
if its predictions are as accurate as they can be. It also has to then automatically adjust
its predictions to become even more refined. How does AI know if it is as accurate as it
can be? And how does it know in which direction to adjust itself and by how much?

Figure 4.
Graphical representation of the derivation of the slope at a specific point on the parabolic curve. In this example,
the slope is on the “negative” aspect of the curve.

Figure 5.
Example of a more complex cost function [8].
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The mathematical equations and methods described above help guide important clin-
ical decisions by optimizing the accuracy of therapeutic recommendations.

2.4 Multiple linear regression

In scenarios that involve multiple features, one can utilize multiple linear regres-
sion [51]. Though a deep dive into multiple linear regression is beyond the scope of the
current chapter, each feature (e.g., input) is assigned its own parameter in order
to create a function. An example of a multiple linear regression function may look like

f(x⃑) = w1x1 + w2x2 + … + wnxn + b, where x1, x2, xn each represent a different feature.

The above function can also be written as f(x⃑) = w ⃑ � x⃑ + b. This is also known as the
“vectorization format” of the same function. This calculates the so-called “dot
product of vectors” (e.g., w1…wn, and x1… xn), which gives the same result as

f(x⃑) = w1x1 + w2x2 + … + wnxn + b, but allows calculations to occur in parallel rather
than in a more sequential (e.g., one after another) fashion. This parallel processing
helps facilitate much faster calculations [52, 53].

Of note, in computers, single-core central processing units (CPUs) are not
designed for efficient parallel computing, but graphics processing units (GPUs) and
multi-core CPUs are [54]. This is why as AI has increased in popularity, GPUs and
multi-core CPUs have become more prevalent as well.

Medical relevance: Although the estimation of a singular output from a singular
input is convenient and straight forward, real life outcomes inherently tend to be
influenced by multiple inputs [55, 56]. For instance, how can AI predict a patient’s
triglyceride level based on multiple “influencing variables” such as patient age, height,
weight, blood glucose, hepatic and renal laboratory panels, comorbidities [57]? Or
how can a hospital use AI to predict solid waste generation based on their number of
patients, staff, beds, and resource use [58]? This is where multiple regression tech-
niques prove extremely valuable, facilitating the differentiation of factors that influ-
ence a specific outcome within a large number of potential distractors [48, 59].

2.5 Logistic regression (classification)

For binary classification based on inputs, one can utilize logistic regression
[60, 61]. Instead of a linear function, logistic regression makes use of a sigmoid
function (Figures 6–9) [61]:

f xð Þ ¼ 1
1þ e- x

Figure 6.
Graphical representation of a sigmoid function employed in logistic regression operations.
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In this function, f(x) falls between 0 and 1 (i.e. 0 < f(x) < 1).
When x is a big positive number, e-x is a tiny number. 1

1þ tiny numberð Þ approaches 1.
When x is a big negative number, e-x is a big number. 1

1þ big numberð Þ approaches 0.

When x is 0, e-x is 1. 1
1þ1 = 0.5.

From here, one can define the logistic regression function as:

f xð Þ ¼ 1

1þ e- w ⃑�x⃑þbð Þ

Figure 9.
A conceptual representation of neural net, where the model continuously refines the output at each processing
layer, resulting in the most optimal final output.

Figure 7.
A plot depicting more complex polynomial function, resulting in more sophisticated decisional boundaries. This
allows fitting of more complex data than, for example, a simple linear model.

Figure 8.
Conceptual depiction of a neural network. Each circle represents one neuron (a.k.a., one function). Other than the
initial input layer and final output layer, all the middle layers are called “hidden layers.”
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This function outputs a specific ŷ between 0 and 1. This specific ŷ is the probability
that y = 1, given the input x ⃑ and parametersw ⃑ and b. In shorthand, this can be written as:

ŷ ¼ P y ¼ 1j x⃑ ; w ⃑ , b
� �

If one sets 0.5 as the decisional boundary (e.g., between normal (0) and pathologic (1)):

We can predict y = 1 whenever ŷ ≥ 0.5 (occurs whenever w ⃑�x ⃑ + b ≥ 0).

We can predict y = 0 whenever ŷ < 0.5 (occurs whenever w ⃑�x ⃑ + b < 0).

Finally, when w⃑�x⃑ + b = 0, ŷ = 0.5 (this is the decision boundary).
One is not strictly obligated to utilize ŷ = 0.5 as the boundary for predicting y = 1.

For example, if one would prefer a low threshold for identification and marking of
tumors, one might use ŷ = 0.2 as the decision boundary for predicting y = 1 (a tumor).

By using more complex polynomial functions thanw ⃑�x⃑ + b, one can also create much
more nuanced decisional boundaries than a straight line, in order to fitmore complex data.

Of note, the squared error cost function used for regression is not used for logistic
regression, as it creates a very “wiggly” and unpredictable cost function with many
local minima that gradient descent can become trapped in [62, 63]. For advanced
users, the cost function for logistic regression is:

J ¼ -
1
m

Xm
i¼1

y ið Þ log f x ⃑ ið Þ
� �� �

þ 1- y ið Þ
� �

log 1- f x⃑ ið Þ
� �� �� �

One can then run standard gradient descent to “minimize” this J.
Medical relevance: Differing from analyzing continuous outputs, how can AI classify

items when dealing with well-defined, unique and differentiated groups? For example,
what is one to do when making the diagnostic determination regarding an illness that
can be difficult to ascertain, such as atypical appendicitis or Lyme disease [64, 65]? Same
can be said when classifying a radiographic appearance of a lung nodule as malignant
versus benign versus normal [66]. Typically, variables like these are binary – they
“either are, or they aren’t” and there is no appreciable “middle ground” [67].

2.6 Multinomial logistic regression (a.k.a., Softmax regression)

Multinomial logistic regression is a generalization of logistic regression, used for
non-binary classification (i.e., >2 classes) [68]. For example, this approach is suitable
for determining whether a skin lesion appears to be basal cell carcinoma, squamous
cell carcinoma, or melanoma.

zj ¼ wj⃑∙ x⃑ þbj j ¼ 1, … , Nð Þ

where j represents the different possible classes, so for N possible classes, one can

run the above function to predict each one’s probability given the inputs x⃑.

aj ¼ ezjPN
k¼1ezk

¼ P y ¼ jjx⃑j
� �

a1 þ a2 þ … þ aN ¼ 1

One can then use the above function to determine the probability aj that the

prediction y equals the actual class j given inputs x ⃑. This is performed by calculating ezj

101

The Math and Science behind Artificial Intelligence: Enhancing Physician Understanding…
DOI: http://dx.doi.org/10.5772/intechopen.1013390



over the sum of ez for all classes from 1 to N. Of note, the sum of the probabilities a1
through aN must equal 1.

For a good example demonstrating key principles here, please see Figure 10 [69].
Continuing along the above line of reasoning, one can then use a cost function and

gradient descent to determine the parameters of each function that are most likely to
produce the highest accuracy of predictions [70].

Medical relevance: How does AI classify discrete and well-defined items or subtypes
of items into more than two categories? For example, if an AI model was presented
with an image of a skin lesion, how does it choose a single likely diagnosis from the
many possible pathologies [71]? Or given a particular patient’s chart, how can AI assist
with selecting a customized chemotherapy regimen that the patient would be most
likely to respond to [72]? This is where the multinomial logistic regression provides
critical functionality that can guide real-life clinical decisions.

2.7 Neural networks (a.k.a., deep learning)

The general idea behind deep learning is outlined in this paragraph; however, this
description is very simplistic, and the reader is referred to other sources to discover more
detail pertinent to the current discussion [73–75]. At the outset, one must give an input to
a function. A function in a neural network is also known as a neuron. This neuron (a.k.a.,
function) generates an output (a.k.a., “activation”). Many neurons together form a layer.
Each neuron in a layer receives its inputs from a common pool of possible inputs. The
activations of each neuron within a layer serve as the inputs to the “next layer” of
neurons. Upon the completion of the process, the neural network generates a final output.
This final output is the answer to the original question “being asked” of the model, similar
to the output of any regression or classification function [76, 77].

Example of a classic forward-propagating neural network (i.e., where input data
passes left to right through sequential layers to generate an output) was provided in
Figures 8 and 9 earlier in this chapter [78, 79].

One might ask, “why are all the neurons and layers necessary?” For example,
why cannot one just use a simple regression function (e.g., akin to one neuron) to
receive the final output / prediction / estimation? The reason is that neural
networks, with their overall complexity, including many different neurons and
layers, are able to elucidate and “learn”much more complex relationships between
inputs and outputs, and thus performmuch better when compared to single functions at
achieving accurate answers to extremely complex, multi-factorial problems [80, 81].

Figure 10.
An example of how three different types of abnormal skin lesions (basal cell carcinoma, squamous cell carcinoma,
and melanoma) are stratified based on model-derived probabilities. Note that the total probability across all 3
types of lesions equals 100% (in this case, 27% + 64% + 9%).
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One simple example of the above is facial recognition. One-way facial recognition
can be performed for a unique image, where one can analyze each pixel’s brightness or
color value as an input. Consequently, for a 1000x1000 pixel image, one would have to
“consider” 1 million initial input values. A neural network, all on its own, can elucidate
the best (e.g., most efficient) path to accurately recognize different faces [82, 83]. For
example, at the first layer of the overall process, the neural network may be able to
recognize lines. At subsequent layers, it may be able to recognize curves and basic
shapes, and start “appreciating” basic structures like a nose or eye, and so on, until it
achieves accurate predictions [82]. It must be stressed that the network figures all of this
out on its own. Moreover, one is actually not able to “know” how exactly a neural
network arrives at its final answer, which is why AI models are sometimes referred to as
“black boxes” [84]. Given the above, the understanding of “how” a neural network
approaches complex tasks warrants a further and more detailed discussion at this point.

Notation:

• a = activation

• l = layer number

• j = activation number within each layer

• a l½ �
j = activation j of layer l

◦ for example, a 3½ �
2 = activation 2 of layer 3

• a ⃑ = all the activations of a layer which are expressed as a vector

◦ each layer’s input/output can be expressed as a vector except the final layer
which fundamentally provides the final output/answer

◦ for example,

Example of a standard neural network function:

a l½ �
j ¼ f a ⃑ l- 1½ �

� �
¼ 1

1þ e
- w ⃑ l½ �j �a⃑ l- 1½ �þb⃑ l½ �j
� �

The above can be broken down further. More specifically, the network function is

conveying that a given neuron’s output (a l½ �
j ) is based off a function (f(x)) where the input

x is the vector of all the outputs from the previous layer (a⃑ l- 1½ �). Here, the function is one
you may recognize—it is fundamentally a logistic regression function (f(x) = 1

1þe- w ⃑�x⃑þbð Þ).

Consequently, this specific function’s activation would be a probability between 0 and
1, which would then be used as an input for the subsequent/next layer. The parametersw
and b are also written as vectors here, as each input has its own set of parameters. There
are many other different functions one can consider as one’s “neurons” (e.g., linear
regression, multinomial regression), all within one neural network [85, 86].

With all of the above considered carefully, how does the neural network adjust
parameters and learn by itself? The process is essentially similar to how the simple
regression functions discussed earlier in the chapter utilize cost functions and mini-
mize them via gradient descent. The main difference is that neural networks use loss
functions and minimize them via the Adam algorithm [87, 88].
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Loss functions are very similar to cost functions, with the main difference being
that while cost functions calculate the average error across all training examples, loss
functions calculate the error of one training example [89]. So for one input-output
pair (x, y), the neural network will calculate its prediction (ŷ), and then, the loss
function will calculate how far off it was from the true output (y). There are different
loss functions for different function types, such as for regression, classification [90].

In an analogous way, the Adam algorithm, a variant of gradient descent, minimizes
the loss function [87, 88]. Unlike gradient descent, the Adam algorithm uses different
learning rates (α) for each parameter of a model. If gradient descent causes a param-
eter to take many tiny steps in a similar direction over and over, the Adam algorithm
automatically increases that parameter’s α, to get to the minimum faster [87]. If
gradient descent causes a parameter to keep oscillating or overshooting the minimum,
the Adam algorithm automatically decreases that parameter’s α, to stop overshooting
and actually get to the minimum. In the end, the Adam algorithm improves neural
network training speeds and allows them to reach convergence quickly [91].

Through this process, neural networks are able to autonomously elucidate what
parameters to use in each neuron, and thus which inputs to give weight to. The network
creates its own functions within the hidden layers, to formulate its own activations that
feed into further layers, and eventually to find the most accurate final output [92, 93].

When one creates a neural network, one must first determine the following: How
many hidden layers are desired? Howmany neurons per layer? What type of functions
to employ? What loss function to use? And finally, how many steps of gradient
descent to leverage [94, 95]? One can also determine whether every neuron in a layer
uses all the outputs of the previous layer as its inputs, or whether each neuron in a
layer only receives certain outputs from the previous layer as its inputs (this is called a
“convolutional layer”). One can attempt various iterations of different parameters/
combinations to produce more accurate neural networks [76].

Medical relevance: Neural networks are the actual drivers of many of the practical
applications of AI in medicine. They use the same functions already discussed, among
others, within the framework of many “neurons” and “layers” (explained above) to
“learn” extremely complex relationships between inputs and outputs, all on their own.
In addition, the performance of neural networks is far better than the performance of
single-function or oligo-function computations. This allows neural networks to pro-
vide accurate answers to immensely complex problems, such as image recognition
for radiology and pathology [96, 97], large language models for natural language
processing and medical note-writing / summarization [98], analyzing molecular
relationships for drug discovery [99], and much more.

2.8 Multilabel classification

Multilabel classification is used to label each input (e.g., an image) with multiple
different labels all at once. To accomplish this, one can construct a separate neural
network for each label. In this instance, we will present the model's ability to differ-
entiate between a subdural hematoma (SDH) and intraperenchymal hemorrhage
(IPH) - Two types of traumatic brain injury. Within our particular context, we can
have one neural network with a final output layer of multiple neurons, each with an

output corresponding to a specific label, so that the final output ŷ is a vector (e.g.,
1
0
1

" #
,

representing “yes” for SDH, “no” no for IPH, and “yes” for “midline shift”) [100].
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Medical relevance: How does AI mark a single subject with more than one label? For
example, for a trauma patient, how does AI simultaneously label a head computed
tomography (CT) scan with subdural hemorrhage (SDH), intraparenchymal hemor-
rhage (IPH), and “midline shift” [101, 102]? Or how can AI alert a single patient based
on their medical chart that they are at risk for several different diseases [103]? This is
an important aspect of ML and AI-based medical data processing, essential to facili-
tating the ability to process multiple diagnostic findings associated with a specific
patient, scenario, or a diagnostic entity.

2.9 Transformers

During the past few years, generative pre-trained transformers (GPTs) took the
generative AI world by storm. The detailed and highly nuanced math behind trans-
formers is complex and beyond the scope of this chapter (although there are some
great resources for those interested) [104–107]. In markedly simplified terms, GPTs
use neural networks to first encode one type of data and then decode it into another
type of data. Below is a conceptual overview of this:

2.9.1 Encoding

Data (e.g., text, images, audio) is split into chunks of input data (called “tokens”).
Each token is assigned a unique value capturing both its substance and position (e.g., the
word itself and its position in a body of text). Neural networks then determine how
similar each token is to all the other tokens in the aggregate dataset, inclusive of the
token itself. After being exposed to a huge number of examples, the network learns
relationships between tokens and subsequently starts to learn their proper context (e.g.,
how words are used and fit within the context of written English language) [108, 109].

2.9.2 Decoding

Tokens are created for the desired output data and neural networks learn relation-
ships among them. Neural networks then “calculate” similarity between input and
output tokens, and determine what percentage of each input token to use when
determining the output tokens (both their substance and relative position). For
example, for text-to-image generators, text is encoded, images are encoded, similari-
ties between text and images are determined, and the network determines how best to
translate between them, within a pre-specified context [110, 111].

Medical relevance: How does AI “listen to,” “understand,” and “speak” human lan-
guages? One of the primary functional arguments in favor of “medical AI” is the critical
need to ease the burden of note-writing on providers. How does AI listen to a patient-
physician conversation, understand what is pertinent, and then translate that conversa-
tion into a written note [112, 113]? Or how can AI “read” the relevant medical research
and then summarize or communicate that information to physicians [114]? This is where
transformers are utilized, and without these sophisticated tools, functionalities such as AI-
aided medical summarization would either be exceedingly challenging or simply not
feasible.

2.10 Decision trees

In comparison with multinomial logistic regression, decision trees are generally
more interpretable as one can see the individual (and specific) factors the tree is using
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to make decisions, and tend to be less sensitive to outliers than multinomial regres-
sion. However, decision trees tend to be worse at generalizing to new data [115–117].

Decision trees are another method of classification, with the general underlying
idea being a training input that initiates or starts at a “root node” [116, 118]. Each node
in a decision tree looks specifically at one feature, and based on that feature, deter-
mines in which downstream direction or path to send the input [119]. The process
repeats at the next decision node, which examines or looks at a different feature. The
input eventually reaches a “leaf node,” which based on one last feature outputs a final
prediction [120]. For example, decision trees can be used to guide the optimal treat-
ment of complex diseases based on various patient variables. This may involve the
identification of the most important preoperative variables to predict whether to
actively treat or surveil vestibular schwannomas (Figure 11) [121].

Decision trees are well-suited for structured tabular data, such as the types of data
seen in a typical spreadsheet (though neural networks are suitable for this as well) and
are in general computationally faster than neural networks [122, 123]. First, decision
trees must determine what feature to use for each node. This is done by maximizing
information gain, which represents a reduction in entropy. The process is not very
intuitive and consequently warrants a more detailed explanation at this time.

Entropy is a number between 0 and 1 that measures the heterogeneity of a dataset.
For example, a dataset that is 50% A and 50% B, is perfectly heterogeneous and thus
has an entropy of 1 [124]. Whereas a dataset that is 100% A and 0% B, is perfectly
homogenous and has an entropy of 0. To classify things efficiently, one requires the
data to be split into buckets that are as homogenous as possible (a.k.a., the lowest
entropy possible), so one can confidently say that a given input is classified as A,
rather than B [117, 124].

Here is a more specific example, using the following notation (Figure 12).

• pA: % of a dataset that is A (a specific feature)

• pB: % of a dataset that is B

• entropy (H) of pA = H(pA) = –pAlog2(pA) – pBlog2(pB)

Figure 11.
A sample decision tree, with detailed representation of each decisional node. Each node, once processed, triggers
further, downstream decisional computations by the model.
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Information gain is defined as the reduction in entropy that results from splitting
the constituent data when compared to a state wherein one did not make that split. In
other words, information gain = (the entropy of the dataset before splitting it) – (the
weighted average of the entropy of the datasets following the data split) [117, 125].

Using the following notation:

• pA
root: % of all examples in the root node with value A

• wleft: % of all examples in the root node that go to the left branch

• pA
left: % of all examples in the left branch with value A

Information gain ¼ H prootA

� �
- wleftH pleftA

� �
þwrightH prightA

� �� �

This equation describes taking the entropy of the initial dataset and subtracting the
weighted average entropy of the two datasets created by dataset splitting based on a
specific feature.

Consequently, when creating a decision tree, one must first calculate the informa-
tion gain for all possible features and then select the one that provides the highest
information gain as the above-defined “root node” [126]. After each split, one must
recalculate the information gain for all remaining features, and again select the one
that provides the highest information gain as the next iterative node. It may also be
acceptable if two branches split further using the same feature, as long as that feature
creates the most information gain in both branches [127–129].

As the process evolves, one must at some point decide when to stop the tree-
splitting procedure. If the resultant tree is too extensive, the process will be signifi-
cantly slower and there is a risk of splitting data into buckets that are too fragmented
to actually be useful or meaningful [130, 131]. Thus, there must exist pre-determined
“stopping criteria,” which once met, indicate when one should have a leaf node that
makes a final prediction for a particular branch of the tree [132]. Below are some fairly
typical examples of “stopping criteria” [76]:

• when a node represents 100% of one class

• when splitting a node would make the tree exceed a maximum depth (i.e., result
in more node levels than originally intended, with the root node defined as depth
0, next node as depth 1)

Figure 12.
Graphical representation of entropy as it relates to AI / ML models.
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• when the information gain from additional splits is smaller than a specified
threshold

• when the number of examples in a node is below a specified threshold.

2.10.1 One-hot encoding

If a feature has more than two categories (e.g., if there are three age categories
<30, 30–55, or < 55 years), one can create three separate binary features (e.g., age
< 30 or not, 30–55 or not, and < 55 or not). Subsequently, if a categorical feature can
take on k values, one can create k binary features [133]. Each training example will
have value 1 for the “hot” feature and 0 for the other features. For example, a 42-year-
old patient would have values 0, 1, 0. With this defined state, one can then proceed
with constructing a normal decision tree using the increased number of features.

2.10.2 Continuous features

For continuous features like weight or age, one can select a specific number as a
split value (e.g., choosing ≤200 pounds as a split) based on the number that results in
the highest information gain. To determine this, one must test different numbers to
split a node on. One then carries out the information gain calculation at each number
and then selects the number that corresponds with the highest information gain
[76, 125].

Medical relevance: Similar to multinomial logistic regression, decision trees allow
classification of specific variables or factors into one of many buckets. This has a
plethora of use cases, including risk stratification (e.g., classifying risk from ischemic
heart disease) [134], diagnosis and prognosis (e.g., the ability to diagnose and prog-
nosticate coronavirus disease 2019 (COVID-19) based on a patient’s medical history
and laboratory data, or to predict the poor outcomes of endovascular treatment of
strokes) [135, 136], as well as making highly personalized treatment decisions (e.g.,
the best surgical approach to patients with spinal deformities) [137].

3. Unsupervised machine learning (clustering, anomaly detection, etc.)

Unlike supervised ML in which one trains an algorithm with labeled inputs and
corresponding outputs, unsupervised ML involves inputting unlabeled data, with the
model then learning patterns within the data autonomously. Specifically, there is no
labeling by humans required. Many modern AI models rely heavily on unsupervised
learning. Models can be provided with an enormous amount of unlabeled data to learn
a great deal on their own. This can then be followed by a layer of supervised fine-
tuning [138, 139]. Here, we will explore two kinds of unsupervised ML: clustering and
anomaly detection [140].

3.1 Clustering

Clustering algorithms look at data points and automatically group them by simi-
larity. There are many types of clustering algorithms [141], each suited to particular
types of data; however, for the purposes of the current discussion, we will focus on the
classic k-means clustering algorithm (Figure 13) [142].
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k-means:
Given a large number of data points, one must first specify how many clusters (K)

one would want the target algorithm to find / identify. Then, based on all the available
data points, the algorithm randomly picks K points as potential cluster centroids
(centers of clusters) (Figure 14) [143, 144]. These centroids’ coordinates are referred
to as μ1, μ2, … , μK.

From here, the algorithm assigns each data point to the centroid it is closest to
(Figure 15).

Notation:

• x(i) = the coordinates of data point i

• i = 1 to m for m data points

• c(i) = the number (1 to K) of the centroid closest to x(i). In other words, the
centroid that is closest to data point i.

◦ for example, if x(7) (coordinates of data point 7) is closest to μ3, c
(7) = 3

• minK||x
(i) – μK||

2 = the value of K that minimizes the distance between a data
point (x(i)) and a centroid (μK). This is how one finds the centroid closest to each
data point, so one can set that K value to c(i).

• μc ið Þ = the coordinates of the centroid closest to data point i.

Figure 13.
Most humans could see at least two distinct groups of points in this plot. How does an algorithm do the same?

Figure 14.
If we set K = 2, the algorithm will pick two random data points as potential cluster centroids.
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From here, the algorithm calculates the average coordinate value of each centroid’s
assigned data points. It then moves the centroid to that average location. The average
coordinate is then iteratively calculated by averaging the values of all x-coordinates to
obtain the average x and averaging the values of all y-coordinates to obtain the average
y (Figure 16). Of note, this can also be done for data points with more than two
features (i.e., not just xy but xyz… ) [145, 146].

The algorithm again assigns each data point to the centroid it is now closest to,
calculates the new average location of those data points, and moves the centroid to
that new average location. This repeats until no further changes occur (e.g., no data
points become re-assigned to different centroids and no centroids move locations) or
when changes become minimal (movements become smaller than a specified thresh-
old), at which point the algorithm stops running (Figure 17) [140].

The goal of k-means is to minimize the cost function J (for k-means, this is

also known as the “distortion function”) = 1
m

Pm
i¼1 x ið Þ–μc ið Þ

�� ��2. This equation
minimizes the average squared distance between the data points and their assigned
centroid [147].

Similar to gradient descent, one will often re-run k-means 1000x on the same
dataset. The reason for this is that depending on which points one initially randomly

Figure 16.
Evolution of centroids based on repeated / iterative model refinement.

Figure 15.
Specific color-coded "pools" of data points determined by the model to be associated with different centroids.
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picks as potential centroids, one can become stuck in local minima of J that are not the
optimal way to cluster the data. By running k-means 1000x, one can obtain 1000
random initializations, and thus 1000 “chances” at finding the best local minimum. Of
those 1000 runs, one can simply pick the iteration with the overall lowest J [148, 149].

Medical relevance: How does AI look at a large dataset, and all on its own “ascer-
tains” patterns within it, often not apparent to the human eye? How does AI deter-
mine some patients to be similar in a given way, while different in other ways? How
does AI find hidden risk factors for obesity among patients [150], or find patterns in
genomic sequences to understand gene function [151]? This is where clustering and
associated functionalities of AI-based systems come in. Without the immensely pow-
erful and highly sophisticated tools for clinical data clustering, pattern recognition
would either be very poor or outright ineffective.

3.2 Anomaly detection

Of note, one could also train an ML model (e.g., supervised learning) to detect
anomalies, but unsupervised anomaly detection is preferred in certain cases. In par-
ticular, it is superior when one deals with many different types of anomalies and/or
unpredictable new anomalies that could arise in the future. This is because anomaly
detection attempts to determine (and then “to model”) what normal is and then flags
anything that deviates from normal. Whereas supervised learning is better when
future anomalies will likely be similar to previously seen anomalies, because super-
vised learning tries “to model” what specific anomalies are and then looks for similar
ones preferentially (e.g., introduction of bias) [140].

Anomaly detection automatically spots outliers or data that differs from “the
norm” in a dataset. It does so by calculating the probability of an example with certain
features being encountered in a dataset. The further an example deviates from the
average of the dataset, the lower is its probability of being part of the dataset. If its
probability is <ε (a specified small number), the example is considered to be an
anomaly [152, 153].

p(x) = Represents the probability of each of an example’s features (based on the
dataset’s mean and standard deviation for each feature) multiplied together. Thus, p
(x) will be small if one or more features are extreme in relation to the rest of the
dataset [154].

More specifically, to detect various anomalies in patient vital signs, one would imple-
ment the following proposed sequence. First, one must define the features upon which
one will base and define “anomalies” (e.g., temperature, heart rate, blood pressure,
respiratory rate). Second, one will then calculate the mean and standard deviation of each
of those features from a large patient sample. Third, for a specific patient, one will
calculate corresponding z-scores for temperature, heart rate, blood pressure, and

Figure 17.
A conceptual “time-lapse” representation of competing centroid calculations. Ultimately, the model selects the “best
fit” based on the parameters outlined in this section.
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respiratory rate. Fourth, from these z-scores one will calculate each of the patient’s
features’ probability. Then, one will multiply those probabilities together (e.g., p(x) = 0.32
(for temperature) * 0.04 (for heart rate) * 0.68 (for blood pressure) * 0.23 (for respiratory
rate)). Consequently, if p(x) < ε, the patient’s vitals are considered to be an anomaly.

If one finds that an algorithm consistently fails to detect and correctly label certain
examples as anomalies, one should manually analyze those examples to specifically
determine what makes them anomalous. From there, one can create new features based
on what makes them anomalous, including the retraining of the algorithm. The algo-
rithm can then use those features identify, designate, and place specific examples as
being “outside the norm” [155, 156].

Medical relevance: How can AI be harnessed to automatically flag occurrences “when
things go wrong?” For example, when a patient at home begins to exhibit altered mental
status [157], or to automatically detect financial waste or insurance fraud [158], or to
flag a laboratory error [159]? Systems equipped with AI-based anomaly detection will be
capable of identifying such events and issuing appropriate notifications to prevent
clinical deterioration or to ensure timely administrative escalation, as appropriate.

4. Down the rabbit hole

The math behind AI is an important foundation to build upon, with significant
exploration still required to refine current AI models and paradigms, including much
of the practical knowledge and tips for actually using ML in real life. Here are some
crucial concepts for future research [160]:

• Underfit a.k.a., bias: When a ML model does not fit specific training data well
enough, and thus makes poor predictions.

• Overfit a.k.a., variance: When a ML model fits specific training data too well and
thus does not generalize well to new inputs, resulting in poor predictions. There
are different methods for tackling underfit and overfit models.

• Regularization: A mathematical process used with cost functions to reduce
overfitting, by decreasing fit in order to increase generalizability.

• Feature scaling: Re-scaling features with very different ranges of values (e.g.,
when using polynomial regression as values are raised by exponents) to take on
comparable ranges, with the intent to allow gradient descent to run faster.

• Mini-batching: Using subsets of examples and running gradient descent on each
subset sequentially (i.e., finding the best parameters from the 1st subset, and
utilizing these to identify the best parameters from the 2nd subset). This
approach makes gradient descent less smooth, but as a trade-off, it makes it
significantly faster.

• Diagnostics: Tests used to systematically evaluate an algorithm’s performance.
Examples:

◦ Cross-validation: Examines different algorithms (instead of just different
parameters) to find one that best fits specific data.
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◦ Learning curves: Looks at how using more training examples affects an
algorithm’s performance, to help determine if one should add more training
examples or not.

◦ Error analysis: Manually analyzing the examples (or a random sample of the
examples) that were misclassified or that had poor predictions, to see
what the common traits among them were. This can show the user where
it is most efficient to direct the user’s energy to make the algorithm more
accurate, or which errors are sufficiently rare that they are not worth
attempting to remediate.

• Data augmentation: Distorting existing training examples in some way (e.g.,
rotating, flipping, changing their size, changing lighting or contrast, warping,
adding noise) to create more inputs (x) with the same label (y).

• Data synthesis: Creating artificial training examples (mostly used for computer
vision, e.g., “photoshopping” various versions of text to feed into text recognition
algorithms).t

• Other types of neural networks: Recurrent, LSTM (long short-term memory), etc.

• Transfer learning: Taking an existing neural network made for one purpose,
applying it to one’s data, and fine-tuning it to better fit one’s specific application.
This approach may be helpful when one has little data, because it harnesses the
power of the large pre-trained neural network.

• Deployment: Implementing the model in a server (a.k.a., an inference server,
which calls the model to make predictions). Creating an interface where users
can enter inputs. This makes an application programming interface (API) call to
the inference server, which applies the model to the input, and returns the
prediction to the interface.

• ML operations: A field that seeks to automate and simplify ML systems and
deployments.

• Decision forests (a.k.a., tree ensembles): Creating and using many slightly different
trees, and having each node cast a vote on the final prediction. This may be
advantageous because limiting the model to using one tree can be highly sensitive
to small changes in data.

• Boosted decision trees: When training new trees, focusing on inputs that were
misclassified in previously trained trees, primarily to reduce misclassifications
with each new iteration.

• When to use decision trees vs. neural networks - This is a critical differentiation
that needs to be very carefully considered for each model and use-case.

• Collaborative and content-based filtering: Ways to make recommendations to
people based on what they and others like them have benefitted from in the past.

• Principal component analysis: When a dataset has lots of features, this particular
approach reduces the number of features to the 2–3 most important ones.
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• Reinforcement learning: Using a reward function to tell a program when it is
performing well, or conversely, when it is performing poorly.

◦ Markov decision process: Process to find a policy that tells the user what action to
take in every state, so as to maximize the intended return.

◦ Bellman equation: The return one obtains from an initial state + the return from
behaving optimally, starting from a new state.

• Meta-learning: Learning how to best combine the predictions from other learning
algorithms, to improve one's specific learning algorithm.

• Active learning: A learning algorithm creates or identifies data points that require
humans to provide corresponding labels, which are subsequently added to the
algorithm’s dataset. In general, this is effective when tackling areas where the
algorithm fails to perform as anticipated.

• Inverse reinforcement learning: Determining what reward function underlies a
specific / observed behavior.

Of note, all these factors must be considered before the actual work on the coding
process starts. Regarding the code, an excellent grasp of programming languages like
Python, machine learning libraries like TensorFlow and PyTorch, and notebooks like
Jupyter are all useful [161–163]. These libraries are open-source, pre-written code
frameworks with built-in functions to make building, training, and deploying
machine learning models easier. Jupyter notebook is an open-source, web-based
interactive coding platform that allows users to run machine learning models in real-
time. Although some of the technical aspects can seem daunting, the best way to learn
is to simply jump in (Figure 18).

Figure 18.
Map of basic AI functions and their uses.
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5. Conclusion

Despite the broad variety of learning algorithms developed during the past two
decades, the human brain is thought to utilize “native algorithms” that are far more
efficient still. It is argued that a human child can learn an entire language with far
fewer examples than even the most advanced large language models. The network of
neurons that make up human brains may use functions and algorithms we have not
yet imagined. That said, if provided sufficient time, effort, and overall energy, LLMs
may ultimately evolve toward the so-called singularity or an evolutionary phase char-
acterized by the dominance of artificial intelligence.

In medicine, tremendous changes are on the horizon due to both ongoing and
future AI and ML implementations. As AI advances, possibilities appear limitless, and
with these possibilities new ethical and philosophical challenges emerge. Without a
doubt, these and many other aspects of AI implementation will be tackled with the
same ingenuity and grit that currently help advance AI as a general field. Physicians
have often been characterized as more reactive than proactive. There is a distinct
possibility that with the right tools and specific applications, we may have an oppor-
tunity to transition to more proactive, patient-centric, precision-based approaches.
This responsibility rests upon the current generation of physician scientists and engi-
neers. We must do the right things for the right reasons.
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Abstract

Artificial intelligence (AI) is the creation of intelligent systems that execute 
tasks requiring human intelligence to function. The application of AI in bioscience 
including clinical, agricultural, and pharmaceutical research has revolutionized 
over the years amplifying productivity and improving delivery time. This chapter 
explores AI-driven advancements in biological sciences, including genomics, 
machine learning-based antimicrobial resistance prediction, personalized medi-
cine, AI-assisted drug discovery, precision agriculture, and plant disease detection, 
examining AI’s transformative potential, addressing challenges, and outlining 
further directions. By harnessing AI, researchers can accelerate discoveries, improve 
treatment outcomes, and enhance agricultural productivity, ultimately mitigating 
the impact of Pseudomonas-related diseases, while promoting healthier environments 
and advancing clinical, pharmaceutical, and agricultural research. Systems powered 
by AI-trained models using machine learning (ML) and deep learning (DL) such 
as deep colony are currently being used in clinics. A total of 5000 culture plates 
were processed by a large US laboratory involved in the diagnosis of urinary tract 
infections. Deep colony was able to match the experts’ evaluation and reports in 
95.4% instances. Other AI tools, including PotentialNet used in aiding drug design, 
achieved a significantly high-performance for protein-ligand binding affinity. In the 
agricultural sector, several DL networks are used to process tabular, non-visual, and 
visual data such as convolutional neural networks (CNNs), autoencoders and long 
short-term memory (LSTMs), K-nearest neighbor (K-NN), support vector machine 
(SVM), K-means classifier, and artificial neural network (ANN) have been employed 
in identifying plant diseases.

Keywords: artificial intelligence, antimicrobial resistance, machine learning, 
Pseudomonas species, Pseudomonas aeruginosa, plant disease detection, deep learning, 
bioscience, convolutional neural networks, binding affinity

1.  Introduction

Biological sciences is an expansive field encompassing the study of living organ-
isms. Biologists study the chemical and physical principles of all living things, and the 
field of biology focuses on topics such as cellular processes, immunology, genetics, 
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physiology, biodiversity, zoology, botany, microbiology, wildlife, evolution, and 
ecology. It also spans a wide range of topics, from the intricate interactions of chemi-
cal elements within living cells to the expansive ideas of ecosystems and planetary 
environmental changes. Additionally, it is interested in the physical traits and actions 
of both modern and extinct species. How did they come into being, and what rela-
tionships do they have with one another and their surroundings? Biological sciences 
deal with a close examination of the inner workings of the human brain, the make-up 
of our genes, and even how our reproductive system functions. Four problems have 
plagued biology from its earliest days: (a). What characteristics unify things to be 
considered “alive”? (b). How do the different living things work? (c). How do we 
organize the various types of organisms so that we can better understand them in 
the face of the astounding diversity of life? And finally, (d). How did this diversity 
develop and how it maintains itself is what biologists eventually aim to understand? 
Biologists are constantly looking for solutions to these and other issues as new crea-
tures are found every day. Biology is the study of living things. As a result of this, 
biology is sometimes referred to as “life science.” The term “systematic study of living 
beings or study of nature” refers to the biological sciences. The focus of teaching life 
science is to enlighten students on the most recent advancements being made world-
wide in biological sciences [1].

Artificial intelligence (AI) is the ability of a machine utilizing algorithmic models 
to process large data and perform the cognitive tasks targeted at accomplishing a 
specific objective, and this is revolutionizing and changing human lives including 
economic various sectors. The recent advancement of rising computational power, 
sophisticated pattern recognition algorithms, and accelerated image processing 
software has led to the development of computer-based systems trained to analyze, 
process, and complete challenging tasks around bioinformatics, medical imaging, and 
medical robotics. The Availability of “big data” allows the “cognitive” computer to 
scan billions of bits of unstructured information, extract the important information, 
and identify the intricate patterns with rising confidence [2].

However, the huge data lacks meaningful information, which is important to 
utilize the analytical approaches, such as AI algorithms, that can transform these data 
into actionable insight [3]. Although the term “AI” can be given various definitions, 
from Ref. [4] a better understanding is the study of processes and practical aspects, 
which prompts the computer systems to perform smart tasks, such as decision mak-
ing, without explicitly programmed to perform those tasks [5, 6].

AI has six main important fields that have been widely studied and used in various 
fields of study, each contributing to the development and application of intelligent 
systems.

2.  Methodology

This chapter targets at supplying the review with recent, ongoing, and potential 
future of the significant impact and wide application of AI in areas of bioscience 
(Medicine, Pharmacy, and Agriculture) including Pseudomonas research. Strategies 
employed for the search were not of the intent to systematically exhaust available 
elements that are within each category of research. The sources preferred were aimed 
to examine, particularly AI tools within the Bioscience space and application coupling 
technological advancement of utmost importance. These comprise of ML algorithms, 
Deep Learning (DL) models for NLP, diagnosis of clinically relevant pathogens 
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including Pseudomonas aeruginosa, detection of biofilms, and drug discovery. This was 
focused on a nonexclusive category, thereby putting into spotlight innovations includ-
ing identifying lapses that are critical in current research domain, which require 
further study.

The primary database and search engine used for search was Google Scholar™, 
the reason for the choice was its wide access to open-access publications and enor-
mous coverage of academic literature. Using Boolean search strategies, articles at 
the preliminary sourcing phase published majorly between 2014 and 2025 were 
identified. The queries and keywords used for the search includes terms such as 
(AI OR “Artificial Intelligence” OR “Machine Learning” OR “Deep Learning” OR 
“Neutral network”) AND (“Disease diagnosis,” “Drug Discovery,” “Antimicrobial 
Resistance,” “Detection of Biofilms,” “Plant Disease Detection”) AND (“Medicine” 
OR “Pharmacy,” OR “Agriculture”).

Manual review of full-text article describing internal validity were identified 
through search queries or cited reviewed. Abstracts were also manually reviews to 
assess the entire subject using thematic analysis. Following the understanding that an 
article’s scientific impact and quality correlates with citation occurrence, we thereby 
prioritized highly cited articles. To track base research during the preliminary phase, 
publications >20 years were considered, with the intent to spotlight domain showing 
little to no progress and proliferated transformation over time.

3.  Important fields and subfields of artificial intelligence

AI is made up of various disciplines, some of which are natural language process-
ing [7], computer vision [8], and robotics [9], cognitive computing, machine learn-
ing, and neutral networks which particularly target developing algorithms that make 
prediction by learning from data devoid of explicit programming. DL a sub-discipline 
of ML is distinct among others by making use of ANNs, which triggers the human 
brain’s structure to identify the patterns that are complex and connections in large 
datasets (Figure 1). These have yielded remarkable results in image identification 
[10], natural language understanding [11], speech detection [12, 13], data analysis, 
and text mining.

ML also involves using modern computers and mathematical algorithms to 
reason and make inferences from the available dataset, identifying the patterns 
of interaction between variables and, thus, allowing the model to improve and 
learn from its experience. ML techniques can be largely categorized in line with 
the type of label and feature. Based on labels, ML can be classified into three para-
digms: supervised, unsupervised, and reinforcement learning. From the features 
perspectives, it can be divided into handcrafted or non-handcrafted feature-based 
techniques. ML sub-field DL uses ANNs with several layers to identify the patterns 
in raw data. This has created new opportunities to obtain learning models from 
complex data [6].

ML also combines probability, statistics, and convex optimization to build the 
intelligent systems that can learn, improve over time, and solve complex problems 
related to system control and automation, speech, facial recognition and biometrics, 
computer vision, and image analysis. By leveraging ML algorithm, researchers can 
build models that can predict, classify patterns, and make decisions from big data 
[14]. Some of the algorithms include Reinforcement Learning, Expert System, Turing 
Test, Neutral Networks, and Logic Programming [15, 16].
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4.  Artificial intelligence and bioscience

Modern research in Bioscience helps to improve productivity and sustainability, 
including promoting a beneficial and healthy future for humans, animals, plants, and 
environment, thereby promoting collective well-being. Fast-paced advances in these 
fields will directly impact energy production, manufacturing, medicine, and agri-
culture. Recent breakthroughs in AI technologies are constantly aligning with biosci-
ence, and building years of research and data collection, which will further accelerate 
these developments. Merging of AI with biology is positioned to deliver substantial 
advantages, which also introduces new and subpar understood risks [17].

With the experience of a revolution in computer science over the past years, amount-
ing in the generation and storage of a large dataset, involving other areas, aside from 
technology, this has allowed researchers an advanced and swift method in delivering 
various products and services [18]. Today, big data possesses unprecedented potential for 
improving medical, pharmaceutical, and agricultural outcomes thereby promoting popu-
lation health [19, 20]. Considering the heightened volume and complexity of data ranging 
from various sources, big data affiliates directly with the computational resources, which 
includes structured, semi-structured, and unstructured information [21].

5.  Global adoption of artificial intelligence in life science research

Many countries are adopting the use of AI to enhance bioscience productivity, 
which helps strengthen human lives by promoting biological industry strength and 

Figure 1. 
This illustrates the six main domains of artificial intelligence, highlighting deep learning, neutral networks, 
machine learning, cognitive computing, computer vision, and natural language processing as interconnected fields 
driving innovation in AI.
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rapid deliverable of bio-products and services. Nevertheless, there are also countries 
who are behind in exploring the potential in AI Figure 2.

6.  Clinical AI tools

Pseudomonas Spp.: Particularly the well-known Pseudomonas aeruginosa species is 
an essential pathogen in clinics, known to infect and cause disease host with impaired 
defense system or having some underlying medical conditions making the species the 
most studied nosocomial pathogens. It is known to be responsible for up to 24% of 
every ICU respiratory case. Other well-known sites of infection include urinary tract, 
wounds, burns, sepsis, genitourinary tract, bloodstream, surgical sites, and central 
venous catheters [23].

One well-known traits of Pseudomonas aeruginosa infection are their production 
of substances, which help them in resisting antibiotics. This threat has been detected 
by healthcare facilities in many countries, mostly for patients receiving intensive care 
in critical care settings. There have been rigorous efforts to curtail and monitor its 
infections [24].

For these and more reasons, the World Health Organization has marked 
Pseudomonas aeruginosa critical for ongoing and further research even in the develop-
ment of new and advanced antimicrobial drugs [23].

Decision-aiding computer systems based on AI and its various disciplines and 
sub-disciplines such as ML and DL have the potential to transform medicine by 
performing challenging and huge tasks providing specialists a defined and improved 
diagnosis, discover drugs, predict medical outcomes, increased efficiency of output, 
improved clinical workflow, reduced costs, and improved therapy options, and 
tackle antimicrobial resistance. These features are helpful in dealing with challenges 
in clinics, disease management alongside cancer, with high use case in diagnostic 
imaging, interventions in surgery, improving and assessing skills, digital pathology, 
and genomics [2]. AI can boost clinical Pseudomonas research in various ways that 

Figure 2. 
Global statistics on the productivity of artificial intelligence (AI) in bioscience research enterprises. AI-focused 
articles of bioscience by country, gathered from year 2000 to 2022 (n = 397,967) [22].
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are not limited to the identification of species and strains of Pseudomonas. There are 
a lot of AI tools available that can perform this task. Examples include image analysis 
where AI-powered products utilize neutral networks to handle and analysis medical 
images aiding in detecting pathogenic bacteria. Additionally, AI-powered software is 
used in optimizing clinical trials by analyzing data from different sources and tools 
used in pathology.

Numerous studies have proven the effectiveness of machine learning and deep 
learning models in adequately identifying biofilms produced by Pseudomonas aeru-
ginosa and related strains based on their morphological characteristics. Aside from 
enhancing the speed and efficiency of identifying pathogenic organisms, they also 
predict traits such as virulence and drug resistance.

6.1  Deep colony

Companies worldwide are actively engaged in developing sophisticated AI models, 
these models are used to interpret large datasets, and this reality has changed how 
humans interact with computers and have become a part of our everyday lives. These 
AI algorithms/models have been increasingly used in hospitals including clinical 
laboratory settings. Lots of AI tools have now begun to showcase their potential utility 
in clinical microbiology laboratory practice [25].

Conventional medical diagnosis practice of identifying disease-causing agents 
leads to delay in the pre-stage of treatment, given rise to disease proliferation and 
resistance strain development which have resulted in delays and decline in obtain-
ing diagnostic results and adequate treatment. Empirical therapy has significantly 
contributed to the rise of resistant strain development leading to antibiotic resistance; 
in the other hand, conventional methods of diagnosing microorganisms can become 
complicated leading to erroneously diagnosing evolving pathogens. These stages of 
diagnosing diseases are prone to cross-contamination leading to false positives. This 
can be due to factors including human errors, posing a real challenge [26]. The use 
of AI-trained models in identifying pathogenic organisms such as disease-causing 
Pseudomonas spp. focuses on improving accuracy and swift identification alongside 
antimicrobial resistance prediction.

In Medical Microbiology research, a typical general clinical diagnostics practice 
and procedure are to first analyze the isolated bacterial cultures in culture plates. This 
step has proven to be crucial and helps in guiding researchers’ decisions for them to 
identify and undergo further studies including streamlining their choice of antibi-
otic therapies. In a recent study, a group of researchers, at the University of Brescia, 
developed and proposed an AI algorithm, called Deep Colony. This AI algorithm has 
powerful features to interpret the microbial culture plates and could identify bacterial 
species present in the plates.

Tests were carried out on about 5000 culture plates. These plates were processed 
by a large US laboratory involved in the diagnosis of urinary tract infections. Deep 
Colony was able to match the experts’ evaluation and reports in 95.4% instances. The 
algorithm design was motivated and designed using the cognitive process usually 
followed by microbiologists [27].

A typical culture plate normally accommodates several colonies, which you can 
related to several bacterial species or strains. By visually inspecting the plates like 
checking for colonies morphology, microbial researchers can formulate a prelimi-
nary hypothesis of the strain in each colony. A subsequent test can be carried out 
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by subculturing the isolated colony independently employing mass spectroscopy 
techniques.

“Well captured Images of approximately 26,000 isolated colonies of 32 bacterial 
species were identified using a mass spectrometry in several US laboratories or the 
ones included in the [public biology database] American Type Culture Collection.” 
This dataset was collected and employed in training of the initial neural network in 
Deep Colony, strengthening it to estimate the possibility of a single colony containing 
each of the 32 strains Figure 3 [28].

6.2  Microbira: MAAP-IR software

Microbira’s high-quality innovative MAAP-IR software, a certified medical device, 
this device is currently being used in various institutions, including the University of 
Edinburgh and Queen’s University in Canada. The software is known to play a crucial 
role in rapid microbial identification. This is helpful in the clinical laboratory to run 
instant tests thereby eradicating the long wait for test results to be obtained. The 
device has gone through several rigorous medical trials and is set to expand its reach 
globally in the coming year.

Microbira is transforming the healthcare sector, with its innovative AI approach 
and Fourier transform infrared (FTIR) spectroscopy. The company’s Iconic prod-
uct, Microbira Advanced Analytical Platform-Infrared (MAAP-IR), has provided 
a streamlined AI model empowered solution for diagnosing disease causing agents 
in hospitals including clinical microbiology laboratories and laboratories across 
various sectors. MAAP-IR was tried and used for identifying over 20 clinically 

Figure 3. 
An Overview of the Deep Colony System workflow and architecture handling identification, quantitation and 
interpretation phases, from a single colony to the entire plate level [27].
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isolates, including Escherichia coli, Staphylococcus aureus, Candida auris, and possibly 
Pseudomonas species, and this occurred in under 5 minutes beating human method.

One of the key interesting benefits of MAAP-IR is that it is a reagent-free and 
cost-effective approach. This can aid Pseudomonas research significantly by saving 
time and money in running numerous tests for identifications, thus making microbial 
identification both accessible and efficient. The unique tool utilizes both cloud-based 
AI model, E-health applications, features extensive spectral databases and propri-
etary data-fetching algorithms to deliver the quick and reliable results [29].

This cloud-based E-health software provides a rapid, cost effective and adequate 
in vitro diagnostic (IVD) tool for clinics and research base activities combined with AI 
and Fourier transform infrared (FTIR) spectroscopy to produce a “whole organism 
fingerprint,” which is unique to each microorganism.

This powerful system can be helpful to researchers in various bioscience fields and 
industries such as hospitals, food testing laboratories, breweries, veterinary medicine, 
and universities teaching medical laboratory sciences and microbiology, particularly 
interested in Pseudomonas research. Additionally, it is used to address major concerns 
in medicine, such as reducing the proliferation of drug resistance through surveillance 
and detection.

The use of infrared spectral profiling is also sustainable and environmentally friendly, 
such does not require the use of synthetic substances and chemicals, which finds it dif-
ficult to degrade from the environment; it also enables swift and accurate identification 
of pathogenic organisms, which in turn enhances antibiotics prescription [30].

6.3  Ibex medical analysis

Ibex medical analysis tool has proven that AI-powered cancer diagnostics and 
digital pathology are not something of the future but are our current reality and have 
come to stay with it improving in the nearest future, and pathologists globally are 
making use of their high-performance state-of-the-art technology and tools in their 
routine practice. The company Ibex has achieved a significant 157% increase in the 
number of patient cases processed monthly using Ibex’s AI-powered solution and 
has obtained a 178% rise in new customers. This reflects global expansion and their 
commitment to collaborating and releasing solutions, particularly to pathologist, to 
aid and enhance diagnostic accuracy and efficiency. This in turn contributes to the 
improvement of patient’s outcome [31].

Their excellent work and dedication to promoting clinical excellence were 
validated through them obtaining a recent In Vitro Diagnostic Medical Devices 
Regulation (IVDR) certifications, together with data published in a recent study with 
Quest Diagnostics on the high impact of AI-powered workflows [31]. These achieve-
ments combined demonstrate a dogged commitment to upholding a regulatory of 
highest quality, security, integrity, and privacy standards, which have given rise to the 
platform’s cutting-edge performance [32]. Together with a new addition to its Board 
of Directors and key collaborations driving innovation, Ibex continues to strengthen 
its position at the forefront of AI-driven healthcare solutions [31].

7.  Pharmaceutical AI tools

AI and machine learning have achieved exceptional milestone that poses an evolv-
ing prospect in the drug discovery, formulation, and dosage testing of pharmaceutical 
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industry. Researchers can recognize disease-associated targets and predict their rela-
tionship with probable drug candidates, by making use of AI algorithms that interpret 
extensive biological data, including proteomics and genomics. This propels a more 
substantial and targeted approach to drug discovery, thus increasing the possibility of 
successful drug approvals, additionally, contributing to a reduction in the production 
costs by optimizing research and development processes [33]. Drug discovery and 
synthesis is one of the most important applications of AI in transforming the pharma-
ceutical industry.

Drug discovery is a costly and rigorous process, along with a high chance 
of uncertainty. Many drug discovery programs still struggle in spite of recent 
advances in experimental technologies. While it gets successful, these programs 
normally take a long time to complete. This is the case for new tiny molecules that 
take 4–6 years to discover. Other approaches, involving biologics and vaccines, are 
faster and more successful compared to drug discovery, which remain risky and 
complex [34].

The extensive number of chemical compounds, consisting of >1060 molecules, 
supports a large number of drug molecule development [35]. However, without 
advanced technologies the development process will be impaired, leading to a pro-
longed and costly task, and all these can be addressed by using AI [36]. For a rapid 
validation of target and optimization of drug structure, this can be accomplished 
by AI identifying hit and lead compounds [5, 35]. What comes after drug develop-
ment is clinical pre-trials, during which samples from biological origin are tested. 
Subsequently, clinical trials have been carried out to determine the safety and potency 
of the new drugs. It is expedient for pharmaceutical companies to take advantage 
of AI to shorten timelines, reduce the high cost of clinical trial, and increase the 
approval chances by regulatory bodies, guaranteeing a much better and faster 
approach to adequate treatments, dealing with pressing healthcare needs Figure 4.

Another way AI is used in pharmaceutical research is in personalized medicine, 
which fronts the transformative impact of healthcare. Tools driven by AI have the 

Figure 4. 
Top AI companies that are major players in the drug lifecycle. Source: L.K.C Research.
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capacity to analyze the complicated datasets, including clinical, genetic, and personal 
details, streamlining plans for treating patients.

Utilizing this method shortens the adverse effects and enhances therapeutic 
results. Dosage optimizations are also supported by AI, which can be achieved by 
processing specific patient factors and minimizing toxicity risk. Supply chain and 
manufacturing is another important way. AI utilizes techniques such as predictive 
modelling, which enables companies anticipate demand, narrow down production 
workflow, and improve the inventory levels. This helps medication reach out to 
patients quickly and accurately thus decreasing cost and waste. Surveilling the safety 
of drugs also known as pharmacovigilance is essential and improved by AI to rapidly 
process large data.

While conventional techniques depend on inefficient and time-consuming assess-
ment and manual reporting, in the recognition of adverse drug reactions (ADRs), 
whereas AI-empowered methods extend to predicting drug resistance, the improve-
ment of drug composition, virulent factor recognition, and so much more.

7.1  AI identification of antimicrobial resistance

Most diseases associated with Pseudomonas have been implicated for the rise in 
antimicrobial resistance due to the production of biofilms [24]. An AI model devel-
oped by BioMérieux called VITEK® MSB; this system series (bioMerieux, Marcy 
l’Etoile, France) have been empowered with features that can provide results for 
the identification (ID) and testing of antimicrobial susceptibility of various clinical 
isolates and are currently being used in several hospitals including clinical microbiol-
ogy laboratories globally. It can also be used to identify and prescribe specific drugs 
targeted for a particular disease. Several upgrades have been introduced to the system 
over the last three decades, and this has generated a progressive improvement in the 
system’s performance. Recently, there has been a comprehensive revision, which has 
led to the reintroduction of colorimetric reading thereby replacing the use of fluores-
cence technology. In addition, several biochemical substrates and taxa encompassed 
by the broadened database corresponding to the well-established API series (bioMer-
ieux) are created [37–39].

This newly redeveloped colorimetric VITEK-2 Compact system with an additional 
feature such as the Advanced Expert System (AES) (bioMerieux, Marcy l’Etoile, 
France) was assessed for its ability to accurately and rapidly recognize the biological 
clinical isolates and confirm the presence of antimicrobial resistances.

Finally, AI system VITEK-2 and reference API strips (bioMerieux) produced a 
95.8% of compatibility in the identifications of yeasts, Gram-positive cocci (GPC), 
and Gram-negative rods (GNR). A further confirmatory test was carried out, and an 
accuracy estimated to 98.3% was obtained. Also, N90% of identification of GPC and 
GNR was obtained at about 7 hours of incubations. The VITEK AES was recorded to 
have identified 97.7% of antimicrobial resistances, such as penicillin and erythromy-
cin resistances in Streptococcus pneumoniae, vancomycin resistance in enterococci and 
extended-spectrum h-lactamases, oxacillin, and inducible clindamycin resistances 
in Staphylococci. Higher resistant isolates were identified at about 12 h of incubations. 
The recently designed colorimetric VITEK-2 Compact system with AES significantly 
enhanced its accuracy in species and antimicrobial resistance identification, and this 
will be highly applicable to clinical microbiology laboratory activities [40].
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7.2  Enhancing binding affinity for drug design

An important factor in drug design is binding affinity, which illustrates the 
potency at which the molecule interacts with the protein of choice. It is top priority 
to correctly forecast the binding affinity to propel the rapid synthesis of the new 
novel drug, thus taking into consideration and ranking the favorable candidates, 
while making the use of logical design technique in the enhancement of their various 
properties. Binding affinity can further be gotten by the mechanism of recognition 
positioned between proteins and ligands. Various models, including the perfect match 
or lock and key, triggered fit, and structural choice, have been proposed to describe 
the recognition process [41].

PotentialNet family of graph convolutions: These DL models are specifically 
designed for and to achieve a significantly high-performance for protein-ligand 
binding affinity. Therapy developed by using this tool can be used to detect new novel 
drugs for Pseudomonas spp.

By carefully studying and grasping the relationship between the protein and 
ligands, this could lead to the development of targeted therapies. One important 
mechanism used by P. aeruginosa to cause disease is its adhesion to the epithelial cells. 
The adhesion of P. aeruginosa is attributed by surface adhesins, which includes a key 
protein called LecA implicated in the production of biofilms (i.e., PA-IL), type IV 
Pilus (T4P), and LecB (i.e., PA-IIL) and these proteins bind to the glycan ligands on 
epithelial cell surfaces. Additionally, asides their role in adhesion, LecA and LecB 
are responsible for influencing the function of the host cell. Hence, it is important 
to fully comprehend the binding mechanisms for P. aeruginosa adhesins to host cell 
ligands. This would help us gain knowledge into effective techniques to confront 
infections [42].

PotentialNet was selectively designed and has achieved high performance in 
predicting protein-ligand binding affinity. This neutral network that distributes 
among atoms within a system to evaluate its performance in predicting protein-ligand 
binding and molecular properties.

8.  AI tools in agriculture

Agriculture plays a key role in the sustainability and growth of any economy. 
Agricultural activities in many countries have progressed from food and crop produc-
tion to processing, marketing, and distributing crops and livestock products. These 
agricultural activities reduce unemployment and provide raw materials for industries 
thereby improving the gross domestic product (GDP) and developing the economy of 
several countries [43].

However, agriculture has faced some setbacks over the years, these include 
climate change, degradation in soil, pests’ activities, plant diseases, inadequate water 
resources, and lots more, which affect food security [44–46]. Some conventional 
methods employed by farmers to cushion the effect of these challenges are limited in 
the sense that they are labor-intensive, time-consuming, and error-prone due to its 
reliance solely on human expertise [47]. AI has emerged as a precise and efficient tool 
in solving farming challenges [45, 47]. Major uses of AI are very useful in agriculture 
for pest and disease detection using Deep Learning Figure 5.
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8.1  Deep learning-enabled device for disease detection

Pseudomonas species have also been identified to infect plants and cause various 
diseases. Pseudomonas syringae is an important pathogen known to cause diseases 
in plants and one of the well-studied plant pathogens that have served as a model 
for grasping bacterial pathogenicity, molecular mechanisms of plant-microbe 
interactions, microbial ecology, and epidemiology. Other recognized pseudomonas 
pathogens include Pseudomonas mediterranea, Pseudomonas palleroniana, Pseudomonas 
agarici, Pseudomonas asplenii, Pseudomonas cichorii, Pseudomonas constantini, and lots 
more. With emphasis on the challenging and heterogeneity nature of Pseudomonas 
disease in plants, this stresses the urgent need for a comprehensive approach to man-
age and control these diseases [49].

Making use of methods such as CNN in-line with well-optimized Image capture 
using devices like drones, and remittance of data remotely, these systems have been 
equipped to effectively detect and classify pests and diseases in the farm and agricul-
ture at large. By utilizing DL models, drones are integrated with important features 
such as image capturing, data transmission, enabling remote operation, real-time data 
processing, and preventive pest and disease intervention and control. This concise and 
well-structured technique facilitates swift and accurate classification of agricultural 
pests and diseases, with data integrity and security. Comparative studies demonstrate 
that this system significantly improves accuracy and quick response time for pest and 
disease recognition. This surpasses traditional detection methods which can be slow 
and tedious thus optimizing the management of agricultural pests and diseases [50].

8.2  Public dataset commonly used in plant disease detection

Developing algorithms and training computers to identify plant diseases from 
images requires a representative dataset is needed. Several datasets exist, which are 
currently been used to identify plant diseases. It was noted that the most popular and 
used database is the PlantVillage dataset.

However, there are several researchers who have opted to acquiring their custom 
datasets not made available for public use [51, 52].

Right from the inception of the PlantVillage database [53], it has grown widely 
to become the most used dataset for training and developing AI models such as deep 

Figure 5. 
Deep learning detection of plant disease. Esca examples of expected output: (A) the classification, (B) the object 
detection, and (C) the segmentation of images containing esca disease symptoms [48].
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learning-based plant disease identification and severity estimation models [54]. This 
dataset contains a total number of 54,309 images, consisting of 38 different diseases 
affecting 14 crops.

Another very important database that was recently introduced and is currently 
being used in identifying plant diseases is Digipathos, and this dataset contains a total 
of number of 46,513 images cutting across 171 diseases affecting 21 different crops 
[55]. The Digipathos dataset has been used to identify diseases in multiple studies and 
is available at: https://www.digipathos-rep.cnptia.embrapa.br.

There is also a smaller dataset called PlantDoc. This dataset was recently acquired 
and contains a total of 2598 images cutting across 17 diseases affecting 13 different 
crops [56]. The link to this dataset is https://github.com/pratikkayal/PlantDoc-
Dataset.git.

Other datasets include corn disease & severity (CD&S) dataset, RoCoLe: coffee 
disease dataset, and NLB dataset, among others are available for public use. In addi-
tion, many researchers are developing their own dataset and making them publicly 
accessible.

9.  AI tools in plant diseases detection

The main key causes of diseases in plants are the environmental factors and infec-
tions by pathogens [57]. The presence of these diseases leads to plant quality reduc-
tion, hence threatening agricultural productivity and supply, food security, leading 
to economic loss and food scarcity [46]. Detecting and categorizing plant disease 
early enough enhances agricultural effectiveness and reduces reliance on synthetic 
chemical-based treatment that pollutes the environment thereby affecting agricul-
tural workers and final food consumers [46, 52]. The traditional methods of diag-
nosing these plant diseases are exhausting and costly, consumes time, and requires 
laboratory tests; as well as the expertise of trained specialist and farmers, who must 
manually inspect plants looking at the morphological characteristics to detect the 
specific symptoms of diseases. Such detection must be early and proactive to prevent 
the disease from propagating [53, 57].

Researchers have recommended a way to tackle these challenges by using AI 
methods including ML, DL, and computer vision (CV) to rapidly and efficiently 
streamline the identification of plant diseases [53]. By learning from the dataset, ML 
algorithms execute tasks specific to different use case, for example, identify hidden 
patterns, make decisions, and self-improve its performance [53, 58].

Some of the well-known ML algorithms that are familiar and used to classify and 
recognize plant diseases are K-NN, support vector machine (SVM), K-means classifier 
and ANN [53]. These techniques generally follow standard procedures including data 
acquisition, pre-processing, feature extraction, and categorization [59] as illustrated 
in Figure 6.

Only uncomplicated task, such as processing tabular data and non-visual data, can 
be handled effectively by these algorithms. Alternatively DL performs better than ML 
in plant disease recognition, with the ability to handle visual data or samples, and by 
systematically gathering categories and learn from data through multiple layers [53, 61].

DL mimics the human brain equipped with the ability to process images and 
evaluate data [53, 62, 63]. These networks are composed of multiple layers of inter-
connected nodes, which further enable the network process raw videos and images 
(data footage input) to retrieve the interpreted and meaningful outputs (systemically 



Artificial Intelligence in Medicine and Surgery – An Exploration of Current Trends, Potential…

140

Figure 7. 
Layer architecture of CNN [61].

detect and classify categories of interests in plant diseases) [53, 63]. In agriculture, 
there are several DL algorithms that are used, including recurrent neural networks 
(RNNs), CNNs, autoencoders, long short-term memory (LSTMs), generative adver-
sarial networks (GANs), capsule networks, and deep belief networks (DBNs) [64]. 
CNNs can quickly and effectively identify and put together complex patterns from 
large visual datasets to build multilayered illustration for precise image recognition, 
segmentation, and classification shown in Figure 6 [61, 64]. In addition, they can also 
process and categorize video data Figure 7 [65].

These networks have been successfully used in crop classification (as seen in 
Figure 6), weed identification and plant disease detection Figure 8 [64].

With CNNs high efficacy in identifying plant diseases [66], pre-trained models 
such as ResNet-50, VGG-16, DenseNet-121, and Inception V4, have been excellent 
when adapted for identifying plant diseases [67].

Figure 6. 
A graphical illustration of the steps of machine learning [60].
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10.  Conclusion

Pseudomonas are well known for their virulence and resistance to drug; conven-
tional research is not empowered enough to address the evolving nature of the organ-
ism. This further highlights the need for an AI-assisted approach using AI-models 
specifically tailored to handle these challenges. The training of AI-models using 
machine learning algorithms is expanding globally with the market growing rapidly. 
More companies are beginning to position themselves by building advanced models, 
and these models can be embedded into systems and are not only tailored for generic 
use only but can be of impact in various areas including bioscience; providing solu-
tions in the field of medicine for diagnosis and treatment, pharmaceutical for drug 
discovery, and agriculture to tackle plant diseases.

Figure 8. 
Overview of CNN prediction scheme [64].
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Abstract

As the quantity and complexity of data and information needed to care for 
patients increases, the need for efficient and complex computing solutions in 
healthcare rises. Being heralded as the answer, artificial intelligence (AI) continues 
to make inroads into various aspects of medicine and patient care. The surgical 
specialty of urology is one of the earliest adopters of new technology and AI, 
particularly in the area of surgical robotics. The introduction and growth of novel 
technological applications promises to transform urology, making patient care safer 
and more efficient. At the same time, technological evolution is not “risk-free” and 
may be controversial. This chapter will review the advances and developments in AI 
as it specifically pertains to the field of urology.

Keywords: artificial intelligence, urology, robotic surgery, machine learning,  
deep learning, neural networks

1.  Introduction

An English mathematician and pioneer of computer science by the name of Alan 
Turing is credited for sparking initial assessments of artificial intelligence (AI) with 
the simple question: “can machines think [1]?” Mr. Turing’s imitation game, the 
so-called “Turing test,” pits man against machine to determine whether machine 
could convincingly disguise itself as human. Now, in more modern times, AI appears 
more ubiquitous with each passing day. The question has since shifted from the 
philosophical, “can machines think?” to that of mundane tasks, “can machines paint 
me a picture?,” and “can machines do my work?” Regarding healthcare, patients, 
physicians, and hospital administrators alike seem to pose a different question: “can 
machines do a doctor’s job?”

There have been numerous developments in computer and information science 
which have allowed what was once considered “science fiction” to become “science 
fact.” These advancements, such as machine learning (ML) and deep learning models, 
have helped establish AI in healthcare with various applications. The utility of these 
machines may range from organization of clinic appointments to pattern recognition 
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and disease detection on radiographic imaging or pathology slides, and even provid-
ing fine-tuned, highly nuanced assistance to surgeons in the operating room [2]. 
However, the adoption of AI is not uniform across all institutions, and the utilization 
may vary greatly between subspecialties even within the same hospital or health net-
work. In the field of urology, there has been widespread implementation of machine 
applications to improve patient care, outcomes, and overall efficiency [3].

While principles/components of AI are used in technology we have today, some of 
what is included in AI is better classified as cybernetics or intelligent automation or 
augmentation (IA). Cybernetics is “the science of control and communications in the 
animal and machine,” functions mainly on feedback and involves interaction between 
actors (i.e., a robot and surgeon), while intelligent automation is the use of algorithms 
to automate tasks [4, 5]. Intelligent augmentation improves human ability using AI 
systems [5]. Indeed, the AI aspects of learning, reasoning, problem solving, and 
decision making are inherent within the existing technology, yet currently there is no 
product within the medical field that functions fully independently of human inter-
action or oversight. The present state of the art is more of a hybrid model. Further in 
the future would be the potential for fully autonomous technologies and devices.

Here, we explore the possibilities of AI in healthcare and take a finer look at its 
implementation in the field of urology. We will discuss the application of AI in cleri-
cal and administrative duties, diagnostic programs, prognostic predictors, and the 
operating room itself (see Summary Table in Appendix). Throughout, we will provide 
relevant synopses of up-to-date studies of applied AI, highlighting both success and 
failure. Afterward, we will consider common concerns against AI and attempt to 
navigate a path forward despite overarching uncertainties.

2.  Administrative uses

AI is revolutionizing administrative roles in healthcare by automating and opti-
mizing key processes, reducing costs, and improving efficiency. AI-driven systems, 
such as chatbots and rule-based expert systems (RBES), streamline workflows in 
divisions such as patient care, billing, and resource management. AI has been utilized 
in a domain known as Expert Systems (ES), which has been used since the early 1960s 
and continues to be utilized due to its consistency and completeness [6]. From here, 
there have been branches of computer systems specifically created for medical billing: 
simple systems designed to work with standard software such as Microsoft™ Excel 
(Microsoft Corporation, Redmond, Washington, USA), specialized systems that 
often integrate databases, and Expert-like systems programmed with the knowledge 
component. AI’s integration in billing practices through natural language processing 
(NLP) and ML enhances accuracy in generating procedural codes, decreasing errors, 
improving claim acceptance rates, and mitigating revenue loss [7]. Specifically, codes 
have already been developed that utilize AI to complete a first pass of submitted 
documents to search for specific errors and filter results based on the particular edit 
code. For example, 3M Audit ESTM (3M, Beirut, Lebanon) is a modernized tool for 
analyzing medical claims and has developed an ability to streamline auditing, report-
ing, and management. It is designed to evaluate consistency with medical coding 
guidelines and cross-reference of different aspects of a patient claim, including 
lengths of stay and its related charges [8]. AI has also been utilized to optimize billing 
practices by interpreting operative notes to generate and classify current procedural 
terminology (CPT) codes (American Medical Association, Chicago, Illinois, USA) 
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and accelerate the process, complemented by ML. Specifically, CPT code descriptions 
are often complemented with details from insurance policy documents. This may 
include details regarding a specific procedure as well as support for its reimbursement 
based on medical evidence [9]. NLP has been used to analyze clinical documentation 
in electronic medical records (EMR) to create codes for diagnoses and comorbidities, 
thus smoothing out the billing process and workflow. NLP-based systems improve 
revenue cycle management and have even been reported to have accuracy as high 
as 96% [7]. Through this, AI continues to not only revolutionize the efficiency of 
such systems, but also advance its functionality and applicability within healthcare, 
estimated to have saved $300–$450 billion annually in 2013 [10].

The use of AI does not stop at billing. In fields like urology, chatbots can address 
administrative burdens by triaging patients, managing follow-up care, and handling 
symptom prioritization. One of the key advantages currently being evaluated is the 
ability of AI-driven chatbots to provide individualized medical advice to patients. 
AI-based chatbots in urology such as PROstate cancer Conversational Agent 
(PROSCA) (Systems Applications and Products in data processing Societas Europaea, 
Walldrof, Germany) and Sneha AI (SnehAI) (Population Foundation of India, New 
Delhi, India) may aid in improving decision-making by cross-referencing patient data 
and medical records, providing evidence-based recommendations for the diagnosis 
and treatment of patients [11]. Chatbots may be deployed as tools for urological 
symptom checking, health screening, patient education, counseling, lifestyle change, 
and post-treatment follow-up care [12]. These tools reduce unnecessary in-person vis-
its, saving patients and providers valuable time and resources while ensuring continu-
ity of care. By optimizing these processes, AI empowers administrators to shift focus 
toward strategic planning and improving the patient care experience.

It is no secret that there is still much room to grow. AI systems are not without 
flaws, and, especially in healthcare, it is of utmost importance to ensure that patient 
safety is not compromised for efficiency. Ensuring reliability and accuracy remains 
one of the most crucial factors for the success of AI and its chatbots. Equally impor-
tant is ensuring patient privacy and security. With much of the current AI software 
storing information in cloud storage and within its memory system, patients must be 
assured their personal information remains restricted and inaccessible to unauthor-
ized users. Their successful implementation requires meticulous design, seamless 
workflow integration, and ongoing system updates to maximize functionality and 
user adoption.

3.  Diagnostics

The key to successful treatment of any disease is an accurate diagnosis. This is 
often not as straightforward as desired, given the nuances and variations in patient 
presentation coupled with genetic and environmental influences. Multiple pieces of 
data must be interpreted and combined to arrive at a diagnosis, and as a result this 
process can be time consuming. Using AI solutions such as ML, deep learning (DL), 
and convolutional neural networks (CNNs), these data can be rapidly processed in an 
accurate manner, leading to a precise and quick diagnosis. These solutions are being 
applied throughout urology to improve oncologic, stone disease, and renal pathologic 
diagnoses.

Within uro-oncology, the detection and depiction of prostate, renal, and bladder 
cancers have shown improvement when AI solutions/models are implemented. AI 
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algorithms combined with prostate imaging-reporting and data system (PI-RADS) 
led to improved sensitivity of prostate and prostate capsule anatomy detection on 
magnetic resonance imaging (MRI) by 78% [13]. This increased sensitivity aids in 
fusion biopsy and brachytherapy planning [13]. Wang et al. conducted a multicenter 
trial of AI ultrasound of the prostate (AIUSP) versus transrectal ultrasound-guided 
systematic biopsy (TRUS-SB) and multiparametric MRI (mpMRI) and found that 
AIUSP significantly increased the detection rate of prostate cancer on subsequent 
biopsy. The detection rate was 49.6% using AIUSP, compared to 34.6% with TRUS-SB 
and 35.8% using mpMRI [14]. AI algorithms have also been used in Gleason grading. 
The PANDA trial showed that AI algorithms performed at the level of expert patholo-
gists with agreement levels of 0.862 and 0.868 on US and European datasets [14]. DL 
algorithms have been found to outperform general pathologists in Gleason scoring, 
with an accuracy of 0.70 compared to a 0.61 rate from the general pathologists. The 
accuracy was validated using review by expert uropathologists [15]. CNNs are also 
used to increase the accuracy of Gleason score assignment.

Similarly, the detection of bladder and urinary tract cancers is positively 
impacted by the use of AI. Cystoscopy is a prominent diagnostic tool for bladder 
neoplasms; however, it is difficult to determine flat tumors with this modality [16]. 
The use of blue light as opposed to white light during cystoscopy has been touted 
to increase accuracy, but this is currently under scrutiny [16]. Various AI solutions 
have been applied to both methods with encouraging results. CNNs have been used 
to detect flat lesions seen in white light cystoscopy. Specifically, the cystoscopy 
AI diagnostic system (CAIDS) was applied to bladder tumor identification and 
achieved an AUC of 0.94 [16]. Yoo et al. created an AI-enhanced platform able 
to predict the grade of bladder neoplasms with ≥98% accuracy for low grade or 
benign tumors and >90% accuracy compared to white light cystoscopy [16]. A 
separate platform piloted by Ali et al. predicts malignancy, invasiveness, and tumor 
grade of bladder cancer from blue light cystoscopy images [16]. The system exhib-
ited 95.77% sensitivity and 87.84% specificity for cancer diagnosis, along with 
88% sensitivity and 96.56% specificity for invasiveness [16]. There is even a DL 
platform for smartphones named EasyDL which diagnoses bladder cancer using 
cystoscopic images uploaded to the app with 96.9% accuracy [16]. CNNs are also 
in development for use in diagnosis of upper tract urothelial carcinoma on flexible 
ureteroscopy [14]. The lymph node metastases diagnostic model (LNMDM) cre-
ated by Wu et al. outperformed junior and senior pathologists in detecting lymph 
node metastases from bladder cancer on histologic slides. AI assistance also helped 
to increase sensitivity and diagnostic accuracy by detecting micrometastases the 
pathologist had not seen [14].

AI applications for radiology and radiomics are aiding the diagnosis of renal can-
cers and nodal metastases on cross-sectional imaging. The Houshyar group developed 
a CNN capable of distinguishing renal tumors on single-phase contrast CT scans and 
calculating tumor volume [14]. It achieved Pearson correlation coefficients of 0.998 
and 0.993 for kidney segmentation and tumor segmentation, respectively, relative 
to human estimates [14]. One important component of diagnostics is distinguishing 
between benign and malignant conditions, which prevents unnecessary interven-
tions. Pedersen et al. developed CNNs that differentiate benign oncocytoma from 
renal cell carcinoma (RCC) on CT scans with 93% accuracy and 94% specificity [14]. 
A predictive model containing a random forest ML algorithm made by Erdim et al. 
was able to correctly determine between benign and malignant tumors on CT imaging 
with 91% accuracy and a 0.915 AUC [14]. CT radiomics with ML algorithms has been 
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applied to identifying lymph node metastases. Baessler et al. found the application to 
be 81% accurate, 88% sensitive, and 72% specific in discriminating between malig-
nant and benign lymph nodes [14].

Not all AI solutions are viable or superior to physicians or current diagnostic meth-
ods. Although there are a myriad of DL systems and AI algorithms for diagnosing 
bladder cancer on CT and MRI, their widespread implementation is hindered by low 
sensitivity and lack of clearly defined radiologic features necessary for reaching a cor-
rect diagnosis [13, 16]. DL and ML models created for automatic histopathologic slide 
reading of bladder cancers were found to perform worse than expert uropathologists 
in detecting non-muscle invasive bladder cancer (NMIBC) [16]. AI applications for 
histologic detection of renal cell carcinoma also perform worse than pathologists [14]. 
These technologies are also limited in availability and most of the histopathologic 
research thus far has been retrospective [16].

4.  Prognostics and clinical prediction

With access to large datasets, AI models will be able to provide powerful, individu-
alized predictions for various urological applications, including providing clinicians 
and patients with improved prognostication for common urologic diseases.

4.1 Infertility

Infertility is a condition affecting approximately 8–12% of couples worldwide, 
with an estimated 40–50% of cases involving male factor infertility [17, 18]. As such, 
the work-up of infertility warrants evaluation of the male partner via semen analysis 
[19]. While microscopic semen analysis is accessible and affordable, semen analysis 
may not be the most useful tool in providing information about a patient’s sperm 
physiology [20]. Sperm concentration, motility, and morphology between fertile and 
infertile patients often share significant overlap, and none of these factors are diag-
nostic of infertility [21]. Multiple studies have highlighted the variability in associa-
tions of components of semen analysis with fertility [22–24]. These findings are likely 
due to the wide variability in human semen across ages, regions, and individuals [25]. 
Though male infertility is multifactorial and can arise through a variety of mecha-
nisms, one of the most severe forms of male infertility is nonobstructive azoospermia 
(NOA), defined as the lack of sperm in the ejaculate not due to anatomic blockage. 
This condition affects approximately 10–15% of males with infertility and is often 
associated with spermatogenic failure, which is the failure to produce viable sperm 
[26]. Given the heterogeneity of semen in both fertile and infertile patients, there 
remains need for investigation of machine learning for evaluation or stratification of 
male fertility. One way in which AI models can assist in diagnosing male infertility is 
through omics models.

The term “omics” is defined as the investigation and assessment of substantial 
quantities of data that represent the make-up as well as the function of a biological 
system at a set level [27]. More specific to medicine are large data measurements 
of molecular markers (genes/genomics, proteins/proteomics) and processes 
(transcription/transcriptomics, metabolism/metabolomics) to gain insight into 
physiological function [27, 28]. There is increasing interest in the use of omics 
models to evaluate male fertility, such as through the measurement of proxies 
for DNA structural integrity. For instance, terminal deoxytransferase-mediated 
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deoxyuridine triphosphate nick end labeling assay (TUNEL), 7,8-dihydro-8-oxo-2′-
deoxoguanosine (8-OHdG), and sperm chromatin compaction have all been investi-
gated as possible markers for male fertility with varying degrees of efficacy [28–31]. 
Tang et al. used whole genome sequencing to identify specific gene variants com-
monly found in patients with NOA [32]. Another study used gene microarray testing 
to identify 215 genes differentially expressed between patients with and without 
NOA [33]. Other omics fields like epigenomics, transcriptomics, and proteomics 
studies have investigated the use of various epigenetic markers, RNA expression, 
and protein levels, respectively, as ways to gain insight into sperm function on the 
cellular level for fertile and infertile patients [20, 34]. Thus, omics models show 
promise in the evaluation of male fertility and may be able to elucidate the propor-
tion of viable and nonviable sperm in infertile patients better than traditional semen 
analysis. However, various shortcomings still exist with the current state of omics in 
the evaluation of human fertility. While studies have investigated many individual 
markers in the evaluation of fertility, literature looking at the interplay between 
markers in different omics fields—and even within the same field—is in its infancy 
[20]. Additionally, omics models are currently cost- and time-prohibitive, though 
this is likely to change in the future with continued innovation [34]. Omics repre-
sents a field ripe for optimization with AI models.

Machine learning may be useful not only for evaluating for male infertility, but 
these modalities are also being investigated in the treatment of male infertility. One 
of the mainstays of treatment for NOA is testicular sperm extraction (TESE), a 
procedure that directly extracts sperm from the testis for use in assisted fertilization 
[35]. Microdissection TESE (mTESE) is a form of TESE involving 20× magnification 
direct visualization of spermatozoa in the testis during the procedure. However, 
shortcomings of surgical sperm extraction exist, resulting in extraction rates of 
approximately 38–50% [36, 37]. Because of this, there is interest in the use of AI/ML 
to stratify patients that may respond to treatment. Bachelot et al. created ML models 
trained on retrospectively collected demographic, hormonal, and fertility character-
istics to predict response to TESE in patients with NOA. The best performing model 
identified serum inhibin B concentration, serum prolactin concentration, age, and 
history of varicoceles as factors most associated with failure of TESE; the model had 
AUC-ROC of 0.90, sensitivity of 100%, and specificity of 69.2% [38]. In the future, 
the discriminatory ability of similar models may be improved with the use of omics. 
Various biomarkers have shown promise in stratifying successful sperm extraction 
via TESE/mTESE in NOA patients. For instance, when TEX1 protein levels were 
detectable, mTESE was successful in 50% of patients with NOA, whereas mTESE 
was unsuccessful in all patients with undetectable TEX1 levels [39]. Other biomark-
ers such as protamine 1 mRNA and microRNAs were associated with more favorable 
predictive values for successful mTESE with maximum AUCs of 0.89 and 0.955, 
respectively [40, 41].

Besides assisting in the stratification of patients with NOA looking to undergo 
surgical sperm extraction, ML models will be able to assist the extraction procedure 
itself. Computer vision models trained on videos captured during mTESE were able 
to identify viable sperm with 1000-fold greater detection speed compared to manual 
identification by an embryologist [42]. Although precision was higher for manual 
identification compared with the model (98.18% vs. 89.58%, p < 0.0001), this study 
indicates that computer vision models may be able to assist manual detection of viable 
sperm, and, with improvements in the model, they may be able to help automate 
detection and extraction [42].
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4.2 Nephrolithiasis

Kidney stone disease incidence has increased over time and AI may prove useful 
in predicting the development of nephrolithiasis. Models using patient demograph-
ics, lifestyle factors, and health data have been able to predict the development of 
kidney stones with 88% accuracy [43]. Other investigators have analyzed whether 
AI models can be used to predict spontaneous stone passage. Solakhan et al. used a 
neural network model trained on demographics, imaging characteristics, and disease 
characteristics from patients that passed stones compared with patients that were 
unable to spontaneously pass their stone. Based on their highest performing model, 
they were able to predict whether a patient would have spontaneous stone passage 
with 92.8% accuracy [44]. In patients requiring operative management of nephro-
lithiasis, AI programs show promise in predicting successful outcomes over 95% of 
the time for percutaneous nephrolithotomy in internal validation studies [45]. AI has 
also been applied to prediction of outcomes for ureteroscopy (URS) in the treatment 
of urolithiasis. Sepsis due to a urinary source is a grave potential complication of 
ureteroscopy that affects between 0.5% and 11% of patients [46]. Unfortunately, 
while risk factors such as positive preoperative urine culture and female sex have 
been identified for the development of sepsis following ureteroscopy, clinical tools 
helping risk stratify patients for developing sepsis are lacking [47]. Pietropaolo et al. 
created a multivariate model to risk stratify the development of sepsis in patients 
undergoing ureteroscopy. Their model was accurate 81.3% of the time, and proximal 
stone location, stent time, size of stone, and total procedure time were most predic-
tive of developing sepsis after URS [48]. Using these models, clinicians will be better 
equipped to plan for postoperative complications and improve disposition planning 
for patients at higher risk of sepsis after endourologic intervention.

4.3 Bladder cancer

Bladder cancer is a urologic cancer with significant morbidity and mortality. Five-
year recurrence rates have been reported from 50% to 70% for non-muscle-invasive 
bladder cancer (NMIBC) [47]. Muscle-invasive bladder cancer (MIBC), characterized 
by invasion into the muscle layers of the bladder, is less common yet more aggres-
sive than NMIBC. Even after definitive treatment with radical cystectomy/urinary 
diversion or chemoradiation therapy, the 5-year survival rate for MIBC is estimated 
to be between 50% and 70% [47]. Given the complex course of bladder cancer, 
there is increasing interest in the use of AI to help predict bladder cancer outcomes. 
Bhambhvani et al. developed a neural network model trained using demographic, 
tumor, and treatment variables to predict 5-year survival rates for patients with 
urothelial bladder cancer. Their model was able to predict 5-year overall survival with 
AUC of 0.70, and 5-year disease-specific survival with AUC of 0.81 [48]. Instead of 
using clinical data, other authors have used AI to risk stratify bladder cancer based on 
immunohistochemical data. Gavriel et al. created a ML random forest model trained 
on the presence and distribution of cancerous urothelial cells, tumor-infiltrating 
lymphocytes (TILs), tumor-associated macrophages (TAMs), and programmed 
death ligand 1 (PD-L1) on multiplexed immunofluorescence slides [49]. Their model 
was able to predict 5-year survival with AUC of 0.89, compared with AUC of 0.64 
using standard tumor, nodes, metastasis (TNM) staging criteria [49]. Given the high 
recurrence rates of bladder cancer, AI has been implemented to help predict bladder 
cancer recurrence following treatment. Hasnain et al. created multivariate models 
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using various anatomic, histological, and pathological variables to predict 5-year 
recurrence and survival. Based on their highest performing model, the variables most 
associated with bladder cancer recurrence within 5 years were higher pathologic stage 
subgrouping (i.e., whether the bladder cancer was organ confined, extravesical, or 
node positive), higher pathologic stage (pT) stage, and greater number of positive 
lymph nodes [50]. Their model had slightly improved overall performance in predict-
ing 1-, 3-, and 5-year recurrence and survival compared to single factor predictors 
such as pathologic stage subgrouping or pT stage; for instance, the F1 value for 5-year 
recurrence was 0.636, compared with 0.623 and 0.583 for pathologic stage subgroup 
and pT stage, respectively [50]. Other models have been created which show greater 
predictive capabilities, though they have not been extended to 5-year recurrence. A 
radiomics model trained on preoperative MRIs of bladder cancer was able to predict 
2-year recurrence with AUC of 0.81 [51]. Another random forest model trained on 
immunohistochemical stains of NMIBC was able to predict 1-year recurrence with 
AUC of 0.86 [52]. AI enhanced cystoscopy, as discussed earlier in the chapter, can also 
be applied to post-operative evaluation for bladder cancer recurrence.

While AI has shown promise in stratifying bladder cancer outcomes, it has also 
been used to predict the outcomes for the specific treatments of bladder cancer. 
Among the treatments for bladder cancer is radical cystectomy, a complex procedure 
with high complication and readmission rates [53]. Because of the highly variable 
postoperative course of radical cystectomy, there is interest in the use of AI to assist in 
prediction and risk stratification of immediate postoperative outcomes, such as infec-
tion, minor complications, and major complications involving cardiac arrest, venous 
thromboembolism, reoperation, and death [54]. Efforts to broadly categorize patients 
as high risk for minor or major complications only showed moderate predictability, 
with the highest performing model demonstrating AUC of 0.67 [54]. Other studies 
have used similar models to predict in-hospital and 90-day postoperative mortality 
with reasonable success, achieving AUC of 0.811 [55]. Zhao et al. investigated the 
role of AI in predicting whether patients undergoing radical cystectomy would be 
discharged home or to higher care facilities. Their model had AUC of 0.80, which 
outperformed prior attempts at similar models [53]. Though radical cystectomy for 
the treatment of bladder cancer is a complicated procedure with a similarly compli-
cated postop course, attempts to use ML to assist in prognostication of postoperative 
care have shown some success.

Chemotherapy is often used as a neoadjuvant therapy to improve survival after 
radical cystectomy. AI has been investigated to improve patient selection for neoad-
juvant therapy to ensure tumor response and decrease potential adverse effects in 
patients with non-responsive bladder cancer. Cha et al. created a radiomics model to 
discriminate between bladder cancers that responded neoadjuvant chemotherapy, 
defined as stage T0 posttreatment, and non-responders to chemotherapy, defined as 
any residual tumor. Based on pre- and post-neoadjuvant chemotherapy CT images, 
they predicted pT stage at the time of cystectomy. Their model showed equivalent 
predictive power compared with the expert radiologists in the study (AUC = 0.73 
vs. 0.76/0.77) [56]. Omics models have also helped identify non-responders to 
neoadjuvant chemotherapy for bladder cancer. For instance, Hepburn et al. utilized a 
genomics model to identify genes that were upregulated in non-responders. In their 
study, CNGB1 was most associated with non-responders, which was corroborated 
in an animal model experiment with CNGB1 knock-out cells showing significantly 
decreased growth in the presence of cisplatin [57–59]. AI shows promise in the predic-
tion of bladder cancer outcomes and treatment response.
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4.4 Prostate cancer

Prostate cancer is one of the most common causes of cancer in men and is the sec-
ond leading cause of cancer deaths in men [60]. Identifying molecular markers may 
help clinicians predict progression of prostate cancer. For instance, ERG gene fusion is 
associated with more aggressive prostate cancers, higher recurrence rates, and lower 
survival rates [61, 62]. However, current methods involving genetic sequencing are 
expensive and time consuming [63]. The use of AI to help bridge this gap has been 
investigated using machine learning models in predicting gene mutations and expres-
sion using pathology slides. Dadhania et al. developed a CNN that was able to predict 
ERG gene fusion status based on hematoxylin and eosin (H&E) stained prostate 
cancer samples with AUC of 0.823–0.851 depending on image magnification [64]. 
Other authors have validated the ability predict ERG gene fusion status using histo-
pathological imaging, as well as predict the loss of the tumor suppressor gene PTEN, 
which is associated with worse outcomes in prostate cancer [65].

Radical prostatectomy is one of the first-line treatment options for patients with 
localized prostate cancer [66]. Given the intimate relationship between the prostate, the 
external urinary sphincter, and the cavernous nerve bundles, potential risks of radical 
prostatectomy include erectile dysfunction and urinary incontinence. Several studies 
have investigated the use of AI in risk-stratifying patients for the development of these 
potential outcomes. Ma et al. developed a model based on surgical gesture timing and 
sequencing during robotic radical prostatectomy (such as spreading tissue, hooking 
tissue, burn dissecting) that was able to predict development of erectile dysfunction 
better than demographic and clinical features alone (AUC 0.77 vs. 0.69) [67]. Other 
studies have focused on the use of clinical data to predict postoperative outcomes. A 
deep learning model created by Hung et al. identified that operative data, such as the 
length of time without movement of the third robotic instrument during vesicourethral 
anastomosis and total procedure length, was significantly correlated with return of 
urinary continence following robotic-assisted radical prostatectomy [68].

Radiotherapy is another treatment option for localized prostate cancer, and its 
effectiveness in some cases is complimented by androgen deprivation therapy (ADT) 
to decrease serum testosterone levels [69, 70]. However, ADT comes with its own risks, 
including hot flashes, muscle loss, osteoporosis, and cardiovascular events [71]. To 
date, a validated, individualized method for determining which patients would benefit 
the most from ADT therapy remains lacking. However, AI may be able to provide 
individualized predictions about ADT use for the treatment of prostate cancer. Spratt 
et al. created an ML model trained on pretreatment histological data and clinical data 
from five clinical trials to predict which patients would have decreased metastasis rates 
and prostate cancer-specific mortality with the use of ADT. Their model was then 
tested on patients from another clinical trial. They found that their model was able to 
successfully predict which patients would show clinical benefit with ADT alongside 
radiotherapy compared with radiotherapy alone. In patients identified by their model 
to benefit from ADT, the trial data showed that the hazard ratios for the development 
of distal metastasis and mortality were 0.34 and 0.28, respectively [72].

Despite treatment, up to 20–50% of prostate cancers develop biochemical recur-
rence (BCR) as measured by prostate-specific antigen (PSA) [73]. As such, improved 
detection or prediction of prostate cancer recurrence may help to decrease prostate 
cancer mortality. Huang et al. created a CNN trained on H&E histological images of 
prostate biopsies to characterize regions of interest (ROIs) patterns that were associated 
with BCR. Their model showed an AUC of 0.78, which indicated superior performance 
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compared with Gleason Grade Group (AUC = 0.62), pT stage (AUC = 0.64), and margin 
status (AUC = 0.51). When also incorporating these clinical characteristics, the model’s 
performance was further improved to an AUC of 0.84 in the combined model [74].

4.5 Renal cancer

Renal cell carcinoma (RCC) comprises approximately 5% and 3% of all cancers 
in men and women, respectively [75]. AI models show promise for renal carcinoma. 
Schulz et al. created an AI model trained using histochemical and radiological images 
of clear cell renal cell carcinoma to predict survival time post diagnosis, achieving a 
mean C-index of 0.779. They also used their model to predict 5-year survival, achiev-
ing an AUC of 0.916 [76]. Interestingly, the addition of genomic parameters did not 
significantly improve model performance compared with histochemical and radio-
graphic data alone [76]. Other studies have investigated the use of omics to predict 
survival in renal cell carcinoma [77]. A multimodal K-nearest neighbors (KNN) 
and support vector machine (SVM) model were able to use gene, isoform, exon, and 
junction expression data from RCC sample RNA-sequences to predict 5-year survival 
with moderate accuracy (AUC = 0.644) [78]. Improvements in predictive capabilities 
were shown by Tang et al. who created a multivariate regression model that used gene 
methylation data from RNA-seq to predict 1-, 3-, and 5-year survival rates with AUC 
of 0.794, 0.752, and 0.731, respectively [79].

For localized RCC, first-line treatment involves partial or radical nephrectomy, 
which is associated with 5-year survival rates between 97% and 78% depending on 
stage for localized RCC [80]. Despite high 5-year survival rates, identifying patients at 
risk of disease progression is vital for postoperative management of disease, including 
the decision to pursue adjuvant immunotherapy. Zhao et al. developed a hierarchical 
clustering model that identified five genomic subgroups of RCC. Using gene expres-
sion profiles of RCC samples taken after nephrectomy, they used a scoring system 
to determine high-, medium-, and low-risk patients. While low- and medium-risk 
patients according to scoring did not have significantly different survival after 12 years, 
high-risk patients had significantly decreased survival with a hazard ratio of 2.62 [81]. 
Other attempts to identify high-risk patients for RCC progression post-nephrectomy 
have focused on different ML modalities. For instance, Chen et al. developed a multi-
modal pathomics and radiomics model that was able to differentiate between high- and 
low-risk patients for decreased disease-free survival with hazard ratio of 13.4 [82].

Unfortunately, RCC may present as an aggressive cancer, with an estimated 
17–30% of cases showing synchronous distant metastasis at the time of diagnosis [83, 
84]. Several studies have used AI to predict the presence of distal metastases. Bai et al. 
created a model combining clinical risk factors and MRI radiomics data that was able 
to predict synchronous distal metastases with AUC 0.731 and 0.677 in the internal 
and external validation groups, respectively [85]. Wen et al. created a similar model to 
predict distal metastases using CT imaging data, with their model achieving an AUC 
of 0.821 in their validation cohort [86]. In the treatment of metastatic RCC, immuno-
therapy may help some patients by decreasing tumor burden and prolonging survival. 
However, overall response rates may be as low as 25% for common immunotherapy 
agents for RCC [87]. Thus, some authors have investigated the use of AI in helping 
predict treatment response to immunotherapy agents in patients with RCC. Khene 
et al. created a radiomics logistic regression model that was able to predict partial 
response or stable disease on nivolumab with AUC 0.91 [88]. Similar studies have been 
conducted for other immunotherapy medications. Negreros-Osuna et al. developed 
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a logistic regression model combining patient demographic and clinical data with 
radiomics variables to create a model that was able to predict response to tyrosine 
kinase inhibitors with AUC of 0.94 [89]. Although the sample size in this study was 
small limiting the availability of a testing group for the model, these parameters may 
prove useful in predicting response to tyrosine kinase inhibitors in the future.

Though these do not represent an exhaustive list of the uses of AI in prediction of 
disease progression and outcomes in urological disease, AI has the potential to change 
how clinicians manage these conditions in the future.

5.  Operative

Adoption of AI in the intraoperative setting is a natural progression for urology, 
as this field was an early embracer of robotics platforms and other technologies. Thus 
far, the application of AI involves adjunctive imaging and decision-making algo-
rithms, along with augmented reality modeling. Ventures into autonomous robotics 
remain in their infancy and are, at the time of this writing, experimental [90].

Several applications are in the development for the management of stone disease. 
AI algorithms have been created to assist with access for percutaneous nephrolithotomy 
(PCNL). Percutaneous access to the renal collecting system can represent a hurdle 
to PCNL as there is a significant learning curve to the mastery of this technique [91]. 
Created by Taguchi et al., the automated needle targeting with X-ray device (ANT-X) 
facilitates accurate needle trajectory for the bullseye percutaneous access technique [91]. 
The puncture success rate (1.82 vs. 2.51 punctures, p = 0.025) and median puncture time 
(5.5 vs. 8 minutes, p = 0.049) were significantly improved with this technology in com-
parison with unassisted methodologies [91]. Neural networks are being used to predict 
the ability of a semirigid ureteroscope to fit within a patient’s ureter [91]. This informa-
tion can help surgeons determine whether active dilatation of the ureter in a single stage 
procedure or passive dilatation with a stent in a staged approach is more appropriate.

Imaging algorithms and augmented reality (AR) show promise for improved 
determination of surgical margins in the intraoperative setting. Multiple modalities 
are being applied to robotic prostatectomy as well as to partial nephrectomy. CNNs 
can predict bleeding in the surgical field using images taken from the endoscope with 
a 98% true positive rate [92]. The images are transmitted in 3-second intervals and a 
confidence interval is then reported back to the surgeon’s display, with any interval 
below 100 being indicative of potential bleeding [93]. Porpiglia and Checcucci have 
created MRI-generated prostate models that display tumor properties like extracapsu-
lar extension and fused 3D models within the visible surgical field of the da Vinci robot 
[94]. Using this technology, the rate of extracapsular extension identification improved 
from 47% to 100% in robotic prostatectomies [92]. There are also experiments involv-
ing three-dimensional augmented reality (3D-AR) in robotic-assisted partial nephrec-
tomies, with a trial led by Amparore et al. yielding successful overlaying of models 
using computer vision technology or CNN [92, 95]. Near-infrared fluorescence was 
also used to increase the visibility of the kidney. The challenge to applying 3D-AR to 
partial nephrectomies in particular is the constant need to manually adjust the model 
with patient anatomy [92]. Hailfler’s group was able to use ML analysis of Raman 
spectroscopy to differentiate renal cell cancer from benign renal tissue in a laboratory 
study [92]. The accuracy was 92.5%, with a 95.8% sensitivity, and an 88.8% specificity. 
If successfully translated to the operating room, the technology could potentially facili-
tate real-time intra-operative determination of surgical margins [92].
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The desire to decrease variation in surgical technique and outcomes, as well as 
advances in AI, has led to robotic surgical platform development and consideration of 
autonomous robotic surgery. While there are several robotic systems, few of them possess 
meaningful autonomy, and all require human control or oversight. Autonomy has been 
defined in terms of levels, ranging from nil to full [96, 97]. The highest level that has been 
achieved is Level 3, conditional autonomy (Table 1). Within the realm of urology, 11 sur-
gical robots have FDA approval for use. Of these, there is one Level 2 and a single Level 3 
machine. One platform has been marketed for its ML capabilities; however, these are not 
included in its FDA clearance [96]. One obstacle to full autonomy is the challenge of pro-
gramming multi-step complex procedures during which the surgical field is continuously 
changing as the surgery progresses. Automation of surgical assistant tasks and eventually 
soft tissue surgery represent the most feasible steps forward in the path to full autonomy. 
Furthermore, continued autonomous surgical trials are necessary to determine safety and 
efficacy versus current methods. These efforts raise interesting medicolegal questions.

Autonomy level Definition* System Use

Level 0: no 
autonomy

No autonomy. Devices with no 
robotic equipment.

Level 1: robot 
assistance

The robot provides mechanical 
guidance/assistance during a 
task but the human operator has 
continuous control of the robot.

Da Vinci X, Xi
Da Vinci SP (single 
port)
Soloassist II
Artemis (ML)
AmaKris SR1-A
Monarch Platform
Hand X
Maestro Platform
Canady Flex 
RoboWrist

Urologic surgical procedures
Urologic surgical procedures
Laparoscopic surgery/MIS
Prostate biopsy, interventional 
prostate procedures
TPPB, prostate brachytherapy
Ureteroscopy, ULL
Laparoscopic surgery/MIS
Laparoscopic surgery/MIS
Laparoscopic surgery/MIS
Laparoscopic surgery/MIS

Level 2: task 
autonomy

Task specific robot directed by 
a human operator. The surgeon 
gives parameters for the task and 
the robot then performs the task.

PROBOT1

EUCLIDIAN
STAR1

AquaBeam

TURP
Prostate brachytherapy
Soft tissue surgery
Prostate resection

Level 3: 
conditional 
autonomy

Robot generates task strategies 
but the human operator selects 
from various strategies and/or 
approves the strategy suggested 
by the robot. The robot performs 
tasks without close oversight.

MrBot1

iSR’obot
Prostate brachytherapy
Prostate biopsy

Level 4: high 
autonomy

Robot creates surgical plan and 
executes the plan once approved 
by the surgeon.

N/A N/A

Level 5: full 
autonomy

Robotic system makes decisions 
about and performs the whole 
operation independently.

N/A N/A

*Definitions adapted from levels of autonomy in surgical robotics [96]. System acronyms and companies provided in the 
Appendix.
1Not FDA cleared or approved.
MIS = minimally invasive surgery, ML = machine learning capabilities, TPPB = trans-perineal prostate biopsy, 
ULL = ureteroscopy with laser lithotripsy, TURP = trans-urethral resection of the prostate, N/A = not applicable.

Table 1. 
Levels of autonomy in surgical robots.
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Other than the technical and programming aspects of creating robots with 
Level 4 or 5 autonomy, the FDA clearance process is challenging. To obtain 
approval of a new device, either a 510(k) must be granted or a De Novo approval 
given. A 510(k) approval is based on predicates; however, machines with such 
high levels of autonomy would not have any predecessors or comparable devices 
to achieve this [96, 97]. FDA classification is risk-based, with Class III being the 
highest risk and possessing the strictest approval guidelines [98]. Current Level 2 
and 3 systems use surgeon oversight and review to reduce risk, but a Level 4 or 5 
robot would not have such oversight, making risk-reduction difficult [96]. Given 
this, it has been suggested that Level 4 and 5 robots would be categorized by the 
FDA as Class III devices, which necessitates premarket approval (PMA) [96]. Class 
III approval requires substantially more time and monetary investment, which 
could have the unintended consequence of excluding smaller robotics companies 
as well as creating a bottleneck in advancements [96]. Fees include annual registra-
tion, PMA, and annual reporting fees, which can altogether total $568,990 [99]. 
There are discounts available for small businesses, which would lower the costs 
to $149,208 [99]. Lastly, the level of decision making that would be afforded to 
a Level 4 or 5 robot raises the idea that the device itself is practicing medicine. 
Should that hold true, medical societies would need to be heavily involved in regu-
lating these robots [96]. Indeed, a significant amount of collaboration between 
medical societies, regulatory bodies, and engineers is necessary to appropriately 
determine the proper path forward.

6.  Ethics and pitfalls

The use of AI in urology, and in medicine, is not without potential sticking points. 
This is not to say that AI has no place in the clinic or the operating room. AI can be 
properly adopted and accepted by patients, physicians, and the healthcare system 
when concerns regarding ethical standards, energy infrastructure, and medical 
guidelines are addressed.

For the patient, the prospect of a healthcare provider relying on AI is unsettling. 
According to a 2022 survey of 11,004 U.S. adults, 60% of respondents were uncom-
fortable with the idea and 33% believed it would lead to worse outcomes for patients 
[100]. When explored further in a survey of 600 Floridians, the anxiety appeared 
to stem from fear of losing the “human touch” in medicine. The public was rather 
confident in the ability of AI to efficiently complete clerical tasks like scheduling 
appointments (84.2%). However, tasks of extensive interaction, such as administer-
ing prescribed medications (33.7%) or assisting with surgical procedures (46.2%), 
produced greater discomfort [101]. A thorough review of patient perspectives on 
37 different articles concluded that patients were not fully considered in the utiliza-
tion and development of AI in healthcare. Of the articles reviewed, negative patient 
attitudes toward AI were derived from the “lack of human supervision in care” and 
“potential risk of job loss” [102].

For the physician, AI may represent technological breakthrough or their own 
professional obsolescence. Large Language Models (LLMs), such as the now famil-
iar ChatGPT, respond to medical prompts with United States Medical Licensing 
Examination (USMLE) accurate results that are seemingly indistinguishable from 
that of their human counterparts [103, 104]. Newer LLMs specifically trained on 
biomedical data have demonstrated human parity in text generation and data mining 
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[105]. On one hand, this opens doors for greater overall healthcare coverage, such that 
anyone with a Wi-Fi connection may find answers to pressing medical questions and 
concerns. On the other hand, the value of primary care and consultative services may 
be devalued.

In truth, LLMs do not comprehend the language that they themselves speak. 
Rather, these programs regurgitate digestible responses from a massive bank 
of prepared information [103]. The term “stochastic parrot” has been used to 
describe LLMs for their ability to echo pre-existing literature [106]. By simply 
parroting the information that is fed to them, they are at risk of spreading imbed-
ded misinformation. In at least one reported instance, ChatGPT was successfully 
coaxed into assembling a fraudulent, yet seemingly genuine, scientific paper 
[107]. The current situation of AI is not dissimilar to the early years of WebMD, 
which led to medical personnel distrust and an increase in self-diagnosis (and 
self-misdiagnosis) [108]. While ChatGPT has shown high diagnostic accuracy, 
it was found to have a significantly higher unsafe triage rate when compared to 
other programs like WebMD. At least 2 of the 3 emergency medicine physicians 
surveyed advised a more urgent level of care (home care vs. PCP follow-up vs. 
emergency care) than ChatGPT in 41% of cases, compared to 19% for WebMD 
[109]. To realize the full potential that LLMs offer the world of medicine, health-
care workers, LLM engineers, and governmental bodies must remain vigilant to 
minimize misinformation [110, 111].

The header of the American Urology Association (AUA) webpage reads:

“Attention: You are prohibited from using or uploading contents you accessed through 
this website into external applications, bots, software, or websites, including those 
using artificial intelligence technologies and infrastructure, including deep learning, 
machine learning, and large language models and generative AI [112].”

This statement, and the blocking of ChatGPT and Google’s Gemini via network 
access at large health care organizations, reflects widespread concern regarding 
the integration of AI in healthcare. Like any new technology considered for use in 
medicine, LLMs are undergoing varied and rigorous clinical trials to evaluate the 
effectiveness and safety. A 2024 review of clinical trials identified five currently 
published and 22 ongoing studies with the goal of discovering gaps in research 
[113]. This review discusses the general focus of LLM use in documentation and 
diagnostic aid, and subsequent neglect of its use in patient interactions and edu-
cation. Overall, the application of LLMs in healthcare demands more stringent 
investigation. One randomized controlled trial revealed errors within 36% of 
ChatGPT-assisted documentation [114]. Another significant barrier to further 
research and implementation is the lack of HIPAA compliance. The rapid techno-
logical advancement of the twenty-first century far outpaces the legislative action 
to update patient privacy laws in the digital age [115]. As LLMs are not within the 
purview of this law, these software systems cannot legally handle private patient 
data [116].

The development and deployment of LLMs throughout healthcare has significant 
monetary and energy costs. The training alone for ChatGPT-3 emitted 552 tons of CO2 
and consumed 1287 megawatt-hours, or approximately the energy use of an average 
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American home over 120 years [117, 118]. The overall ecologic impact and carbon 
footprint of several LLMs were evaluated using Software Carbon Intensity (SCI), 
a metric released by the Green Software Foundation to calculate the rate of carbon 
emissions for a particular software system. During this assessment, the total amount 
of energy required by a single LLM (GPT-J 6B) over its server’s lifespan was estimated 
to be 1285.47 kilowatt-hours. Each instance of the GPT-J 6B model was then calculated 
to emit 8.2 g carbon dioxide equivalents (CO2e) [119]. Compare that to a single Google 
search, which in 2009 was said to be equivalent to 0.2 g CO2e [120]. It should be noted 
that energy- and resource-intensive LLMs are not necessarily better tools depending 
on the task. With each iteration of GPT, the opportunity to develop more energy 
efficient models arises.

The financial strain of implementing AI in medicine is much more nuanced and 
difficult to assess. When considering the infrastructure, training, and maintenance 
of AI, fiscal estimates range between tens of thousands to half a million dollars per 
institution [121]. This being true, potential savings and increased revenue may be 
orders of magnitude greater. Some estimates place widespread implementation at 
$200–$360 billion dollars saved annually for the United States [122]. As we move 
closer toward universal AI adoption, focus on cost versus value continues to evolve. 
As essentially living entities, algorithms may decay or change over time as new 
situations arise (e.g., the COVID-19 pandemic). To maintain LLMs and AI in health-
care, trained personnel must monitor for such perturbations and seek to account for 
them. The need for highly specialized teams that are technologically equipped may 
prove costly. In an early 2025 interview, a chief data scientist at Stanford Health Care 
debated the viability of implementing AI in the event that it results in higher overall 
costs for patients [123].

7.  Conclusions

Since the inception of the concept of AI, there have been and will continue 
to be substantial strides made, which are applicable to urology and medicine. 
The strictest definitions of AI are yet to be realized within medicine, but there is 
progression and effort toward this. As with any tool or technology, safety and ethi-
cal concerns will arise. Vigilance is needed to explore and answer the concerns and 
questions outlined above. While uncertainty remains regarding how AI will shape 
the practice of urology and the medical field as a whole, this is an exciting time to 
be alive.
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Da Vinci: Intuitive, Sunnyvale, California, USA.
Soloassist II: AKTORmed, Neutraubling, Germany.
Artemis: Eigen Health, Grass Valley, California USA.
amaKris: Augment Intelligent Medical System (China), Nanjing, China.
Monarch: Ethicon (Johnson & Johnson), New Brunswick, New Jersey, USA.
Hand X: Human Xtensions, Netanya, Israel.
Maestro: Moon Surgical, Paris, France.
Canady Flex: US Medical Innovations, Takoma Park, Maryland, USA.
Robowrist: US Medical Innovations, Takoma Park, Maryland, USA.
PROBOT: Prostatectomy ROBOT.
 EUCLIDIAN: Endo-Uro Computer Lattice for Intratumoral Delivery, 
Implantation, and Ablation with Nanosensing.
STAR: Smart Tissue Autonomous Robot.
AquaBeam: Procept Biorobotics, San Jose, California, USA.
MrBot: Philips Medical Systems, Cleveland, Ohio, USA.
iSR’obot: Biobot Surgical, Singapore.
EUCLIDIAN and STAR are not mass produced by a major company.

Urologic disease Applications of AI

Infertility • Individualized evaluation of infertility [26–31]

• Stratify mTESE response [36–39]

• Identify viable sperm after mTESE [40]

Urolithiasis • Predict the development of urolithiasis [41]

• Predict spontaneous stone passage [42]

• Assist in access for PNCL [89].

• Stratify response to operative intervention [43]

• Predict postoperative complications [45, 46]

Bladder cancer • Assist cystoscopic diagnosis [12, 14]

• Predict up to 5-year outcomes following resection and/or chemotherapy [48–52, 56, 57]

• Stratify post-operative complications [53–55]

Prostate cancer • Assist in radiologic diagnosis [11–13, 90]

• Predict mutation status using histopathology [62, 63]

• Stratify post-operative complications [65, 66]

• Predict response to ADT during radiotherapy [70]

• Predict prostate cancer recurrence [72]

• Task and conditional autonomy robots for biopsy, brachytherapy, and transurethral 
resection of the prostate [96]

Renal cancer • Assist in radiologic diagnosis [90, 93]

• Predict up to 5-year outcomes based on radiological and histochemical images [74–77]

• Stratify risk for synchronous metastasis at time of diagnosis [83, 84]

• Stratify postoperative outcomes following nephrectomy [79, 80]

• Predict immunotherapy response [86, 87]

Table A1. 
Summary of potential applications of AI in various urologic diseases.
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Chapter 8

Role of Artificial Intelligence (AI) 
in Family Medicine
Daryoush Shahin, Samantha Sostorecz, Adil Shariff, 
Anna Ng-Pellegrino and Andrew Goodbred

Abstract

This chapter examines the advantages and disadvantages of integration of arti-
ficial intelligence (AI) in family medicine and primary care. We first provided an 
overview of the history of AI in medicine and discussed the different modalities that 
AI has to offer in the clinical and academic areas of family medicine. We highlight the 
opportunity for AI to facilitate patient care in a more efficient manner. The reader’s 
attention will then turn to AI’s effect on medical providers, patient care, office work-
flow, and medical education. Lastly, we explore the various ethical considerations, 
safety, potential challenges, and future opportunities for implementing AI to utilize 
patient-centered care more efficiently.

Keywords: family medicine, primary care, artificial intelligence (AI), machine learning 
(ML), deep learning (DL), AI applications, AI and medical education

1.  Introduction

1.1 Overview of artificial intelligence and its role in healthcare

Our team of authors provided an extensive literature search across the aca-
demic databases, such as Google Scholar, Embase, and PubMed. Keywords typed 
into the search query included Family medicine, Artificial intelligence, Primary 
care, Machine learning, Deep learning, and AI applications in medicine. We 
narrowed down our literature search to studies related to AI in family medicine 
and primary care to meet our inclusion criteria. Literature that did not meet 
this criterion was excluded. Artificial intelligence was introduced to healthcare 
in 1950 by Allen Turing [1]. John McCarty later refined the idea, replacing the 
“Thinking” with “Intelligence,” as AI was designed to analyze data like the human 
brain [2]. Advancement in AI, especially in data analysis and decision-making, 
has revolutionized healthcare by empowering it with faster insight and informed 
decisions. AI can quickly process large volumes of data, identify complex relation-
ships, and predict disease development, such as diabetes and cancer [3]. Over 
the past 70 years, its integration has dramatically impacted medical science, with 
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widespread investment in its adoption [4]. AI has been overcoming its integra-
tion challenges through the decades, with popularization in the 1980–1990s and 
considerable progress in the 2000s [4]. Today, AI’s self-learning capabilities and 
its neural network have transformed clinical practice, improving diagnosis, 
workflow efficiency, and enabling more personalized medicine [2]. AI-assisted 
tools are now widely used to enhance disease monitoring and treatment.

AI has been integrated into medicine through various subfields, such as Machine 
Learning (ML), Deep Learning (DL), and Computer Vision (CV) [5]. ML involves 
using data to train algorithms that recognize patterns, make decisions, and con-
tinually iterate, enabling applications to personalize patient care through clinical 
decision-making rather than static algorithms [6, 7]. For example, in 2016, an AI 
system demonstrated the ability to diagnose diabetic retinopathy by analyzing 
medical images. DL, a subset of advanced ML, utilizes different platforms to create 
artificial neural networks (ANNs) that mimic the human brain’s decision-making 
abilities [8]. DL processes input data without manual intervention and simplifies 
high-dimensional data into lower-dimensional categories [8]. CV enables a machine 
to learn from images or videos [8]. DL has significantly proven to improve prediction 
accuracy when used in computer vision, natural language processing (NLP), and 
voice recognition applications [8].

2.  Current AI-based applications in medicine

The following are examples of current AI-based applications that are available for 
use in medicine:

2.1 Administrative support

ChatGPT: Developed by OpenAI, ChatGPT has transformed healthcare dramati-
cally due to its language processing abilities [9]. It produces a comprehensive human-
like language and helps to provide proper patient communication, clinical decision 
support, data management, and personalized treatment strategies [9]. Available 
online: https://chatgpt.com/

Dragon medical one: Nuance Communications company created this application 
to enable healthcare providers to dictate their notes into the Electronic Medical 
Record (EMR) system and capture the data precisely. Its intent is to provide 
efficiency with a medical provider’s schedule, so that there may be more time 
for the medical provider to interact with patients [9], Nuance Dragon Medical 
One. Available online: https://www.dragonmedicalsoftware.com/products/
dragon-medical-one-cloud-based-speech-recognition

Suki assistant: Created by the Suki company, this application creates medical 
notes by listening to patient-physician conversations and allocates the relevant 
diagnosis code into the note [9]. Suki Assistant. Available online: https://www.suki.ai/
technology/

Corti: Corti is a product of the Corti company that creates real-time translation 
of various patient-physician conversations and at the same time highlights critical 
clinical information. It is also able to determine the relevant diagnosis code (Current 
Procedural Terminology (CPT) or The International Classification of Diseases, 
Tenth Revision (ICD 10)) to the assigned diagnosis [9]. AI-Powered Patient Triaging. 
Available online: https://www.corti.ai/solutions/engage
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Google Bard: Now known as Gemini, it is powered by Google to compete with 
ChatGPT. Google has enhanced Gemini’s information database through medical 
journals, textbooks, and clinical notes to generate medical content, including patient 
care support tools, medical diagnoses, and suggested treatment plans [9]. Available 
online: https://gemini.google.com/app?hl=en].

Ellen AI: Ellen AI facilitates auditory explanation by converting text to voice 
explanation for patients, collaborating with ChatGPT to provide comprehensive 
patient support and treatment plan accuracy; [9]. Available online: https://healthcare.
boardofinnovation.com/ellen-ai/ (accessed on July 22, 2023).

Abridge: Abridge is a digital scribe tool. It also has the ability to provide visit 
summaries to patients. Krishna et al. collaborated with Abridge to generate a method 
to produce semi-structured clinical notes from clinical conversations, which is called 
SOAP: Subjective information given by patient; Objective information, e.g., lab 
results; Assessment by doctor; and a Plan for further management [10, 11]. Available 
online: https://www.abridge.com

2.2 Clinical decision support

Glass AI: Powered by Glass.AI, it generates a full list of differential diagnosis 
by providing signs and symptoms of the patient. It also offers the clinical plan and 
appropriate treatment [9]. Available online: https://glass.health

Regard: Regard is an AI automation company that created Co-Pilot for clinicians. 
Co-Pilot is an AI tool that is incorporated into EMR systems to write clinical notes and 
offer diagnostic suggestions. This tool helps to improve clinician efficiency and time 
for medical decision-making [9]. Available online: https://regard.com

Redbrick: Developed by RedBrick AI, it is a unique application for medical imaging 
that assists clinical providers with annotating and segmenting computed tomography 
(CT) scan, magnetic resonance imaging (MRI), and ultrasound [9]. Available online: 
https://redbrickai.com

Unlearned AI: Unlearn is a company that assists users in understanding keys to lon-
gevity and human connection. Unlearn.AI uses generative AI to create digital twins of 
sample patients, providing a view of potential health outcome under different scenarios. 
It provides personalized treatment plans, monitors health progress, and assesses the effect 
of different treatments on users’ health [9]. Available online: https://www.unlearn.ai

2.3 Patient engagement

Hippocratic: Powered by Hippocratic AI, this application enhances patient engage-
ment by providing a patient-friendly response. It is designed to be more empathic 
than typical physician responses [9]. Available online: https://www.hippocraticai.com

Gridspace: Produced by the Gridspace company, this application can handle 
phone calls, perform administrative tasks, and answer questions. It is able to perform 
many administrative tasks, such as scheduling, patient reminders, and insurance 
verification. It facilitates the overall healthcare efficiency and patient satisfaction [9]. 
Available online: https://www.gridspace.com

3.  Family medicine (primary care)

Family medicine is a branch of healthcare dedicated to providing comprehen-
sive and continuous care for individuals and families across all ages, genders, and 
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conditions. It emphasizes preventive care, health education, and chronic disease 
management and promotes a comprehensive approach that considers physical, 
emotional, and social factors [11, 12]. Family medicine falls under the umbrella 
of primary care, which also includes other specialties, such as pediatrics, inter-
nal medicine, geriatrics, and gynecology. For our purposes, we may use family 
medicine and primary care interchangeably as they relate to providing preventive 
services and both acute and chronic disease management. Within this field, great 
emphasis is placed on developing long-term relationships with patients from 
diverse backgrounds.

4.  The integration of AI in family medicine

As of 2020, the American Board of Family Medicine (ABFM) reported that no 
publications specifically addressed the application of AI in family medicine, high-
lighting a significant gap [13]. This lack of integration has hindered both patients and 
the field, especially with the increasing demand for primary care physicians (PCPs) 
across the nation. Family medicine, with its holistic, patient-centered nature, is 
uniquely positioned to benefit from AI [14]. PCPs serve diverse populations and col-
laborate with multiple specialties, such as mental health and public health, providing 
access to valuable data that can enhance care delivery.

AI is driving healthcare forward, particularly in primary care, by improving 
technology development and ultimately enhancing population, community, and 
individual health. As one of the most comprehensive fields within medicine, Family 
medicine is uniquely suited to incorporate AI into daily practice. Over 90% of PCPs 
use electronic health records [15], which capture important health data across diverse 
communities. AI technology can use these data to transform the doctor-patient 
relationship and improve care delivery.

AI has the potential to significantly transform family medicine by supporting 
a patient-centered approach. However, challenges and barriers must be consid-
ered when implementing AI technologies in this field [14]. While AI can bridge 
this gap, the use of EMRs has been linked to physician burnout, as they reduce 
face-to-face interaction with patients [15, 16]. To mitigate this, AI solutions 
should be designed to prioritize relationship-building alongside technological 
efficiency. Despite its potential, incorporating AI into family medicine comes 
with challenges, including ethical concerns about data privacy, trust, clinical 
safety, and potential biases in AI models [9]. These issues underline the need for 
transparency, rigorous oversight, and collaboration between technology develop-
ers and medical professionals to ensure AI tools are reliable, fair, and aligned with 
patient-centered care.

4.1 The impact of AI on patient-provider relationship

Ultimately, AI can transform primary care by enabling physicians to spend more 
time with patients by automating tasks, such as synthesizing lab results, imaging, 
and health data into actionable summaries. AI can help providers focus on the human 
aspects of care, therefore strengthening the patient-provider relationship. Engaging 
family practitioners in AI development ensures tools are designed to reduce bias and 
align with the discipline’s goals of improving patient outcomes and fostering mean-
ingful connections [14].
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4.2 The impact of AI on health record documentation

Health record documentation is a major challenge in family medicine, contribut-
ing to healthcare worker burnout and costing billions of dollars due to its time-
consuming nature [16]. EMRs can leverage the power of AI through the use of speech 
recognition and natural language processing (NLP) tools [9]. Ellen AI, Nuance Dragon 
Medical One, Google Bard, and Corti are examples of systems that offer these capabili-
ties [9]. Platforms like Microsoft Teams and Zoom can enhance productivity and 
promote multidisciplinary collaboration [9].

EMR systems integrate patient data and clinical test results, providing fast access 
to health information, past medical history, and reminders for upcoming health 
needs [16]. Adding advanced algorithms to EMRs can help identify care gaps, collect 
healthcare data, and facilitate secure communication between patients and healthcare 
providers. These systems also support research, education, and clinical decision-
making without compromising patient confidentiality [17, 18]. AI tools like DALL-E2 
(created by Open-AI) can create synthetic images from text, expanding creative 
possibilities in healthcare and research [9].

Tools like EMRs can streamline access to patient data, enhance care coordination, 
and improve outcomes [17, 18]. AI can analyze large datasets to offer personalized and 
comprehensive care for diverse patient populations. With its access to a tremendous 
amount of health information, AI can identify statistical patterns and algorithms 
that can be used to better diagnose, treat, or predict individualized-based disease or 
conditions [4].

4.3 The impact of AI on telehealth and telemedicine (virtual care platforms)

Telemedicine platforms were developed to deliver patient care remotely [18]. 
During the 2020 COVID-19 pandemic, the demand for telemedicine rose signifi-
cantly, allowing providers to continue practicing medicine while limiting potentially 
infectious exposures [17–19]. AI can contribute to the practice of telemedicine by 
offering diagnostic support in remote settings through virtual consultations [17]. 
Family physicians can utilize this combination of tools to interact with patients 
remotely, enabling the provider to order all required tests, such as labs or imaging, in 
advance.

Virtual health coaching and patient education allow for direct counseling of 
patients regarding their care. These programs aid in cost reduction by reducing 
hospital or office visits [16].

Telemedicine improves patient care access by reducing geographical and social 
barriers [17]. A systematic review study showed that telemedicine has been well 
received by patients since the beginning of the COVID-19 pandemic and provides 
an excellent example of combining public health concerns, technology, and 
medicine [20].

4.4 The impact of AI on office-based medicine: Administrative efficiency

The role of AI at an administrative level can enhance efficiency, reduce burden 
of workload on the medical staff, and improve patient care. Repetitive clerical tasks, 
such as prior authorizations, eligibility checks, insurance claims, and billing tasks, 
can easily be handled by some AI-assisted programs like Gridspace, which automates 
tasks and facilitates processing documents [16].
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AI can automate appointment scheduling. This system can consider provider avail-
ability, patient preferences, and optimize scheduling based on the urgency and type 
of visit. This reduces no-show rates and improves clinic efficiency. AI can also reduce 
the time patients spend filling out intake forms by using natural language processing 
(NLP) to convert text or voice responses to more structured data. Patients and staff 
can better utilize their time when preparing for the visit. AI can also provide better 
accessibility to patient medical records [9]. In addition, AI tools can aid in medical 
billing by analyzing patient records and generating appropriate billing codes based on 
the services provided. This reduces staff burden and minimizes the billing errors [9].

Finally, AI can analyze workflow patterns within a family medicine practice to 
identify bottlenecks and inefficiencies. By providing action plans to help improve 
processes, AI can improve the overall clinic productivity [9].

4.5 The impact of AI on clinical diagnosis and treatment

AI is transforming family medicine by improving diagnosis, treatment, and 
patient engagement. Since 2020, over 64 AI algorithms and devices had been incorpo-
rated into healthcare, significantly enhancing care delivery [19].

Deep learning (DL) systems are particularly effective in diagnostics, helping 
detect conditions like tuberculosis through X-rays [21] and melanoma through skin 
images [22]. These systems have also made a significant impact on ophthalmology, 
aiding in the diagnosis of conditions like diabetic retinopathy, glaucoma, and macular 
degeneration using fundus photography and optical tomography [23]. AI is also 
helping to improve preventive care in family medicine by analyzing medical images 
like X-rays, CT scans, and MRIs to identify abnormalities such as tumors or fractures, 
reducing unnecessary referrals [16]. Additionally, AI can interpret laboratory data, 
highlighting concerning changes in biomarkers that require follow-up. This ensures 
that family physicians can address issues like hypercholesterolemia in a timely man-
ner, providing proper care to patients [24].

When it comes to risk stratification, AI can predict future health outcomes by 
analyzing historical patient data. This allows healthcare providers to identify high-
risk patients and intervene earlier [4]. AI can also help in reducing diagnostic errors 
by cross-referencing symptoms and lab results, and by flagging potential medication 
interactions or allergies.

By analyzing large volumes of patient data, AI not only helps with accurate diag-
noses but also supports the creation of personalized treatment plans and advances in 
preventive medicine [6, 7]. Tools powered by AI also provide patients with custom-
ized health information, medication reminders, and lifestyle tips, encouraging them 
to take a more active role in their care.

4.6 The impact of AI on patient engagement

While the development and implementation of AI-accelerated clinical workflows 
have a positive impact on clinician effectiveness and healthcare ecosystem advance-
ments, it is equally critical to ensure patients are empowered to utilize these advance-
ments to actively participate throughout their healthcare journey. In our current 
landscape, many electronic medical record companies host patient-accessible online 
portals, enabling users to view lab results and communicate with their care team. 
Such ease of access and transparency are fundamental to creating regular and robust 
patient engagement.
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A secondary aspect of patient engagement is the incorporation of patient-sourced 
data into clinical care plans. Commercially available wearable devices have been 
developed with state-of-the-art technology and AI/ML algorithms to process user 
data, including those from built-in health sensors. While many of these processed 
data are accessible to users, it is essential their healthcare providers also have the 
option to also have access. Bridging this gap requires motivating patients to actively 
participate in their care.

This concept is exemplified in a research study conducted by Estcourt et al., where 
diabetic patients were examined on their motivations to participate in diabetes-
related clinical trials [25]. The study revealed that many participants expressed a 
feeling of empowerment by taking part in these trials [25]. Additionally, it was found 
that participants also joined these research trials as they felt some of their medical 
needs were not being adequately addressed by their usual care providers [25]. This 
highlights the potential for AI-accelerated workflows to facilitate more enriching and 
holistic conversations between clinicians and patients to ultimately work together and 
create actionable plans and goals.

Ensuring equitable outcomes are delivered to patients from all demographics and 
backgrounds is crucial to fostering patient engagement, and ultimately the success 
of AI in healthcare. In this increasingly digital world, while younger patients may 
adapt seamlessly, older patients may face different challenges. A research study by 
Chandrasekeran et al. examined a group of older adults and their willingness to share 
health data from their wearable devices. The study revealed that approximately 80% 
of the study population had positive attitudes toward sharing health data with their 
clinicians [26]. However, this study alongside many other studies revealed a slower 
rate of initial adoption of wearable technology in the older population [26]. It is 
evident that advancements in AI-accelerated workflows must consider the needs of 
every patient demographic to ensure inclusivity and validity.

Family medicine is perfectly positioned to benefit from these AI-accelerated 
workflows. With the broad spectrum of care family medicine provides, family medi-
cine practitioners must be able to synthesize a large volume of information spanning 
across all specialties and create an attainable plan of action for all patients to follow. 
With the assistance of AI, practitioners can synthesize both patient-sourced data and 
clinically validated AI models, to create and adapt to a management plan that continu-
ously stays true to these principles.

4.7 The impact of AI on medical education and residency training

The rapid acceleration of medical knowledge, which took 50 years to double 
in 1950, now requires just 73 days (or 0.2 years) as of 2020 [13]. This exponential 
growth is largely due to advancements in artificial intelligence (AI) and ML [13]. 
Given the transformative role of AI in healthcare, it is essential to prepare future 
family medicine practitioners to understand and effectively utilize these technologies. 
Incorporating AI training into medical school curricula will equip practitioners with 
the skills to leverage AI tools in patient care, improve decision-making, and stay cur-
rent with evolving medical knowledge. Furthermore, addressing the ethical implica-
tions of AI in healthcare is critical, as these technologies must be applied responsibly 
to protect patient privacy, ensure fair access, and maintain trust in medical practice.

To prepare future physicians and orient them to AI-equipped programs and 
devices, we need to revise the medical school and residency curricula and incorporate 
AI into medical school training programs [27]. Medical school professors and faculty 
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should be trained adequately so that they can train their medical students and resi-
dents with critical emerging concepts. Medical education and professions require a 
reform to enable physicians to put a renewed emphasis on communication, teamwork, 
and risk management [28]. This transition significantly requires reformulation of 
undergraduate and graduate medical education programs that help students under-
stand and learn the role of Artificial intelligence within the medical field [28].

From an undergraduate perspective, AI-accelerated learning plans and tools 
should be tailored to the level of medical education appropriate for premedical 
students. Generating broad differential diagnoses can often be a challenge at this stage 
due to the limitations of their knowledge base [29]. Although premedical undergradu-
ate curriculum largely focuses on standardized courses from all areas of biomedical 
sciences, there is considerable potential to integrate AI tools into the more clinical-
oriented courses, such as anatomy, physiology, and pharmacology.

Khumrin et al. have demonstrated this potential by utilizing machine learning 
models trained on clinical cases presenting abdominal pain. The models were assessed 
on predictive performance and clinical relevance for five key differential diagnoses. 
The envisioned outcome was the development of a learning tool for students to inter-
act with a virtual patient presenting with abdominal pain [30]. An AI-accelerated tool 
such as this one would significantly enrich students’ learning plans as they navigate 
the development of their clinical acumen.

From the perspective of graduate medical education and residency, AI-accelerated 
workflows and learning tools should be tailored to a physician-oriented level of learn-
ing, focusing on more complex differential diagnoses and treatment plans.

In the United States, family medicine residency programs last 3 years, after which 
physicians enter independent practice. During this time, residents need compre-
hensive training across several domains where AI can significantly enhance care, 
including preventive care (for early disease detection and easier treatment), deci-
sion support (to assist with diagnoses and treatment plans while reducing physician 
workload), patient self-management (through interactive tools for coaching and 
feedback), and population health (to deliver more effective care at a lower cost while 
supporting overall workforce well-being) [31]. Current studies show that many fam-
ily medicine practitioners lack sufficient AI knowledge [13]. This highlights the need 
to include AI training in medical education to prepare future doctors for a healthcare 
system that uses advanced technology.

In one scoping review of 41 studies, the recommended curriculum for integra-
tion of AI education into medicine was described around three different domains: 
psychomotor, cognitive, and affective [32]. These three domains can help guide the 
creation of a practical and robust curriculum for teaching clinically relevant artificial 
intelligence to family medicine residents.

The psychomotor domain focuses on clinicians effectively analyzing AI-derived 
data in real time, as well as how to comprehensively communicate with patients to 
empower more accurate clinical decisions [32]. As family medicine residents work 
to develop and refine their clinical acumen, they must also develop the ability to 
synthesize these kinds of data while considering possible errors or bias [32]. A practi-
cal example encompassing this domain would be regular interactive sessions with 
popular healthcare AI tools to demonstrate the power of AI-accelerated workflows.

The affective domain focuses on clinicians being positive advocates for AI in 
healthcare and addressing misconceptions [32]. With a common misconception of AI 
making certain specialties obsolete, flourishing a culture of trust and transparency 
is critical for ensuring AI is adopted into the healthcare ecosystem [32]. A practical 
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example encompassing this domain would be regular patient communication work-
shops, where residents explain AI-accelerated diagnostic tools to patients and how it 
positively influences their management plans.

The cognitive domain explores the requirement of providing a baseline under-
standing of different AI applications, including diagnostic, data gathering, and 
assessment. It also emphasizes ML with model development, translation, and use in 
medical knowledge data extraction, all of which are the backbone of understanding 
AI incorporation into medicine [32]. A practical example encompassing this domain 
would be regular didactic sessions on fundamentals of AI and ethical considerations.

It is worth noting that while these envisioned changes hold a great potential in 
changing the landscape of medical education, they may be stalled while waiting for 
key stakeholders to adopt them. Scholars have noted that the industry of medical edu-
cation can be slow to adopt a meaningful change [28]. In a healthcare industry already 
troubled by rising costs and looming physician shortages, AI tools have the potential 
to play a small but impactful role in mitigating the negative effects of these forecasts. 
More importantly, a tighter integration of undergraduate, graduate, and continuing 
medical education is what can position physicians to develop knowledge that spans 
across all elements of the healthcare industry and focus on analyzing outcomes and 
improve performance [28]. Addressing the challenges of AI in healthcare requires 
targeted training for healthcare professionals, particularly those in family medicine. 
By educating providers about how AI can assist with clinical tasks and emphasizing 
the potential for random system errors, practitioners can better utilize these tools 
while remaining vigilant for inaccuracies. Collaboration among healthcare providers, 
policymakers, and technology companies is also essential to create clear guidelines 
that govern AI’s use in patient care, establishing standards that support safe and ethi-
cal AI integration [32].

5.  Challenges and considerations

5.1 Ethical and safety issue

One of the key challenges in incorporating AI into medicine is ensuring safety. Since 
AI systems are machines, they are prone to bias and error, which could result in harm to 
patients. Mistakes related to factors such as age, gender, or ethnicity can lead to incor-
rect diagnoses, misguided treatment recommendations, and inaccurate patient educa-
tion. This highlights the importance of thoroughly validating AI models to minimize 
these risks and protect patient well-being. Bias if not addressed adequately can lead 
to poor clinical judgment and worsen existing healthcare inequality [33, 34]. For this 
reason, the Federal Drug Administration (FDA) provides guidance and suggestions on 
using Predetermined Changed Control Plans (PCCPs) [35]. These plans help improve 
true regular modification to AI-based applications while providing a reasonable assur-
ance regarding device safety and effectiveness. PCCPs help with planned device modi-
fication, related development of methodology, and implement those modifications. 
The FDA continues to oversee PCPs to ensure safety and effectiveness of AI-enabled 
devices [35]. In addition, there are bias mitigating strategies such as preprocessing data 
through sampling before the model is built, processing by implementing mathematical 
approaches, and postprocessing, which would be helpful to mitigate the bias [33]. In 
some specific clinical settings, there is a system to measure the risk of imbalanced data 
biased, which is based on the close collaboration between developer and physicians/
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hospitals. This is called Prediction Model Risk of Bias Assessment (PROBAST) [34]. 
Furthermore, keeping humans in the loop always decreases the rate of bias by oversee-
ing data interpretation and narrowing the criteria for diagnoses [35].

5.2 Transparency

Transparency is another critical ethical concern. AI algorithms may be complex, 
meaning that their decision-making processes are difficult to interpret. This lack 
of transparency can make it harder for people to trust AI. Researchers conducting 
focus groups with patients to see their perspectives and apprehensions about AI in 
healthcare revealed that many people value some level of human input or interaction, 
especially as it relates to their care [36]. Additionally, many patients express their res-
ervations regarding a potential increase in cost and insurance coverage [36]. Despite 
these initial apprehensions, many patients do hold a positive outlook on AI positively 
impacting their healthcare, a sentiment that is crucial to maintain [28]. It is important 
for developers and healthcare providers to build systems that clearly explain how 
AI makes its decisions, as well as ensure that every stage of AI-accelerated workflow 
implementation has proper oversight, reliability, and safety assurances [28].

5.3 Accessibility

Low-income countries are facing challenges to using AI in medicine [37]. AI-based 
health applications require substantial amounts of high-quality data. It is challeng-
ing to obtain these high-quality data in low-income societies and countries, which 
may cause bias to interpret the information [37]. Low-quality data or lack of medical 
equipment and smart technology devices in these countries may lead to collecting 
biased health information, which impacts the reliability of the data. In addition, 
collection and management of the data need to be managed to avoid using data for 
persecution of marginalized groups or communities [37]. Furthermore, limited access 
to specialized care in rural areas may lead to diagnosis without proper follow-up, 
which may cause stigmatization through families or communities, thus potentially 
impacting their quality of life [37].

5.4 Security and privacy concerns

Ethical consideration and regulatory compliance are crucial for safeguarding patient 
privacy and managing sensitive data. As AI becomes more integrated into healthcare, 
strict regulations are necessary to ensure the security of patient information, uphold data 
privacy standards, and promote ethical data management practices. The key to unlocking 
AI’s potential in medicine is balancing new ideas with strong protections. EMR has shifted 
to data gathering from traditional paper records to electronic health data, which puts the 
confidentiality of health information at risk. This raises cross-jurisdictional concerns for 
health information technology professionals [38]. Consequently, some EMRs deidentify 
health data before making them available to the public. It also mandates medical schools 
and organizations to establish more stringent rules, such as getting informed consent 
prior to the release of health data information [38, 39].

Safeguarding and confidentiality of the patient data need to be preserved, and 
any breach of this confidentiality requires a formal request for access to the medical 
records [38].
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We need to ensure that these AI systems are aligned with local privacy regulations 
and ethical principles to protect patient health information. In addition, AI and learn-
ing machines must have oversight and be supervised due to their potential nature of 
bias. AI is designed to help healthcare systems as a tool, but AI cannot be replaced as 
the ultimate decision-maker [38].

Best practices for PCPs using AI should emphasize strict adherence to data privacy 
and patient safety standards. Clinicians must establish clear policies around collec-
tion, storage, use, and sharing of patient data [40]. It is important that organizations 
maintain trustworthiness by taking accountability, and even liability when appropri-
ate, for assuring safety when utilizing AI-based technologies [40].

AI holds tremendous promise in transforming family medicine by improving 
diagnosis, making healthcare more accessible, and fostering personalized patient 
care. However, responsible integration is crucial to realizing its full potential while 
protecting ethical and clinical standards.

6.  Future perspectives

Natural language processing (NLP) is one of the most important emerging trends 
in AI technology [9]. NLP utilizes human-computer interface to generate more com-
prehensive and meaningful human-like languages. This has the potential to enable 
extraction and analysis of valuable data from vast amounts of clinical information, 
including patient health information, articles, and patient-generated data. NLP can 
transform the unstructured provider note to structured data and help to assist in more 
precise diagnosis, treatment selection and recognize lab test characteristics. In addi-
tion, it enables the identification of adverse drug reactions and early disease detection 
through its analysis of patient health records [9].

7.  Conclusion

In this book chapter, we sought to identify the complex roles that AI may have in 
primary care and family medicine. AI can reduce primary care providers’ burdens and 
increase patient satisfaction by allowing the provider to have a more robust attention 
to the patient during visits and allows for a more meaningful time with patients to 
deliver the best care possible.

Conclusively, AI has a significant role in practicing more evidence-based medicine 
and informed decision-making. The integration of AI in primary care aids in pre-
vention, diagnosis, and patient management. However, there are still challenges in 
implementing AI into primary care, which requires more research and focus to opti-
mally overcome them. AI scribes embedded in the EMRs of multiple hospitals across 
the United States streamline documentation during provider-patient encounters. On 
the other hand, AI needs to be incorporated into medical school and residency cur-
riculum. Studies show that learning about AI systems in healthcare has tremendous 
effects on practitioner’s self-esteem and confidence during patient encounters, which 
leads to faster and better care.

Finally, ethical and safety questions surrounding AI are a valid concern that must 
be addressed properly by leaders in both the clinical and developmental phases of this 
process.
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Abstract

Over the last decade there has been a significant increase in the incorporation of 
artificial intelligence (AI) into the field of cardiothoracic surgery. AI has steadily 
gained notoriety from its potential to revolutionize medical decision making, data 
analytics, and genomic processing. This technology has the potential to improve the 
care of complex patients undergoing cardiothoracic surgery, from preoperative risk 
assessment and intraoperative guidance to postoperative monitoring and manage-
ment. AI is being implemented into all dimensions of cardiothoracic surgery at a 
rapid rate. Still, significant challenges to its immediate and widespread implementa-
tion exist as well as practical limitations and ethical considerations that, to date, have 
been outpaced by the incorporation of this novel technology. This chapter will explore 
current developments in AI as they relate to the field of cardiothoracic surgery.

Keywords: artificial intelligence, thoracic surgery, cardiac surgery, machine learning, 
medical ethics

1.  Introduction

Artificial intelligence (AI) is founded on the idea that mechanizing thought 
is possible. The concept was first described in Alan Turing’s 1950 seminal article, 
“Computing Machinery and Intelligence,” where he first introduced the idea of the 
Turing Test or the Imitation Game [1]. The test was an exploration of whether or 
not machines could think. By using three players, Player A (computer), Player B 
(human), and Player C (human-blinded to players A and B) where Players A and B 
both tried to convince Player C that they were human, Turing was able to demonstrate 
that the answers from Players A and B were consistently indistinguishable to Player C 
and therefore, concluded that machines were able to exhibit human thought [1].

Since Turnig’s revolutionary article, the science of making intelligent machines 
that can compete and even outperform human intelligence, has been rapidly develop-
ing along with relevant applications to cardiothoracic surgery. In this chapter we will 
outline the role of AI, which deals with methods that allow systems to interpret and 
learn from data to achieve tasks through adaptation, in cardiothoracic surgery. For 
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the purposes of this chapter, four main components of AI will be covered (Figure 1): 
(1) machine learning (ML), (2) deep learning (DL) and artificial neural networks 
(ANNs), (3) computer vision (CV), and (4) natural language processing (NLP).

Machine learning is a component of AI that uses systems to learn from large 
amounts of data via algorithms which then allows machines to make autonomous 
decisions without external input. ML is classified into three major categories: 
supervised, unsupervised, and reinforcement learning [2]. Supervised learning 
deals with data that are pre-categorized or labeled and relies on classification and 
regression techniques. That is, there are inputs which have some influence on one 
or more outputs and the objective is to use the inputs to predict the value of the 
outputs [2]. Whereas unsupervised learning deals with unlabeled data and relies 
on clustering, dimensionality reduction, and association techniques. That is, 
while there are inputs there are no outputs, and the objective is to directly classify 
the properties or values of the inputs by using the data itself [2]. Reinforcement 
learning is predicated on establishing an ideal behavior, where a specific action 
generates a reinforcement signal, or a positive feedback signal, in this way the 
machine learns how to interact within an environment based on its own experi-
ence and the objective is to maximize reward.

Deep learning is a subfield of ML that uses artificial neural networks to process 
and analyze large, complex data sets [2]. Artificial neural networks consist of mul-
tiple computational nodes, created to mimic the human brain, that are layered within 

Figure 1. 
An overview of artificial intelligence and the relationship of major artificial intelligence methods.
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deep learning algorithms. Each layer includes an input layer, a hidden layer, and an 
output layer and when a network is composed of three or more layers it is considered 
“deep.” Neural networks are provided with training data to improve the algorithm’s 
accuracy before being applied to test data. These models are particularly useful in 
pattern recognition across text, image, sound, and speech data and are capable of 
forming predictions with high validity.

Computer vision leverages deep learning and pattern recognition to allow com-
puters to analyze data from visual inputs such as images and videos, enabling them 
to make recommendations [2]. It processes data by extracting detailed bit and byte 
features, including color. CV can be applied to radiographs, computed tomography 
(CT) scans, and magnetic resonance imaging (MRI) scans to detect abnormal find-
ings, streamline workflow, and improve efficiency.

Natural language processing focuses on how computers interact with human 
language, whether by analyzing text from documents, sentiment analysis, or speech 
recognition [2]. It then enables computers to understand and interpret data.

The objective of this chapter will be to explore how these different AI techniques 
are currently being employed in cardiothoracic surgery. This will be done by moving 
through the different phases of patient care unique to cardiothoracic surgery, start-
ing with preoperative planning and ending with guidance of immunotherapy and 
precision omics (Figure 2). The practical limitations and ethical considerations of 
intelligent computation will also be discussed.

Figure 2. 
The role of artificial intelligence throughout a cardiothoracic patient’s phases of care from preoperative planning 
and patient selection to precision omics and targeted thoracic oncology care.
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2.  Methods

A search using Medline, Pubmed and Google Scholar was performed. Results were 
retrieved for articles published until January of 2025. Search terms included “machine 
learning,” “artificial intelligence,” “cardiac surgery,” “thoracic surgery,” “cardiotho-
racic surgery,” and “congenital cardiac surgery” or any combination thereof. All 
relevant full-length, English articles were reviewed and grouped into one of seven 
categories: (1) preoperative planning and surgical patient selection; (2) surgical 
skills and operative performance; (3) intraoperative assistance and AI-robotics; (4) 
postoperative inpatient monitoring and management; (5) predicting and detecting 
outpatient postoperative complications; (6) applied precision omics and thoracic 
oncology care; and (7) practical limitations and ethical considerations to provide a 
narrative summary.

3.  Preoperative planning and surgical patient selection

Artificial intelligence has the potential to revolutionize preoperative planning and 
patient selection in cardiothoracic surgery. AI has been incorporated at the earliest 
stages of cardiothoracic care to improve the detection of surgical disease and bet-
ter recognize, and risk stratify surgical candidates [3]. AI-driven models have also 
provided a means for preoperative visualization techniques that map patient anatomy 
and pathology in order to enhance surgical strategy and improve patient prognosis 
[4–9], and have even been used to optimize cardiac transplant allocation [10]. This 
section covers the AI-models used in preoperative planning and surgical patient selec-
tion as they relate to cardiac and thoracic surgery.

3.1 Cardiac

AI models may aid in the identification of patients who are appropriate surgical 
candidates and require further evaluation and, or referral. One way this has been 
demonstrated is among patients with valvular heart disease, which is often under-
diagnosed or untimely diagnosed, due to the reliance on echocardiography (ECHO), 
an advanced imaging modality requiring highly trained sonographers, that may not 
always be accessible. However, AI-assisted auscultation has been shown to accurately 
detect valvular disease with 90% precision and only requires a smartphone to identify 
patients who need further evaluation and are potential candidates for cardiac sur-
gery [3]. The use of deep convolutional neural networks (DCNNs) has also enabled 
the diagnosis of left ventricular dysfunction with 85.7% accuracy based solely on a 
patient’s electrocardiogram (ECG) [11]. DCCNs have also shown the ability to detect 
atrial fibrillation with 79.4% accuracy by analyzing ECG patterns in patients in 
normal sinus rhythm [12].

Enhanced preoperative risk assessment to inform surgical patient selection is 
another vital component of the role of AI to improve cardiothoracic patient out-
comes. Current machine learning models have demonstrated superior predictive 
performance when compared to traditional, regression-based, scoring systems like 
the European System for Cardiac Operative Risk Evaluation (EuroSCORE)-II and 
the Society for Thoracic Surgery (STS) risk score [5–9]. Specifically, in patients who 
underwent isolated aortic valve replacement, AI-models surpassed the prediction 
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of five out of seven postoperative outcomes when compared with the STS risk score 
[13]. ANNs have also been used to identify subtle patterns between preoperative 
patient information and postoperative outcomes [14, 15]. These models have allowed 
for a more nuanced prediction of complications in terms of postoperative bleeding, 
pulmonary dysfunction, and dysrhythmias [14, 15].

Augmenting surgical strategy and applying personalized surgical approaches based 
on an individual patient’s anatomy is another area where AI can better inform preopera-
tive planning. CV has enhanced medical imaging analysis across CT scans, ECHOs, and 
facilitated three-dimensional anatomic reconstructions. DCNNs have attained superior 
precision in analyzing cardiac imaging compared to human interpreters in terms of 
regional wall motion abnormalities on ECHO [16]. Similarly, video-based deep learning 
algorithms can assess a patient’s ECHO to evaluate for cardiomyopathy and estimate left 
ventricular ejection fraction with a ROC-AUC of 97% [17, 18].

Deep learning algorithms have also facilitated the detection of cardiac abnor-
malities based on organ dimensions and cardiac vessel anatomy [17]. Studies have 
also found that anatomic cardiac segmentation with convolutional neural networks 
(CNN) aids in early detection of aneurysms, dissections, and other malignant pathol-
ogies [19]. Objective measures of frailty have also been evaluated using CT scans to 
identify patients that are high-risk cardiac surgery candidates [20]. Additionally, 
AI tools can assist in preoperative planning for aortic arch surgery by providing 
insights into optimal methods of cannulation, cerebral protection, and provide an 
ideal intraoperative patient temperature [21] as well as aided in determining the 
need for delayed chest closure during Tetralogy of Fallot repairs [22]. Optimization 
of organ allocation and predictive post-transplant outcomes are other avenues where 
AI is being explored, whereby DNNs may enhance heart transplant organ allocation, 
reduce waitlist mortality, and improve post-transplant survival [10].

3.2 Thoracic

AI-based approaches in thoracic surgery may improve patient outcomes by guid-
ing tumor staging, providing visual mapping for tumor and lymph node resection, 
and minimizing postoperative complications and morbidity. AI techniques for medi-
cal imaging, ranging from chest X-rays (CXRs) to virtual reality (VR), have evolved 
into comprehensive models that enable timely diagnosis and effective preoperative 
planning. AI-driven programs have leveraged CXRs to generate labeled radiographic 
images and swiftly detect pathology [23]. Deep learning models applied to CT scans 
have demonstrated an ROC-AUC of 81% in predicting high-risk, pathologic pulmo-
nary nodules, thereby identifying pathologic nodules at their earliest stages [24]. 
Similar CV models have also used CT imaging to help establish imaging biomarkers 
for thymic-epithelial-tumor histologic classification and TNM staging [25] as well as 
identify adenocarcinoma of the lung and label specific areas most likely to correspond 
with pathology, including adenocarcinoma in situ [26, 27]. Deep learning models that 
evaluate CT scans have also shown the ability to predict disease recurrence in non-
small cell lung cancer (NSCLC) with a ROC-AUC of 93.7% [28].

Advancements of AI-assisted imaging across 3D models, VR, mixed reality 
(MR), and augmented reality (AR) have also facilitated major strides in preoperative 
planning. Whereby, VR technology and 3D reconstructions of patient anatomy have 
helped inform the operative strategy of thoracoscopic segmentectomies [29]. These 
imaging modalities were able to render a comprehensive view of a patient’s anatomical 
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segments and allowed for detailed segment targeting, which led to a change in preop-
erative strategy in 40% of the study population [29]. MR and holographic projections 
of chest wall tumors and the spatial relationship between arteries, veins, and the 
target lesion offer a feasible, highly integrative model for preoperative preparation 
and three-dimensional lesion localization [30–36]. Further, AR has the potential to 
vastly improve ergonomics in thoracic surgery. AR provides an innovative method of 
viewing thoracoscopic surgery that allows the surgeon to receive visual information 
in their natural posture [37]. This is in contrast to traditional monitors, which have 
to be manually adjusted to suit not only the surgeon, but also the operating team 
and medical equipment used in the operating room. Indeed, the use of AR to view 
thoracoscopic surgery compared to standard monitors has shown an improvement in 
intraoperative posture and reduction in muscular fatigue of the surgeon [37].

AI-driven models provide innovative and robust opportunities to improve preop-
erative planning and surgical precision in cardiothoracic surgery. Together, intelligent 
computational systems offer the potential to improve the recognition of surgical 
disease, optimize risk-stratification and surgical patient selection, and provide 
precise, 3D localization of surgical pathology with highly resolute anatomic structure 
identification tailored to the individual patient.

4.  Surgical skills and operative performance

The demands of cardiothoracic surgical performance are high and rely on the 
integration of a vast set of complex technical and non-technical knowledge and skills. 
Understanding operative performance in a meaningful and actionable manner is vital 
to improving patient safety and surgical outcomes [38]. Prior studies have focused on 
defining the technical and nontechnical aspects of surgical expertise, and a com-
prehensive overview of what constitutes an expert cardiothoracic surgeon is beyond 
the scope of this chapter [38, 39]. However, it is important to note that while techni-
cal performance is a vital component of operative performance, a cardiothoracic 
surgeon’s level of performance ultimately depends on the surgical environment in 
addition to the surgeon’s own factual knowledge, situational awareness, interpersonal 
skills, and cognitive flexibility (Figure 3) [38].

In considering a cardiothoracic surgeon’s technical performance, objective motion 
analysis is a data-driven method that can be used to assess surgical skill in a manner 
that also informs patient care [40]. Pose estimation techniques, which track move-
ment within the operative field using video data from surgical procedures (simulated 
or actual), can be coupled with AI-driven algorithms, developed by learning the 
movements of expert surgeons, to detect surgical expertise. Together, this offers a 
framework to establish competency-based benchmarks at various stages of a surgeon’s 
career as well as a method of objectively measuring technical performance [40–42]. 
This technology may also highlight operative skills that are more closely related to 
better patient outcomes as well as enhance cardiothoracic surgical training by empha-
sizing the surgical skills most critical to patient care and providing objective feedback.

Kinematic metrics associated with operative performance and surgical expertise 
that may be readily evaluated using computer vision (without hand markers) are 
outlined in Table 1 [43–51]. Computer vision uses pose estimation to track motion 
without the use of markers, which is created by training an artificial neural network 
on pose data to learn and identify optimal surgical poses [52–54]. Such techniques 
have demonstrated success in evaluating kinematic movements and assessing the 
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performance of surgical technical skills in the operating room and in simulated 
environments [38, 52, 55, 56].

Current pose algorithms can identify poses in time to provide feedback to surgeons 
on their immediate performance as well as associate their kinematic and psychomo-
tor metrics to patient outcomes [57–60]. Additionally, multi-person pose estimation 
[58] and multi-instrument pose estimation [61] has been demonstrated as an effec-
tive method of evaluating group dynamics and coordination in the operating room. 
Pose estimation has also demonstrated the capability of providing feedback during 
surgeries requiring micro-precision instruments [62], making it a practical tool for 
pediatric heart surgery and coronary artery bypass graft surgery. Additionally, when 
a cardiothoracic surgeon’s kinematic data is paired with pose estimation data it can be 
processed by ANNs to designate the surgeon’s level of operative skill [63–65], and is 
capable of classifying expertise with more than 80% accuracy [66].

Objectively measuring nontechnical performance is an innovative and emerg-
ing area of research that has found some success using computer vision techniques 
[67, 68]. Video based data on gaze has been used to aid in the development of situ-
ational awareness among healthcare professionals [67]. Further, attention during 
a task to help identify and understand the mechanisms behind concentration loss, 
poor collaboration dynamics, and increased stress within a team [68]. Kinematic 
measurements have also demonstrated the ability to distinguish communication 
gestures versus goal-directed gestures, which in turn, can be evaluated in terms 
of the team’s ability to respond and their rate of the response [69–71]. Assessing 
group kinematic measurements during an intraoperative emergency also has the 

Figure 3. 
The technical, non-technical skills, and environmental factors that contribute to operative performance.
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potential to reveal dynamic changes in performance across a surgical team and 
provide information into how the team can best support the patient during an 
adverse intraoperative event [72].

Evaluating surgical performance in an objective manner that provides real-time, 
as well as, career-long feedback, could greatly enhance a cardiothoracic surgeon’s 
operative performance and support them in achieving new levels of excellence. When 
paired with AI, the information provided by kinematic data, pose estimation, and 
nontechnical performance may better inform cardiothoracic training, team dynamics, 
and ultimately improve patient outcomes.

5.  Intraoperative AI assistance robotics

An exciting, yet evolving, area of research is the ability of AI to provide intraop-
erative guidance and support cardiothoracic surgeons in attaining the best possible 
outcomes for their patients. This emerging area of research holds the promise of 
informing intraoperative management, guiding surgical tasks, and preemptively 
identifying unsafe practices in the operating room.

Study Kinematic 
metric

Definition Surgical significance

Boyajian et al. [6]
Bann et al. [7]
Xeroulis et al. [8]

Number of 
movements

Number of movements 
needed to complete a task.

An overall measure of efficiency, with 
fewer movements associated with 
higher expertise.

Sharon et al. [9] Change in tool 
orientation

Speed of change in the 
tool angle throughout its 
movement.

Quicker rates of change are related to 
higher expertise.

Boyajian et al. [6]
Xeroulis et al. [8]
Sharon et al. [9]

Time of task 
completion

Duration of time to 
complete a task.

Quicker completion times correspond 
to higher expertise.

Sharon et al. [9]
Glarner et al. [10]
Azari et al. [11]

Length of path Length of the path the 
working hand travels in a 
given task.

An overall measure of efficiency.

D’Angelo et al. [12] Space occupation Area of working space 
that is occupied while 
completing a task.

An overall measure of efficiency, with 
less space occupation corresponding to 
higher expertise.

D’Angelo et al. [13] Idle time Duration of time in 
which there is no to little 
movement in each hand.

Shorter idle times are related to higher 
expertise, signifying less time is needed 
for decision-making.

Azari et al. [11] Acceleration Change in velocity over 
time.

Lower acceleration is associated with 
higher expertise, high acceleration 
movements are indicative of 
compensation for slower overall 
performance.

Kahol et al. [14] Smoothness Change in acceleration 
over time.

Smoother transitions correspond to 
higher expertise and demonstrate 
a higher level of anticipation and 
execution.

Table 1. 
Kinematic metrics of operative performance.
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CV algorithms have been used to determine the proportion of blood identified on 
screen, in terms of pixilation, to calculate and predict total intraoperative blood loss 
[73] as a means of better informing surgeons of anticoagulation and postoperative 
fluid management. Robotic devices powered by machine learning have also been used 
in porcine lung models to localize and target small peripheral lung lesions with biopsy 
instruments at rates of 100% and 93%, respectively [74]. Further, strides in reinforce-
ment learning have shown robotic devices capable of performing surgical tasks, 
including skin incisions [75]. The ability of AI-driven robotics to perform autono-
mous routine tasks is a major breakthrough. However, the long-term objectives of this 
technology are centered on optimizing the surgical procedure itself. Current areas of 
research include the ability of AI to signal the optimal location of port and cannula-
tion sites to maximize surgical exposure and minimize incision size, provide real-time 
feedback on instrument handling and tracking as well as overall performance, and 
alert the operative team of safety concerns to prevent complications.

Intraoperative AI-powered models have been used to detect injury, bleeding, and 
poor patient perfusion as well as predict the need for major blood transfusion during 
cardiac surgery [76, 77]. Together, this information may help members of the surgical 
team better anticipate intraoperative patient deterioration and allow for timely inter-
ventions. AI systems have also been used to manage cardiopulmonary bypass circuits 
by providing goal-directed perfusion, target oxygen rates, and maintaining metabolic 
parameters [78]. Other methods of AI to improve intraoperative safety rely on the 
processing of dynamic team data recorded in the operating room to better aid surgical 
teams in anticipating, recognizing, responding to, and preventing adverse events [72].

There is also a growing role of AI-powered robotics in surgical education and 
training. Applications of AI to cardiothoracic robotic training are perhaps the most 
well-known area of AI-robotics and most studied. Whereby, these technologies 
have been used to improve robotic knot tying in terms of reduced suture failure and 
production of high-quality knots [79], enhance gesture recognition for contactless 
interfaces [80], and provide objective metrics for performance evaluation [81–83]. 
Additionally, the adoption of advanced computational imaging modalities are 
quickly being recognized as a powerful tool in cardiothoracic training. For example, 
3D-printed hearts developed from unsuitable donor organs, have been used in operat-
ing rooms for resident education and training in areas of recognition of advanced 
cardiac anatomy, cardiopulmonary bypass cannulation strategies, and identification 
of valvular disease [84]. Further, advanced intelligent imaging systems such as, VR, 
AR, and MR, are becoming more integrated into cardiothoracic training to help train-
ees develop a more nuanced understanding of cardiopulmonary anatomy, practice 
surgical skills, and better prepare for surgical cases [29–35].

While the implementation of AI-based technologies in the OR is limited, recent 
advancements provide a framework for understanding how this technology may 1 day 
enhance surgical precision, patient safety, and better support cardiothoracic surgeons 
in intraoperative decision making.

6.  Postoperative inpatient monitoring and management

In the first 30 days following cardiothoracic surgery, up to 38% of patients expe-
rience one or more postoperative complications [85, 86]. Complications can lead 
to intensive care admissions, which have adverse effects on patient morbidity and 
mortality as well as cause financial strain. Accordingly, the postoperative period is a 
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critical time in cardiothoracic patient care. However, when patient data is leveraged 
with AI, models have been shown to prevent patient decompensation, reduce inten-
sive care lengths of stay, and improve patient outcomes [87–90].

AI’s computational power allows for continued patient monitoring and real-time 
processing of large amounts of patient-generated data in the immediate postopera-
tive period, which has several practical applications. For example, AI-driven risk 
assessment models can help predict postoperative outcomes, operative mortality, 
and associated healthcare costs [91]. Intraoperative information such as patient 
vitals, blood loss, and urine output have been utilized to identify early warning signs 
of patient deterioration and predict common postoperative complications such as 
cardiac dysrhythmia, tamponade, shock, cardiovascular collapse, and respiratory 
failure [91]. Intelligent computational models can not only identify patients at risk of 
developing postoperative complications but can also be used to help tailor postopera-
tive management plans to individual patients.

Perhaps the most well-known and studied example is the Assess Respiratory Risk 
in Surgical Patients in Catalonia (ARISCAT) score, which predicts postoperative pul-
monary complications in patients undergoing thoracic surgery with a receiver operat-
ing characteristic area under the curve (ROC-AUC) of 80% [92]. Studies have also 
shown the ability of AI to predict postoperative atrial fibrillation (POAF) following 
cardiac surgery [93, 94]. Wherein, machine learning algorithms have demonstrated 
higher accuracy in predicting POAF during ICU admissions than current scoring tools 
[94]. Such data may provide critical insights into patient-specific needs for antiar-
rhythmic treatment for POAF after undergoing cardiac surgery by offering a more 
resolute risk-benefit analysis.

AI-powered prediction models may also be used to prevent ICU admissions by 
recognizing postoperative complications at their earliest stages [87–90, 95–97] and/
or reduce ICU length of stays by reducing total intubation and ventilation time [90]. 
Current models have demonstrated the ability to predict pulmonary dysfunction as 
well as the likelihood of a patient requiring prolonged intubation and ventilation with 
an ROC-AUC up to 91.2% [98]. Similarly, ML algorithms have predicted postopera-
tive kidney dysfunction and cardiac surgery-associated acute kidney injury (CS-AKI) 
with an ROC-AUC of up to 88% [87–89] and have identified predictive variables that 
contribute to the development of CS-AKI with the greatest significance [99]. Such 
data may provide a means for creating standardized protocols for the early identifica-
tion of CS-AKI and mitigate invasive treatments such as hemodialysis and the need 
for ICU level of care. The same holds true for post-surgical delirium, where models 
have predicted delirium with an ROC-AUC up to 81.4% following cardiothoracic 
surgery, using routine preoperative data alone. Additionally, these models have 
identified previously unrecognized patient characteristics associated with postopera-
tive delirium, strengthening the medical community’s understanding of, and ability 
to diagnose postoperative delirium [95, 96]. This data is vital in improving cardiotho-
racic patient care, as early identification of delirium has the potential to reduce ICU 
admissions and patient mortality [88]. AI-driven postoperative monitoring has also 
been expanded to the pediatric population, where models have outperformed tradi-
tional risk assessments in predicting postoperative outcomes in patients undergoing 
congenital heart surgery [97].

Identifying complications at their earliest stages allows surgical teams to provide 
timely interventions to either reduce their severity or prevent them altogether. 
Further, the ability of AI models to provide individualized patient recommenda-
tions may soon forge new pathways in cardiothoracic surgery that allow patients to 
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receive the optimal amount of medical care for their postoperative recovery, enabling 
surgeons to provide appropriate postoperative treatment while also mitigating the 
risks of iatrogenic complications and reducing the cost of healthcare.

7.  Predicting and detecting outpatient postoperative complications

In the United States alone, more than 500,000 patients undergo cardiothoracic 
operations for heart and lung disease annually [100]. Furthermore, patients undergo-
ing cardiothoracic surgery represent a high-risk surgical population. Many are elderly 
and have significant comorbidities that cause poor functional status, reduced lung 
volumes, malnutrition, and immunosuppression [101, 102]. Even with minimally 
invasive approaches, up to 7% of patients sustain severe cardiopulmonary complica-
tions such as respiratory failure, pulmonary embolism, myocardial infarction, and 
heart failure [101].

When such complications occur after a patient is discharged from the hospital, it 
can be devastating. Yet, many complications occur at home [103–105], where post-
operative monitoring is the sole responsibility of the patient or patient’s caregiver, 
as cardiothoracic patients are not usually seen by their surgeon until 2–3 weeks 
after discharge [105]. Consequently, up to 22% of cardiothoracic surgery patients 
present to the ED and 23% are readmitted to the hospital within 30 days [106–108]. 
Readmissions are associated with a 200–300% increase in cost [109, 110], a 14–21% 
risk of mortality [103, 104, 111], and a nearly 6-fold increase in 90-day mortality 
[111]. An affordable, accessible, and accurate method for outpatient monitoring 
that detects complications in real-time remains of critical importance to the field of 
cardiothoracic surgery.

Significant strides have been made using wearable technology, which is relatively 
inexpensive and allows for continuous, non-invasive, physiologic monitoring. 
Photoplethysmography sensors used in wearable technology allow for the tracking 
of heart rate, rhythm, oxygen saturation, skin temperature, sleep, and activity level, 
creating a clinical framework to view a patient’s overall postoperative health. When 
this biometric data is coupled with machine learning algorithms, wearables have been 
able to detect subclinical infections at asymptomatic stages. Indeed, the application 
of wearable technology coupled with ML-algorithms has led to a novel method in 
detecting postoperative complications at the earliest stages in cardiothoracic surgery 
[112]. These AI-driven methods to predict postoperative complications have been 
shown to surpass traditional risk prediction tools in terms of predicting postopera-
tive morbidity and mortality, as well as early signs of cardiorespiratory deterioration 
and critical illness [113–115]. The remote use of this technology is proving to be an 
effective way of monitoring patients upon discharge and has shown a reduction in 
readmission rates and in hospital length of stay, while improving access to care [116]. 
Remote AI-driven monitoring allows surgeons to monitor important patient informa-
tion post-discharge by sending signals of significant abnormal trends in a patient’s 
data, and thus, provides a path for identifying complications at their earliest signs and 
providing appropriate medical interventions.

AI-based remote monitoring also helps to address inequities in medical acces-
sibility. As patient populations in rural areas are known to have limited access to care 
and face particular challenges in accessing specialist healthcare providers, remote 
monitoring offers a practical approach for effective patient monitoring post-discharge 
[117]. As was evident during COVID-19, AI and telemedicine demonstrated a 
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significant ability to increase access to care for vulnerable patient populations, includ-
ing those living in rural areas [118, 119]. Wearables also afford the same opportunities 
to rural communities, as they allow for early detection of patient decompensation 
and triaging by virtual assistants remotely. Current technology allows patients to 
record their symptoms and have AI algorithms determine if they need to seek urgent 
or emergent care [120]. These records can also be viewed by physicians so that they 
are able to monitor a patient’s recovery process and provide further guidance as well 
as AI-generative education. Such a system allows vulnerable and specifically, rural 
patient populations to have readily available access to evidence-based guidance on 
postoperative care including: diet modifications, medication adjustments, activity 
restrictions, and recovery progress [120].

The integration of AI and wearable technology in postoperative care holds great 
promise for enhancing access to healthcare, reducing hospital readmissions, and 
offering personalized support to patients, particularly in underserved populations. 
Specifically, when combined with machine learning algorithms, wearable technol-
ogy provides an innovative solution for continuous, non-invasive monitoring of 
discharged patients as this technology can detect early signs of complications and 
prompt real-time intervention. These technologies are especially valuable for patients 
in rural areas, where access to healthcare is often limited, as they facilitate the early 
detection of patient deterioration and timely medical intervention.

8.  Applied precision omics for targeted thoracic oncology care

Applied precision omics leveraged by AI models have provided novel insights into 
oncobiology and helped forge a new era for targeted thoracic oncologic care. To date, 
some of the most impactful applications have been in identifying effective patient-
specific drug targets, guiding tumor-specific immunotherapy and chemotherapy 
regimens, and accurately predicting response to treatment and prognosis in lung 
adenocarcinoma [121–123].

AI is quickly emerging as a unique method aiding in the discovery of thoracic 
oncologic drug targets with clinically meaningful implications at an unprecedented 
speed. Intelligent computational models allow for rapid analysis of complex biological 
data such as genomic sequences in the millions of base pairs, proteomics, and tran-
scriptomics which can be readily translated to the clinical setting. Current genomic 
and metabolic data leveraged by AI have identified specific cancer drug targets [121, 
122]. By analyzing the TCA cycle and related gene expression patterns three potential 
drug targets were identified (BI-2536, Camptothecin, and NU7441) in esophageal 
squamous cell carcinoma (ESCC). Additionally, the gene, cortactin (CTTN), was 
recognized as having a role in helping cancer cells proliferate and invade through 
the epithelial-mesenchymal transition pathway, offering a novel target in treating 
ESCC [121]. The identification of cuproptosis, a recently discovered non-apoptotic 
type of cell death, using AI models unveiled it as an innovative drug target for radio-
therapy and chemotherapy resistant lung adenocarcinoma [122]. Investigation of 
patient immunogenetic profiles with AI models also have the potential to help craft 
tailored immunotherapy and chemotherapy regimens for thoracic oncology patients. 
Wherein, ANNs have demonstrated the ability to subcategorize patients with treat-
ment resistant lung adenocarcinoma based on their unique tumor profile as a means 
of guiding advanced treatment regimens [122].
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DNA methylation biomarkers represent key epigenetic markers that help regulate 
gene expression and can lead to tumorigenesis when modified. AI models have been 
used to detect DNA methylation biomarkers that signal cancer at its earliest stages to 
allow for early diagnosis and ultimately confer the best prognosis possible. In patients 
with small pulmonary nodules ranging from 5 to 30 mm in size, DNA methylation 
biomarkers, identified by machine learning, aided in the subclassification of pul-
monary nodules and detected lung cancer at the earliest stages with an ROC-AUC 
of 85% [124]. Multi-omic data has also been leveraged by AI models to help predict 
patient response to treatment, disease recurrence, and prognoses [123]. Specifically, 
in patients with lung adenocarcinoma 83 dendritic cell marker genes were recognized 
to have a role in immunotherapy response and used to design a seven-gene signature 
to predict a patient’s response to treatment and prognosis, which showed that patients 
with lower-risk genetic signatures had improved responses to immunotherapy and 
targeted treatments [123].

Further, the intelligent computation of sc-RNA-sequencing can provide highly 
resolute data from a patient’s tumor, yielding precise oncobiologic information that 
may guide patient-specific thoracic oncology care [125, 126]. This is because tradi-
tional genomic and transcriptomic methods rely on profiling tumor ecosystems as 
bulk samples. But, as our understanding of oncobiology has continued to grow, we 
have come to understand that there is vast variability among tumor cellular networks 
and the extremely heterogeneous natures of tumors. Meaning, traditional methods 
are at risk of masking individual tumor cellular networks which have the potential to 
provide enormous amounts of information regarding an individual patient’s tumor 
and tumor subpopulation. Whereas single-cell methods allow for the assessment 
of factors that drive tumor growth, facilitate metastasis, and cause resistance to 
oncologic treatment at the resolution of individual cells. Thus, single-cell profiling 
offers a better understanding of tumor subpopulations and the intercommunication 
of a tumor’s microenvironment [125–129] creating an unparalleled path in providing 
individualized oncologic treatments based on the most resolute details of a patient’s 
cancer. Indeed, the intelligent computation of single-cell expression profiles have 
helped to identify unique markers that define tumor-infiltrating myeloid cell subsets 
that are associated with worse prognosis in patients with lung adenocarcinoma [125]. 
Other single-cell models have been generated in patients with early to advanced 
adenocarcinoma of the lung to reveal cellular dynamics associated with tumor 
progression, showing a distinct change in tumor topography from T- and B-cell 
lymphocytes in early disease to monocyte-derived macrophages and dendritic cells 
with T-cell depletion in advanced diseased [126].

AI-driven precision omics has offered groundbreaking insights into oncobiology, 
ushering in a new era of targeted thoracic oncology care. Current applications have 
included identifying personalized drug targets, guiding tumor-specific immuno-
therapy and chemotherapy regimens, and accurately predicting response to treatment 
and prognosis.

9.  Practical limitations and ethical considerations

As AI continues to play an increasingly significant role in cardiothoracic 
surgery, particularly in aiding surgical decision-making, it is crucial to address 
the practical limitations and ethical concerns associated with this technology. 
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In this section, we explore these challenges, focusing on the impact of AI on the 
patient-physician relationship and patient care, potential biases, and need for data 
transparency.

The integration of AI into cardiothoracic care introduces unique challenges 
within the patient-physician relationship. Patients may, at times, be uncomfortable 
allowing AI models to influence decisions regarding their healthcare. Additionally, 
the absence of an established standard or guideline for obtaining patient consent to 
use AI-driven systems in surgical decision-making, highlights a significant ethical 
concern. Moreover, the use of AI could undermine the patient-physician relationship, 
as patients may perceive AI-driven software as taking a dominant role in medical 
decision-making rather than merely supporting it. This could lead to the perception 
that medical decisions are being made through a cold, impersonal, and calculated pro-
cess, potentially eroding patient trust and straining patient-physician relationships. 
Additionally, the integration of AI into cardiothoracic care may worsen already fragile 
patient-physician relationships, particularly among historically vulnerable patient 
populations, and further exacerbate existing inequities in healthcare. Further, poorly 
designed AI models or their improper application can lead to significant patient safety 
concerns. Errors in surgical practice can lead to particularly harmful outcomes, and 
the improper use of AI has been associated with an increase in patient morbidity and 
mortality [130]. AI models have been known to misinterpret medical imaging, result-
ing in misdiagnoses [130], while AI and ML led robotic surgery systems have been 
linked to significant adverse effects [131].

Historically, AI models have exhibited bias and prejudice toward disadvantaged 
and underrepresented groups in society [132]. These biases and implicit judgments, 
often inherent in human decision-making, can unknowingly be transferred at various 
stages of AI-model development [132]. We outline biases that can impact AI model 
development across five key stages: data collection, data processing, model training, 
model testing, and real-time applications (Figure 4).

One of the most significant concerns surrounding the use of AI in surgical deci-
sion making is the risk of further perpetuating existing health inequities. During 
model training, AI may draw on data from studies that themselves contain biases, 
such as those with limited patient populations, narrow geographical representa-
tion, or inadequate consideration of clinical confounders [132]. This can create a 
model that allows implicit bias not only to persist but also be reinforced throughout 
its application. For example, non-white populations, as well as individuals without 
insurance or from low-income backgrounds, are less likely to undergo robotic surgery 
for NSCLC in the United States [133]. While African American patients are less likely 
to receive cardiopulmonary resuscitation following postoperative complications 
[132]. Populations that are underrepresented in the healthcare system are at risk of 
being inadequately evaluated or diagnosed when AI models are trained on data with 
limited representation and generalizability. Indeed, this has already been demon-
strated in clinical practice where AI models underestimated the risk of kidney disease 
and morbidity in African American patients [134].

To mitigate bias, it should be clearly defined and actively addressed at each stage 
of AI development. Researchers should seek to identify and correct sources of error 
while ensuring the incorporation of diverse training data to improve the AI learning 
process [131]. Further, subjective parameters and clinical decision-making metrics 
should be standardized to the fullest extent possible with explanation provided 
for how models reach clinical decisions. There is also considerable need for the 
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establishment of ethical frameworks and best practice guidelines for the use of AI in 
cardiothoracic surgery [135].

Transparency is another critical concern regarding the medical application of 
AI. Without a clear understanding of the mechanisms behind AI analysis, accurate 
error detection becomes challenging, potentially leading to distrust. For example, 
artificial neural networks (ANNs) generate outputs based on the processing of data 
using algorithms that are often poorly understood or whose underlying nature is 
undisclosed. Such a lack of transparency may result in difficulties in recognizing and 
mitigating errors, pinpointing bias, and limits the ability of AI-accountability [136]. 
Greater open access and transparency of AI models present an opportunity to refine 
existing models and build trust by clearly establishing the capabilities and limitations 
of AI tools.

10.  Conclusion

AI represents a novel opportunity to improve cardiothoracic patient care 
across all phases of the patient’s journey. Preoperatively, AI models allow for 
enhanced diagnostic accuracy and personalized treatment plans. New research 
is also demonstrating the use of AI in the operating room as a means of better 
supporting cardiothoracic surgeons. AI models are capable of guiding operative 

Figure 4. 
Summarizes major sources of biases that can occur throughout AI model development, including AI- and human-
driven sources of biases. Adapted from: Gichoya et al. [132].
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decision making, alerting surgical teams to safety concerns, and providing objec-
tive metrics for operative performance with real-time feedback. Postoperatively, 
intelligent computation offers a framework to personalize patient care, predict 
postoperative complications, and continuously monitor patients remotely which 
may alleviate health disparities in rural communities. While AI shows immense 
promise, there are also practical limitations and ethical concerns to address. The 
design of AI models is subject to bias throughout all stages of development, raises 
questions about transparency and reliability, and may have untoward effects on 
the patient-physician relationship. Thus, cardiothoracic surgeons will need to 
assume an active role in determining the best way forward regarding the imple-
mentation of AI into the care of patients we fervently serve.

Acronyms and abbreviations

AI artificial intelligence
ANN artificial neural networks
CC cognitive computing
CNN convolutional neural network
CS-AKI cardiac surgery-associated acute kidney injury
CT computed tomography
CV computer vision
DCNN deep convolutional neural network
DL deep learning
ECG electrocardiogram
ECHO echocardiography
ICU intensive care unit
ML machine learning
NSCLC non-small cell lung cancer
MRI magnetic resonance imaging
POAF postoperative atrial fibrillation
ROC-AUC receiver operating characteristic area under the curve
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Abstract

Since its introduction to the general public, artificial intelligence (AI) has contin-
ued to grow in prominence, expanding to influence an increasing number of personal 
and professional domains. AI has become a key component to enhanced productivity, 
process optimization, and improved outcomes across a number of fields. Medicine 
and surgical specialties specifically are included in this. The process of implementing 
AI within medical settings has been somewhat slower, as it requires a significantly 
more deliberate and measured approach mainly due to the direct implications in bed-
side patient care. Plastic and reconstructive surgery (PRS) is a field characterized by a 
rich tradition of innovation and openness to new technology. Although surgical tech-
nique in PRS requires a high degree of precision and attention to detail, there is also 
significant room for creativity, interpretation, and even subjectivity, making PRS well 
suited to reap the potential benefits afforded by AI. This chapter will discuss current 
applications and developments of AI within the specialty of plastic and reconstructive 
surgery. Also included will be an overview of costs, limitations, and ethical concerns 
related to AI implementation, as well as a glimpse into potential future applications of 
AI as it pertains to plastic and reconstructive surgery.

Keywords: artificial intelligence, plastic surgery, cosmetic surgery, machine learning, 
neural networks, esthetic surgery

1.  Introduction

Artificial intelligence (AI) encompasses a complex system of computerized 
tools capable of pattern recognition, data comprehension, and decision-making 
at a level akin to human intelligence [1]. As the complexity of medical workloads 
and the prevalence of electronic medical records increase, AI has been harnessed 
to enhance physician performance, efficiency, and patient-centered health care [1]. 
Applications of AI in health care currently range from routine administrative tasks 
and large-scale data management to increasingly nuanced patient engagement up to 
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and including the performance of minimally invasive robotic procedures [2]. Machine 
learning (ML) models assist in diagnosis using image analysis and have utilization in 
predicting disease and readmission risks [2]. AI image interpretation algorithms are 
also being used to determine which patients may benefit from particular treatment 
regimens and making recommendations [2].

AI and robotics have revolutionized surgical practices by enabling minimally 
invasive procedures. Robotic systems are now capable of providing surgeons with 
haptic or tactile feedback, allowing for precise tissue assessment without direct 
contact, thus minimizing risk of injury [3]. AI’s capabilities in surgical decision-
making and anatomical recognition lead to fewer complications and faster recovery 
times [3]. Despite its numerous advantages, AI in medicine also presents challenges. 
Robotic process automation often adheres to strict protocols, which can overlook the 
human emotional dynamic essential for effective physician–patient relationships [2, 
4]. While AI increases data accessibility, it simultaneously raises privacy concerns, 
particularly regarding data security [4].

In plastic surgery, databases like Tracking Operations and Outcomes for 
Plastic Surgeons (TOPS, The Plastic Surgery Foundation, Arlington Heights, 
IL, USA) [5], General Registry of Autologous Fat Transfer (GRAFT, The Plastic 
Surgery Foundation, Arlington Heights, IL, USA) [6], National Surgical Quality 
Improvement Program (NSQIP American College of Surgeons, Chicago, IL, USA) 
[7], CosmetAssure (CosmetAssure, Birmingham, AL, USA) [8], and American 
Society for Esthetic Plastic Surgery (ASAPS) Cloud (ANZU® Medical, Phoenix, 
AZ, USA) [9] facilitate the tracking of surgical outcomes. These resources allow for 
quality improvement by recording specific data at standardized intervals throughout 
the surgical process, including complications and postoperative recovery metrics. 
These data have led to developments such as the American College of Surgeons (ACS) 
surgical risk calculator (American College of Surgeons, Chicago, IL, USA), which 
uses statistical modeling to provide risk assessments for over 1500 surgical procedures 
[10]. Standardizing data presentation, particularly for esthetic procedures, enhances 
AI model training and fosters collaboration among computer scientists and medical 
professionals. Practical AI models utilizing novel developments such as convolutional 
neural networks (CNNs) have improved accuracy in medical image interpretation, 
aiding in early disease detection [11]. The integration of AI in medicine, particularly 
in plastic surgery, significantly improves data production, supports medical reason-
ing, reduces errors and biases, while also enhancing diagnostic and therapeutic 
decision-making.

Current literature on AI and plastic surgery is fragmented and focuses on specific 
subsets of the field or a very specific application only. Our chapter aims to provide a 
broad overview of the utilization of AI throughout the entirety of plastic and recon-
structive surgery, including subspecialties. This chapter will further explore AI’s role 
across the preoperative, intraoperative, and postoperative stages of surgery as well as 
explore the limitations, ethical concerns, and the pitfalls of AI integration within the 
field of plastic surgery.

2.  Methods

A comprehensive literature search was conducted using PubMed and Google 
Scholar databases. A combination of terms related to artificial intelligence and plastic 
surgery were used, such as “cost of artificial intelligence in medicine”, “artificial 
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intelligence and medicine,” “artificial intelligence in aesthetic surgery,” “artificial 
intelligence and plastic surgery,” “artificial intelligence in plastic surgery,” “neural 
networks and plastic surgery,” “machine learning and plastic surgery,” and “deep 
learning and plastic surgery.” There were no de facto inclusion or exclusion criteria 
and no specific time limitation or time frame to the articles being utilized; rather, 
the articles were included based on relevance to the topics of machine learning and 
artificial intelligence in medicine, surgery, and plastic and reconstructive surgery. 
Figure 1 displays a breakdown of the review process.

3.  Administrative applications of artificial intelligence

AI is increasingly utilized in administrative functions to reduce costs and enhance 
efficiency, significantly impacting both clinical and administrative practices in plastic 
surgery. In billing, AI has streamlined processes, leading to cost savings. A 2013 report 
by McKinsey & Company (New York City, NY, USA) projected that AI could save 
the healthcare sector more than $300–$450 billion annually through improvements 
in both clinical practice and administrative tasks [12]. With rapid advancements 
in machine learning, AI has transformed medical billing by improving financial 
performance tracking, automating tasks, and detecting fraud [12]. Additionally, 
AI has enabled real-time authorization of procedures by efficiently analyzing and 
populating data submissions, ultimately enhancing patient care outcomes. Prior to 

Figure 1. 
Article review process.
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AI implementation, the prior authorization process was a significant contributor to 
physician burnout and delays in patient care due to time-consuming and redundant 
procedures [13].

In administrative practice, billing and insurance-related expenses constitute at 
least 62% of healthcare medical costs in the USA [14]. According to data from the 
2012 National Health Expenditure, billing and insurance accounted for $471 billion, 
with $70 billion attributed to physician practices and $74 billion to hospital admin-
istrative costs [15]. A 2018 study by Tseng et al. evaluating the electronic medical 
records of a large, academic healthcare system in North Carolina found that billing 
costs represented 13.4 and 3.1% of total costs associated with ambulatory surgical 
procedures and inpatient surgical operations, respectively. Physicians and adminis-
trative staff spent between 75 and 100 minutes per surgical procedure documenting 
for the purposes of billing [14].

Natural language processing (NLP) has also been instrumental from both administra-
tive and clinical perspectives, increasing the efficiency of medical scribing and reducing 
potential errors in electronic medical record (EMR) documentation. NLP is a machine 
learning tool that employs voice recognition to understand, interpret, and process human 
language [16]. Beyond improving documentation efficiency, NLP helps identify patterns 
that assist physicians in making diagnoses and formulating treatment plans. Furthermore, 
NLP enhances patient communication by providing greater accessibility through lan-
guage interpretation and translation; a process known as natural language generation 
(NLG) [17]. The implementation of chatbots, including those powered by models like 
ChatGPT (OpenAI, San Francisco, CA, USA), has further increased medical accessibility 
by addressing patient inquiries, explaining medical concepts, and interpreting medical 
texts [18]. Moreover, the use of NLP and NLG in administrative practices has facilitated 
the interpretation of procedural terminology codes from clinical documents, enabling 
automated medical billing and improving revenue management [19].

The application of machine learning to analyze large datasets has been vital in 
advancing administrative practices, allowing for the identification of patterns and 
prediction of outcomes to improve patient care and optimize billing practices [19]. 
Training algorithms to apply various statistical parameters has enabled AI to perform 
specific tasks while ensuring generalizability. This learning process resembles operant 
conditioning, allowing for adaptive modifications within the system. Function-calling 
tools further enhance AI’s predictive accuracy by utilizing application programming 
interfaces (APIs) to automate billing tasks and processes. The implementation of APIs 
has increased administrative efficiency by streamlining patient procedure eligibility 
verification, claim submissions, insurance coverage verification, price determination, 
and invoice automation [20]. Additionally, APIs and generative adversarial networks 
(GANs) are employed to create competing neural networks that generate synthetic 
datasets, thereby protecting patient privacy by producing non-traceable data [21].

Supervised learning utilizes input data with known outputs, while unsupervised 
learning allows models to identify patterns independently, both of which have been 
applied in data collection and outcome prediction [22]. Deep learning, which employs 
neural networks to enhance pattern recognition in areas like speech and image recog-
nition, has also contributed to clinical diagnosis and documentation. Furthermore, 
within deep learning, natural language processing (NLP) has enabled AI to under-
stand and generate human language, thereby enhancing clinical decision-making 
[23]. The implementation of NLP and ML has been extensively explored for its 
capacity to generate current procedural terminology (CPT) codes from unstructured 
clinical documents in electronic medical records [14].
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While the classification and interpretation of CPT codes from operative notes has 
been proposed as a solution, challenges remain due to errors in the standardization of 
these codes, leading to inaccuracies in payment ranges. However, research indicates that 
CPT code errors are lowest among surgical specialties [19]. The implementation of AI, 
machine learning (ML), and NLP tools has been crucial in addressing these errors, signif-
icantly improving the efficiency of documentation and billing practices. As AI continues 
to expand within medicine, it has become an essential tool in plastic surgery, enhancing 
patient care in addition to increasing the efficiency of medical billing and coding.

4.  Artificial intelligence in preoperative plastic and reconstructive 
surgery

Thorough preoperative planning is crucial for the success of any surgical proce-
dure, though it can never guarantee a favorable outcome. In plastic surgery, results are 
inherently more visible and subjective compared to other surgical fields. Integrating 
AI into various aspects of the preoperative phase offers significant potential benefits 
for both patients and surgeons, including enhanced prediction of surgical outcomes.

In an ideal scenario, a surgeon would be able to accurately predict and commu-
nicate surgical outcomes to patients, which is particularly valuable for procedures 
affecting visible areas of the body. Artificial intelligence techniques like GANs and 
convolutional neural networks (CNNs) are increasingly being used to simulate and 
assess procedural results. For example, Borsting et al. developed an application called 
“RhinoNet.” The application was trained on pre and postoperative images and suc-
cessfully identified whether a patient had undergone rhinoplasty 85% of the time—
outperforming human experts [24]. Similar AI-driven tools could be used to predict 
surgical outcomes based on preoperative images [25]. In the case of rhinoplasty, eval-
uators with no prior experience in plastic surgery were shown both GAN-generated 
outcome images and actual postoperative images; they were unable to distinguish 
between the two nearly half of the time [26]. A similar study was conducted using 
a GAN trained on 1628 pre and postoperative images of patients who underwent 
Brazilian butt lifts (BBL). The GAN-generated postoperative images based on cor-
responding preoperative images, which were then assessed by Amazon Mechanical 
Turk (MTurk) workers. Remarkably, the evaluators were unable to differentiate 
between the AI-generated and real postoperative images 49.4% of the time [27]. 
While these studies focus on esthetic outcomes, these models can also play a valuable 
role in supporting the shared decision-making process between surgeons and patients. 
Managing expectations allows patients to make more informed decisions, particularly 
in procedures like facelifts, where the primary goal is to reduce apparent age (AA). AI 
has been utilized to estimate age reduction following facelift procedures and has been 
compared to both self-reported AA reduction and assessments by blinded observers. 
Interestingly, both patients and blinded observers perceived a greater reduction in AA 
than the AI estimated [28, 29]. Moreover, studies have identified a positive correlation 
between age reduction and patient satisfaction as measured by FACE-Q© (Memorial 
Sloan-Kettering Cancer Center, New York, NY, USA) surveys [28, 29].

A thorough discussion with patients about potential complications is essential; 
however, even the most comprehensive conversations cannot fully the complete 
extent of surgical outcomes or complications. In head and neck surgery, ML has been 
used to improve postoperative complication prediction for patients undergoing free 
flap reconstruction.
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Decision tree classification, a widely used supervised ML algorithm, helps iden-
tify key variables influencing outcomes. Formeister et al. successfully applied such 
algorithms at a single institution, predicting free tissue transfer complications with 
65–75% accuracy [30]. The study identified 14 significant predictors, including insti-
tutional experience, flap type, ischemia time, patient age, pack-years, and smoking 
status, with the most common complications being dehiscence, infection, and fistula 
formation [30]. Similarly, Asaad et al. compared nine ML algorithms for predicting 
postoperative complications in free flap reconstruction patients [31]. Their findings 
showed that decision trees and regularized regression performed best for predicting 
major recipient-site complications and flap loss, while the k-nearest neighbors algo-
rithm was most effective in identifying any complication, including minor and major 
issues such as infection, fistula, seroma, wound dehiscence, and flap necrosis. Major 
complications were defined as those requiring surgical intervention [31]. By leverag-
ing ML, surgeons can gain valuable insights into the risks of complications after free 
flap reconstruction, ultimately enhancing perioperative shared decision-making and 
improving patient outcomes [30, 31].

Scar formation is an inevitable consequence of surgical procedures and can affect 
both cosmetic and functional outcomes [32]. Identifying and properly managing 
scars that do not heal optimally is crucial, as untreated scars—particularly hyper-
trophic and keloid scars—can significantly impact a patient’s quality of life [33]. In a 
retrospective study, Kim et al. demonstrated that a deep neural network, trained on 
images and clinical data from 1043 patients, could accurately classify four levels of 
scar severity with results comparable to those of dermatologists [34]. Currently, there 
is no universally accepted standard for scar classification, and many existing systems 
are complex, making them difficult for primary care physicians or patients to use. 
This can lead to delays or missed referrals to the appropriate specialist [35]. To address 
this, Ito et al. developed an algorithm designed to classify scars into four types—
immature, mature, hypertrophic, or keloid—helping to facilitate timely diagnosis 
and treatment. When tested against physicians, the algorithm outperformed non-
specialist physicians and performed comparably to plastic surgeons when diagnosing 
scars. However, it is important to note that the comparison group of non-specialist 
physicians did not include dermatologists or plastic surgeons [35]. While these studies 
highlight the potential benefits of AI in scar assessment, challenges remain in inte-
grating such technologies into routine clinical practice. Further validation is needed, 
along with efforts to mitigate potential biases in training data and ensure seamless 
implementation in diverse healthcare settings.

Implant design is a crucial aspect of plastic surgery, particularly in craniofacial 
procedures. However, creating personalized implants is often complex, time-
consuming, and costly, presenting an opportunity for automation. Deep learning 
and machine learning techniques can streamline this process by generating patient-
specific cranial and facial implants, reconstructing 3D implant geometries from 
defective skull models with greater efficiency and precision [36]. Integrating AI into 
the development of patient-specific implants can improve the accuracy and efficiency 
of implant design while also reducing costs and production time [37]. Li et al. demon-
strated that an AI model could generate preoperative rhinoplasty designs comparable 
in quality to those created by surgeons [38]. By reducing the time burden on surgeons, 
AI has the potential to enhance efficiency and improve patient experiences. As AI 
continues to prove its value, its role in implant design will expand, further influencing 
various subspecialties in plastic surgery.



223

Applications of Artificial Intelligence in Plastic and Reconstructive Surgery
DOI: http://dx.doi.org/10.5772/intechopen.1011825

5.  Intraoperative applications of artificial intelligence

5.1 Instruction components/videos

The intraoperative use of AI has been extensively studied across various surgical 
specialties. Research has shown that AI assists surgeons in identifying both 2D and 3D 
anatomical models, accurately recognizing anatomic landmarks, ultimately enhanc-
ing surgical performance and the prediction of postoperative outcomes [39]. CNNs 
within artificial neural networks (ANNs) effectively interpret visual data by applying 
mathematical operations to detect features within images [39].

In plastic surgery, AI-driven computer vision further enhances surgical precision 
and outcomes using AI-driven three-dimensional surgical planning which has been 
shown to reduce operative duration and minimize complications [40]. Specific to 
craniofacial reconstruction, Bhandarkar et al. developed algorithms and a graphi-
cal user interface (GUI) that allows for the virtual reduction of fractures [41]. AI is 
also utilized for monitoring physiological parameters such as wound healing, tissue 
oximetry, color, wound size, and skin wound hemostasis [42].

In the case of autologous breast reconstruction, AI has been integrated into 
preoperative surgical planning. Deep inferior epigastric artery perforator (DIEP) 
flaps are commonly used in breast reconstruction due to their use of the patient’s own 
abdominal soft tissue, which creates a natural appearing breast while minimizing 
trauma to abdominal wall musculature, leading to a shorter postoperative recovery 
[43]. However, the complexity of the deep inferior epigastric artery (DIEA) poses 
challenges for surgeons.

The anatomy, size, and location of the deep inferior epigastric artery (DIEA) 
perforating branches varies among patients, affecting the accuracy of arterial per-
forator localization [44]. AI-powered models have been instrumental in improving 
the preoperative planning by enhancing anatomical identification of perforators as 
well as measuring their size, shape, and location, which can influence intraoperative 
precision and thus postoperative outcomes [31, 44]. Additionally, AI has been lever-
aged to predict flap failure and postoperative complications, thereby assisting plastic 
surgeons in optimizing surgical planning and prognostic assessments [44].

AI has demonstrated the capability to predict surgical steps 15–30 seconds in 
advance, aiding surgeons in decision-making during procedures [45]. Furthermore, 
autonomous robotic surgical systems have been developed to perform basic surgical 
tasks under supervised AI guidance, minimizing the need for direct surgeon involve-
ment [46]. Beyond intraoperative assistance, AI also enhances surgical training and 
skill development. The high fidelity of AI-based surgical simulators determines their 
ability to accurately replicate real-life procedures. The virtual operative assistant 
(VOA), for instance, provides instant automated AI feedback to learners, facilitating 
skill enhancement and independent learning [47].

5.2 Robotics in plastic surgery

Although plastic surgery typically relies on open surgical approaches due to largely 
working with surface anatomy, robotics is steadily becoming more prevalent in the 
field. Use of robotic surgery has been reported in transoral reconstruction of oropha-
ryngeal defects [48], flap harvests [49], complex hernia repairs [50], and microvas-
cular anastomoses [51]. Robotic systems offer advantages suited to plastic surgery, 
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including motion scaling up to 20:1 for tremor reduction and improved precision and 
stability [52]. The increasing integration of AI in computer vision and augmented 
reality in conjunction with robotic surgery can be helpful for measuring symmetry 
and producing esthetic results [53].

Much of the machine learning used in robotics focuses on reinforcement learning 
[54]. In short, this is a type of machine learning that uses a reward function to assign 
different rewards to different states a robot can be in, thus informing the robot when 
it is performing well or poorly. The robot arrives at a variety of states by taking differ-
ent actions and thus will take actions to maximize its reward. This process can also be 
combined with neural networks, in a process called “deep reinforcement learning” to 
create more complex and efficient reward functions [54]. The end result being that a 
robot can start to learn what action is best to take in any given state.

For a robot to understand its given state, it needs data. With video, robotic surgery 
systems have a tremendous amount of visual data. Haptic feedback for robots is also 
making strides, in the form of soft-surface sensors to provide 3D spatial, pressure, 
and thermal information [55]. A significant display of truly autonomous robotic sur-
gery has been the STAR or smart tissue autonomous robot designed by a team at John 
Hopkins and first published on in 2016 [46]. This robot uses 3D and near-infrared 
fluorescent (NIRF) imaging and machine learning suturing algorithms to successfully 
anastomose intestines in pigs [56]. Though autonomous robotic surgery is still in early 
stages, advancements in robotics, computer vision, machine learning, and the ever-
growing inventory of surgical videos and data will undoubtedly continue to produce 
more advanced autonomous robots.

The success of STAR lends credibility to the idea that autonomous robots could 
be used for wound closure [57], skin grafting, and even microvascular anastomoses 
at some point in the future [52]. These ideas are all grounded around the objective of 
helping plastic surgeons work more efficiently, accurately, and precisely. Of course, 
this also raises ethical and legal concerns, particularly regarding accountability 
for poor outcomes [58]. Legal analysis indicates that early adopters of new robotic 
techniques face higher risk of litigation [59].

5.3 Intraoperative uses

A research team in China has created a dataset of cleft lip and palate anatomy 
from real-life cases, which they used to train the model CLPNet to locate surgical 
landmarks and assist surgeons with planning incisions [60]. The integration of intra-
operative imaging, particularly 3D images, directly into the surgical site enhances 
anatomical accuracy [61]. Image-guided surgery (IGS) systems can assist surgeons 
by quickly and reliably identifying anatomical structures, thus reducing the time and 
difficulty of surgery [62].

Another study found that AI can assess wound bed viability, aiding in deter-
mining when to stop excision in the setting of debridement [63]. Multispectral 
imaging from excisions of burn injuries was used to train a deep learning algo-
rithm to detect non-viable tissue in a wound bed. The imaging system was shown 
to improve surgeons’ estimates of wound bed viability by 25% compared to when 
unaided by the system [63].

AI can also provide solutions to intraoperative questions in real-time, as was 
shown with the use of ChatGPT to accurately answer intraoperative questions dur-
ing the performance of DIEP flap procedures [64]. While the generative AI lacked 
consideration for individual patient factors and real-time surgical context, it provided 
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medically accurate and clear responses to expert queries. With continued refinement 
and expert-guided training, large language models could offer useful insights and 
provide real-time assistance in addressing intraoperative challenges [64].

6.  Postoperative applications

The postoperative phase is vital to any operation and can be quite labor inten-
sive, as it involves frequent evaluation of the patient to ensure optimal results. 
Within the realm of plastic surgery, these assessments can rely on subjectivity and 
in certain circumstances can lack standardized objective measures. The applica-
tion of AI into various aspects of the postoperative phase has the potential to 
bring more objective measurements to the assessment of plastic surgery patients, 
while also increasing the efficiency of laborious postoperative care. From moni-
toring of vital sign, flap evaluation, wound healing assessment, and calculation of 
age reduction, the AI solutions in development have the potential to meet a wide 
spectrum of postoperative needs.

Free and pedicled tissue flaps are a cornerstone of reconstructive surgery. Given 
their complex nature, 3–10% failure rate for free flaps, and time-dependent salvage 
rates, frequent and careful monitoring is key to maximizing positive outcomes [65]. 
The evaluation of flaps requires significant time and resources. Assessments with 
doppler ultrasound and visual inspection are performed hourly the first postoperative 
day (POD) and slowly increase to every 2–4 hours from POD 2 on [65, 66]. Tissue 
oxygen saturation monitoring has been a well-established method of monitoring 
tissue flaps; however, this method has been shown to lack consistency in addition to 
being time-consuming. Recent studies have begun applying AI to flap monitoring. 
Near infrared spectroscopy is currently being used to monitor breast reconstruction 
flaps, and the technology is beginning to be applied to head and neck reconstruction 
[66]. A prediction model developed by Hung et al. detects arterial and venous insuf-
ficiency indicative of postoperative flap failure in oncologic facial reconstructions 
with 98.4% accuracy [67].

Two notable studies on flap monitoring have assessed AI-integrated smartphone 
apps that allow for real-time flap evaluation and the ability to predict venous conges-
tion within the flap, which can drastically reduce the staff needed to analyze the flap 
can even alert providers when intervention might be necessary [65, 68]. Hsu et al. 
trialed a DL-integrated iOS app which was able to predict free flap congestion with 
95.3% accuracy and specificity, as well as 95.2% sensitivity [68]. Kim’s group used 
the FLAP Monitoring Through AI Technology and Expertise (FLAPMATE) system, 
a combination of the FS-net CNN flap segmentation tool and the DL model named 
DenseNet121 to monitor free flaps via a phone-based app. The prospective trial 
involved 10 patients who received 143 automated monitoring episodes without major 
incident. The system was found to be 97.5% sensitive for venous insufficiency and 
92.8% for arterial insufficiency when tested on a databank of 500 images of flaps with 
venous or arterial insufficiency [65].

Wound healing is also benefitting from the implementation of AI. ML algorithms 
have been developed to predict donor site complications and periprosthetic infections 
for DIEP reconstruction [69]. Chairat et al. created an AI-supported wound assess-
ment tool to evaluate wound beds from images taken with a mobile phone [70]. The 
DL model was found to be accurate in wound bed segmentation and assessment of 
granulation tissue, but unable to adequately differentiate epithelialization and tissue 
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necrosis [70]. Studies have demonstrated that ML algorithms are superior to tradi-
tional statistical methods in predicting surgical site infections in immunosuppressed 
burn patients [71].

Craniofacial reconstruction and esthetic surgery utilize pictures and multiple 
grading scales in attempts to evaluate the subtleties of facial movements or expres-
sions. The drawbacks to these methods are the lack of inter-rater reliability as well as 
the possibility of digital manipulation to images in order to misrepresent results. To 
address this, AI models are being developed to quantify postoperative improvements 
from facial surgery. Commercial CNNs have been used to measure age reduction 
following facial rejuvenation with 96% accuracy [72]. Gibstein et al. tested four 
public CNNs, namely Microsoft (Redmond, WA, USA), Amazon (Seattle, WA, 
USA), Face Plus Plus (Beijing, China), and IBM (Armonk, NY, USA) and found all 
of them capable of reliably predicting age reduction as well as patient satisfaction 
following various facial rejuvenation procedures [73]. CNN recognition models 
have also been found to determine the success of facial feminization surgery with 
98% accuracy [73]. In the arena of facial reanimation, ML is now being utilized to 
measure improvement in facial expression post-intervention for facial palsy patients 
[69]. Further refinements are necessary prior to widespread adoption, as there is no 
universal scale to which the technology is calibrated, and the algorithms are unable to 
distinguish between emotional (cranial nerve VII) versus mandibular smiles (cranial 
nerve V) [74].

7.  Cost of artificial intelligence

A significant challenge to widespread adoption of AI into plastic surgery is 
cost. This is comprised of not only the system itself, but the resources required for 
maintenance, oversight, and upgrading. Depending on the product, the mean cost 
of an AI system ranges from $20,000 to $1 million, albeit there are minimal viable 
products available in the $8000–$15,000 price range [75]. The more complex the 
systems typically carry a greater purchasing cost. While the initial acquisition 
cost is greater, research has shown that the more advanced systems have lower 
running and update costs when compared to an unassisted human performing the 
equivalent task [76]. In terms of cost associated with oversight, data scientist and 
software engineers contribute $500–$1500 per day or upwards of $94,000 annu-
ally in salary [75].

Other hurdles to large-scale implementation of these systems include questions 
over who should bear the cost and how use of such tools would be reimbursed. 
There is no consensus as to whether state, individual healthcare systems, or national 
research monies should be funding the integration of AI to healthcare systems [76]. 
Likely, a mixture of all three sources would be necessary. Currently, most of the cost is 
being borne by the healthcare entities themselves, leading to select implementation in 
systems that have adequate resources [76]. Within the USA, reimbursement for AI is 
limited, with specific and complex criteria, and only covers 65% of the actual expense 
[77]. The payments are based on New Technology Add-on Payments (NTAPs), which 
can only be used for 3 years, or Current Procedural Terminology (CPT) codes [77, 78]. 
There is no insurance coverage or reimbursement for AI or robotic surgery in most 
countries [78, 79]. Despite this, there is an increasing number of robotic platforms 
being created to rival the Da Vinci robot (Intuitive, Sunnyvale, CA, USA), which 
has cornered the market for decades. Overall, 22 robotic systems are in existence; 
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however, 13 of those remain in development [80]. Pricing for these systems is con-
voluted or nonexistent, but the thought is that the increase in competition will drive 
prices down prices [80].

There is a dearth of research surrounding the cost of AI in medicine, particularly 
within the realm of surgery [76]. While the number of publications on robotic surgery 
have quadrupled in the last decade, they concentrate on skills assessments, proce-
dures, and learning curve rather than cost [80]. To date, no study with a thorough 
cost benefit analysis (i.e., investments, operational costs, and cost of alternative 
systems) exists. Moldes et al. found that a minimum of 120 robotic cases per year 
must be completed for the robotic platform to be financially viable [81]. Overall, more 
complete and robust cost studies are needed to validate the use of AI in plastic surgery 
and move the needle toward equitable reimbursement.

8.  Artificial intelligence in plastic and reconstructive surgery: Limitations, 
ethical considerations, and dangers

While the potential of AI to meaningfully impact the field of plastic surgery and 
medicine as a whole is significant, there are limitations, ethical considerations, and 
dangers that must be addressed. Adequate solutions are required to manage the issues 
of data security, cultural bias, algorithm inaccuracy, and the use of deep fakes.

8.1 Limitations of artificial intelligence

Concerns with the use of AI in medicine include its inability to understand clinical 
context or exhibit appropriate clinical judgment. This can lead to misinterpretation of 
clinical scenarios and in doing so has the potential to circulate misinformation [71]. 
There are no inherent mechanisms that can differentiate biased or false information 
built into LLMs, and thus, the system cannot inform users of false information. The 
black box phenomenon is the lack of transparency into the decision-making processes 
of LLMs like GPT-4 [71]. What little insight that can be gleaned from these systems 
is only accessible after the decisions have been made [71]. There is also the possibility 
of GPT-4 giving information that contradicts its prior answer when queried further 
[82, 83]. LLMs have also been known to cite falsified references and use intellectual 
property without consent [84].

Coding, practice, and equipment variations diminish the generalizability of AI 
algorithms. AI also has the potential to increase overdiagnosis, overtreatment, and 
excessive detection [71]. Specific to AI-assisted robotic surgery, there are safety con-
cerns as the robots not only have problems adjusting to intricate workflows, and they 
also cannot comprehend surgical context. Clinical trials and outcomes research on the 
accuracy of care provided using AI correlations are necessary to fully determine the 
risks and benefits [71].

8.2 Ethics and dangers of artificial intelligence in plastic surgery

There are inherent model biases within AI which can further perpetuate societal 
racial and socioeconomic prejudices. This is due in part by using datasets to train 
algorithms that are not fully representative or globally applicable [85, 86]. Most ML 
studies contain patients from California, Massachusetts, and New York, with little to 
no representation for 34 of 50 states within the USA, let alone other countries [76]. 
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This results in AI dermatologic algorithms that are unable to diagnose pathology on 
darker skin tones and poor performance of facial recognition software when evaluat-
ing female faces that have dark skin [87, 88]. To remedy these deficiencies, a focus on 
creating algorithms geared toward the global population as well as subgroup analysis 
and external validation of algorithms is necessary [86].

Deepfakes are advanced AI deep learning technologies and computational models. 
One example of this is generative adversarial networks (GANs) [89]. GANs use neural 
networks trained as generators and discriminators to create lifelike false images. This 
technology allows for the creation of false pre and postoperative images which can be 
deceiving to patients. The growth of increasingly sophisticated photo and video edit-
ing software is a significant cause for concern within the plastic surgery community, 
as this field is heavily reliant on images. While there have been no reported instances 
of surgeons submitting deep fake images for board certification, it is realistic to 
acknowledge this as a possibility. Furthermore, edited photos and videos can lead to 
unrealistic expectations that exceed the capabilities of surgeons.

From an ethical standpoint, computer-altered (i.e., “photoshopped”) and deep-
fake images not only mislead patients but perpetuate western views of attractiveness 
without consideration for global, ethnic, and cultural interpretations of beauty [90]. 
They also lead to unhealthy views of body image. In 2011 the AMA released a position 
statement explaining that video and photo editing is causing “unrealistic expectations 
of appropriate body image,” citing literature that demonstrates advertiser circulated 
digitally manipulated images contributes to eating disorders in children and adoles-
cents [91]. First reported by multiple newspapers, Ramphul et al. described a phe-
nomenon called Snapchat/social media dysmorphia where patients were seeking out 
cosmetic surgery to achieve the version of themselves created by social media filters 
and photo editing software [92].

9.  Future developments and considerations

The future of AI in plastic surgery likely involves several phases. In the imme-
diate future, it is probable that more models and applications will be integrated 
into clinical practice, as there are many AI solutions currently being developed 
in the preclinical phase or in small trials [71]. Following this, it is reasonable to 
assume that AI can then be routinely utilized in smartphone telemedicine moni-
toring or triage of postoperative patients. The implementation of these systems 
in remote locations with scarce resources would allow for triage of reconstruction 
patients and possibly a reduction in transfers for evaluation [67]. Further off 
are developments such as individualized care, with procedures designed to the 
patient’s needs and autonomous robotic surgery [71].

In the realm of craniofacial surgery, recurrent neural networks (RNN) are being 
created to evaluate voice features in velopharyngeal insufficiency patients pre- and 
post-palatoplasty [66]. This will help evaluate and potentially diagnose pathology, as 
well as aid in speech therapy. The network in development would be modeled after 
the South Korean platform talkytalky.kr. GANs can be used to generate target voices 
for patients to use in speech therapy [66].

Virtual and augmented reality (VR and AR) systems with anatomical map-
ping are being introduced into head and neck reconstruction. The Cydar EV Maps 
(Cydar Medical, UK) application generates anatomical maps which instantaneously 
revise with the changing operative field over the course of an operation [93]. This 
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technology is intended to function with head-mounted glasses or displays like the 
HoloLens (Microsoft Corporation, Redmond, WA, USA). Case reports of VR and AR 
mirror therapy for upper extremity amputation patients have also been published 
[93]. Additionally, an AI-assisted liposuction device originally developed and used in 
South Korea is poised for introduction into global markets such as the Middle East, 
Europe, and North America [93]. The Motion Capture and Artificial Intelligence-
assisted liposuction system (M.A.I.L.) evaluates surgeon hand movements and 
provides haptic feedback as well visual warnings for hazardous motions, allowing for 
real-time micro-adjustments to be made by the surgeon [93]. In theory, this motion 
analysis facilitates the most successful procedure possible for the patient and surgeon.

10.  Conclusions

This chapter explored the present state of AI as it pertains to plastic surgery. 
Though the majority of uses currently center on preoperative settings, measured 
growth into the surgical and postoperative areas continues. Given the multifaceted 
nature of plastic surgery, AI is poised to be a transformative tool for plastic surgeons.

Careful and stepwise AI implementation is key to ensuring maximum benefit of 
this new tool set. With several databases being built and maintained specifically for 
plastic surgery, guaranteeing quality data for future advances and products will be 
easier. Healthcare providers must also work to contribute significant input to appli-
cations being designed and control of the data used, in order to build systems that 
ensure representation of a global patient population and widespread applicability.
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Appendices and nomenclature

AA apparent age
ACS American College of Surgeons
AI artificial intelligence
ANN artificial neural network
API application programming interfaces
ASAPS American Society for Esthetic Plastic Surgery
BBL Brazilian butt lift
CNN convolutional neural networks
CPT current procedural terminology
DL deep learning
EMR electronic medical record
GAN generative adversarial networks
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GRAFT general registry of autologous fat transfer
GUI graphical user interface
ML machine learning
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Chapter 11

AI-Powered Precision: 
Transforming Neurosurgical 
Practice through Intelligent 
Technologies
Nadun Danushka, Dilshi Wijesinghe, Ravindri Jayasinghe  
and Deepal Attanayake

Abstract

Artificial intelligence (AI) is an emerging topic of discussion in this era of 
 medicine. Especially in neurosurgery, AI-based technologies are used from the initial 
consultation to discharge and follow-up of the patient. Machine learning (ML) and 
deep learning (DL)-based systems have been developed to diagnose neurosurgical 
conditions, conduct pre-operative assessments, help intraoperatively, and for research 
purposes. AI-based diagnosing techniques are becoming more popular due to their 
high accuracy and precision. These techniques may be used in molecular tumour 
subgroup differentiation to enhance tumour identification or identification of intra-
cranial aneurysms. Nevertheless, these techniques can help to diagnose conditions 
such as brain tumours, epileptic seizures, neurodegenerative disorders, cerebrovas-
cular accidents, and brain infections. Surgical planning becomes easier while visual 
surgical simulation aids in the reconstruction of the brain. Anatomy and pathology 
enable the best possible treatment and surgical rehearsal. The patients’ radiological 
images and medical histories can be analysed using AI systems to implement the best 
possible personalised treatment strategies. Real-time robotic-assisted neurosurgeries 
would have maximum accuracy and minimal complications. Last but not least, AI is 
used to analyse big data for large-scale research purposes in the aspect of predictive 
healthcare strategies.

Keywords: AI in neurosurgery, future, recent advancements, AI technology,  
machine learning, deep learning

1.  Introduction

AI is currently employed in many fields, including research and healthcare set-
tings. In a healthcare setting, from patient registration up to the discharge process, 
AI plays a major role. On the other hand, it has led to a significant transformation in 
genomic studies, large research-based studies and the invention of new drugs [1–4]. 
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The employment of AI in the clinical aspect of patient management, which includes 
diagnosis, risk prediction, and planning pre- and post-operative management, has 
been under critical evaluation. In recent history, AI technology, machine learning 
(ML), deep learning (DL), and natural language processing have been considered 
early diagnostic tools for diagnosing complex clinical conditions. There are three 
main types of ML: supervised, unsupervised and semi- or weakly supervised learning 
(e.g., ChatGPT). All these types can be used for quantitative predictions to discover 
new patterns or classifications. The output of ML is highly dependent on the quantity 
and the quality of input data, and it can aid in decision-making and management of 
work data flow, as well as automatise work cost-effectively, as it minimises the time 
taken for clinical assessments. DL is a subtype of ML, which also should be provided 
with detailed and relevant data which is needed for answering clinical questions, and 
computational ML techniques should be suitable for the context [5–7]. It has been 
noted that the remarkable ability of AI to diagnose cancers using radiological images 
compared to radiologists [1].

Neurosurgery stands at the cusp of a technological revolution, with artificial 
intelligence emerging as a transformative force that promises to redefine surgical 
precision, patient outcomes, and medical innovation. In this context, AI should not 
be used to replace humans; it should collaborate with humans to gain better patient 
outcomes and improve health care. This chapter will comprehensively explore how AI 
fundamentally reshapes neurosurgical practice across multiple critical domains.

The use of artificial intelligence in neurosurgery will be discussed in four sub-
sections. Diagnostic breakthroughs, the effectiveness of pre-operative planning, 
improved precision during the intraoperative period, and research in the future 
(Figure 1).

Figure 1. 
Demonstrating the relationship of works used in data science (AI, artificial intelligence; ML, machine learning; 
ANN, artificial neural network; DL, deep learning) [8].
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2.  Methodology

The current chapter aims to explore neurosurgery’s innovative aspect in collabora-
tion with artificial intelligence. A comprehensive review was done using the index 
literature published in sources such as PubMed/Medline, Scopus, Springer, IEEE, 
EMBASE, and from Google keyword querying. The words ‘artificial intelligence and 
neurosurgery’, ‘AI and intracanial aneurysm detection’, ‘AI and neurological condi-
tions’, and ‘AI in pre, intra and post-operative stages of neurosurgery’ were used as 
keywords. Further references were obtained by cross-referencing the main articles. 
The results were manually screened, and relevant articles published in English at all 
times without any specific exclusion criteria, including publication time, were used.

3.  Highlighting AI’s remarkable diagnostic potential

3.1 Molecular tumour subgroup differentiation

Brain tumours are lethal among all cancer types and have sustained a mortality 
rate of 16,606 deaths per year in the United States in 2018. Glioblastoma, which is 
a diffuse glioma, is the commonest primary brain tumour with less than 2 years of 
median survival [6, 9, 10]. Brain tumours differ from other neoplastic tumours of the 
body in several aspects; mainly, definite tumour histology can only be obtained intra- 
or post-operatively due to the unavailability of reliable pre-surgical histology. Mostly, 
during pre-surgical assessments, it depends on the serial magnetic resonance imag-
ing (MRI) interpretation of the radiologists regarding the tumour site and probable 
type. Intraoperative histology samples are transported to laboratories, processed and 
interpreted by pathologists, and usually take 20 to 30 minutes, which is a potential 
barrier to providing timely and effective surgical care for patients [11].

However, several brain tumours carry different molecules, which can be used as 
molecular markers of diagnosis, thus enabling early diagnosis, surgical decision-mak-
ing, and selection of appropriate chemoradiotherapy. However, it demands immunohis-
tochemistry, cytogenetic tests, and sometimes next-generation sequencing, which are 
costly and unavailable in many centres. Expert knowledge in interpreting these patterns 
is also challenging due to declining human resources [12]. However, some kind of prede-
termination of tumour type is essential before proceeding to the surgery, and AI-based 
molecular classification of brain tumours emerged as a more reliable modality [12].

In most of these AI systems, optical imaging methods are used, and the most 
common is simulated Raman histology (SRH). It produced label-free images of 
unprocessed biological tissues rapidly in sub-micron resolution, which is far more 
reliable and faster than conventional methods [11]. The biological properties of lipids, 
proteins and nucleic acids are used to generate images with optimised diagnostic 
microscopic features of the tumours while eliminating artefacts of conventional slide 
preparation [11].

Either way, the generated histological images should be interpreted by experts in 
histopathology, which takes time and may not be readily available during neurosur-
geries. So, AI-based machine learning (ML) and deep learning (DL) come into play. 
Deep learning simulates complex neural networks and contributes to image analysis, 
which is usually more accurate and timelier than humans. DL consists of systems such 
as convolutional neural networks (CNN), recurrent neural networks (RNN), and 
long short-term memory (LSTM) [6].
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AI-based molecular diagnosis of gliomas has been employed by combining an 
optical imaging method with a deep learning-based imaging classification system. 
The optical imaging method stimulated Raman histology (SRH), and the combined 
system was called DeepGlioma. The system was pre-embedded with model data on 
SRH image features of adult-type diffuse gliomas, and it had an average molecular 
genetic classification accuracy of 93.2% and can identify sub-types of diffuse gliomas 
with an accuracy of 91.5% [12, 13].

Similarly, combined systems have been employed to obtain near real-time bedside 
diagnosis of brain tumours during neurosurgical procedures. Here, SRH has been 
combined with deep convolutional neural networks (CNN). The CNN system has 
been trained to interpret more than 2.5 million SRH images, and it classifies tissues 
into the 13 most common brain tumours in less than 150 seconds during the surgical 
procedure with an accuracy of 94.6% [11, 13]. This revolution enables intraoperative 
decision-making of tumour resection (gross or subtotal resection) and enhances 
patient outcomes.

Despite several points lacking in conventional MRI imaging of brain tumours, 
the combined MRI radiomic with genetic expression may predict more accurate 
details of biophysical characteristics of MRI images, which is capable of embracing 
the heterogeneity of tumour types. The system is embedded with data, including 
pre-surgical MRI images of brain tumours, genetic details of definite post-surgical 
tumour diagnosis, tumour location and size, and data on patient outcomes and sur-
vival [6]. As mentioned, gliomas are the most aggressive primary CNS tumours and 
the clinical outcome highly depends on the extent of initial resection of the tumour 
and the clinical response to chemo-radiation. So, combined radiomic assessment 
of MRI features of AI has successfully identified several brain tumour sub-types, 
enabling pre-surgical planning of extension of tumour extraction and suitable 
chemo-radiation [6, 9, 14].

3.2 Intracranial aneurysm detection

Cerebral aneurysms are dilatations of cerebral arteries commonly found in the 
anterior circulation of the brain. However, the majority is silent, which is usually 
found accidentally on neuroimaging or autopsy, and some may result in subarachnoid 
haemorrhages (SAH) following rupture. The prevalence of unruptured cerebral aneu-
rysms (UCAs) was 7.0%, with female predominance in China [15, 16], and the overall 
global prevalence is around 3.2%, according to data from 2023 [17]. Aneurysms are 
accountable for 85% of SAH and carry high mortality and morbidity, and surgical 
and endovascular managements also carry a risk of 3–10% of stroke or death [7]. 
The management of an aneurysm includes detection, estimation of risk of rupture, 
prediction of complications, decision of treatment strategies, and evaluation of the 
risk of recurrence. So, with the evolution of neurosurgery along with radiology, early 
identification and intervention have been assessed in several aspects, and AI technol-
ogy has been incorporated into all of these aspects.

High-risk individuals may undergo screening either with magnetic resonance 
imaging (MRI), computerised tomographic angiography (CTA), or conventional 
angiography for early identification of cerebral aneurysms [17]. In the case of 
SAH, computed tomography (CT) is considered to have 100% sensitivity when 
performed within 6 hours of the onset of the symptoms; however, it has declined 
drastically over time [17]. The bleeding point of SAH can be identified using CTA, 
magnetic resonance angiography (MRA) or digital subtraction angiography (DSA). 



243

AI-Powered Precision: Transforming Neurosurgical Practice through Intelligent Technologies
DOI: http://dx.doi.org/10.5772/intechopen.1010325

However, small points can be easily missed [7]. Either way, radiologists clinically 
evaluate these studies, which always carries an added human error.

Computer-assisted diagnosis (CAD) of aneurysms has been implemented using 
AI, conventional-style CAD, and deep-learning CAD systems. Conventional CAD is 
based on pre-fed clinical features of neuroimaging, such as curvatures of the cerebral 
vessels and thresholding. It has a sensitivity of around 84–100%; however, remark-
ably higher false positives (2.4 FPs) were noted due to the bending or branching 
points of the blood vessels being the major issue. Identifying cerebral aneurysms 
smaller than 5 mm is also challenging and shows a lower sensitivity. In contrast, deep-
learning CAD systems are based on MRA and have achieved a sensitivity of 90–93%. 
The identification of aneurysms on MRA takes less time and is more accurate than 
conventional interpretation by radiologists. However, the major barrier here is the 
higher rate of FPs [7, 18, 19].

The HeadZNet model was developed using CTA images and a neural network 
segmentation model. It achieved greater sensitivity and accuracy than the above two 
systems in identifying aneurysms greater than 3 mm in size [7]. During their post-
stroke work-up, CTA is performed on all patients who have developed acute ischaemic 
strokes. Thus, CAD systems associated with CTA are more practical and beneficial in 
clinical settings. Further validation and generalisation are needed.

Following the identification of aneurysms, stratification of the risk of rupture is 
needed in deciding further management, neurosurgical, or conservative. Treatment-
related fatality is higher in some scenarios compared to conservative management, 
while the risk of rupture is low [20, 21]. When calculating the rupture risk, the size 
and shape of the aneurysm and the hemodynamics of the blood flowing through the 
aneurysm are important. Conventionally, radiologists make manual measurements 
of the size and shape of aneurysms, which are crucial in risk stratification; however, 
there are inherited intra- and interobserver variations and bias. Computer-assisted 
3D recreation of aneurysms and convolutional neural network systems of DL can be 
employed for these risk stratifications. The AI-based automated morphologic analysis 
is a system that calculates the risk of rupture of cerebral aneurysms. It identifies and 
isolates the aneurysm sac, enabling easy identification of the neck of the aneurysm 
by analysing the vascular skeleton and overcoming human errors and bias [7, 22, 23]. 
Rapid assessment kits such as ‘A View’ can be used. However, more trials and modifi-
cations are needed before application in routine clinical practices.

The hemodynamics can be calculated by computational fluid dynamics modelling, 
which is used in modern practice; however, it requires human interpretation, which 
takes time and makes it challenging to use in real time. Automated systems using 3D 
angiograms have been proposed. However, further evaluation is needed before use in 
the clinical setting [7]. Similarly, AI neural network systems and multi-task AI have 
been studied in the aspect of early prediction of complications of aneurysms, such as 
SAH, and have proven to perform excellently compared to conventional methods.

3.3 Neurological condition classification

Extensive clinical assessment and radiological imaging are essential to make a 
diagnosis of a neurological condition. The identification of neural structures and the 
function of the brain has been comprehensively analysed using advanced technol-
ogy and several conditions affecting the neuronal system. With the revolution of 
technology, several AI-related automated diagnostic systems have been developed to 
diagnose several neurological conditions. These conditions can be broadly categorised 
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into seven major aspects: tumours, seizure disorders, disorders of development, 
neurodegenerative disorders, headaches, and facial pain, cerebrovascular accidents 
and neurological infection [24, 25].

Convolutional neural networks (CNN) are the second-generation deep neural net-
works inspired by the architecture of the human brain, which transform visual inputs 
into complex systems, ultimately resulting in object recognition. This technology can 
be employed to recognise brain changes related to several neurological conditions, 
and such systems governed by AI have been introduced. Such as artificial neural 
networks (ANN), multilayer perceptron (MLP), recurrent neural networks (RNN), 
convolutional neural networks, reinforcement learning (RL), deep reinforcement 
learning, and spiking neural networks (SNN). These systems have a higher capacity 
for analysing unknown data and come to certain diagnoses in contrast to conventional 
methods. According to the latest WHO data, AI-based applications have a higher 
chance of predicting certain conditions correctly than specialists [25, 26].

MRI is the standard imaging modality for brain tumour recognition. Then the 
specialists, including radiologists and surgeons, came up with a possible diagnosis 
using their knowledge and experience. However, definitive identification of tumours 
and boundaries may be difficult in some instances. That being said, rather than 
conventional analysis by radiologists, deep and machine learning algorithms, such 
as CNN-based multigrading brain tumour classification systems, can be used. Based 
on pre-fed data, this system analyses the MRI images, detects brain tumours and 
performs segmentation and tumour grade classification. According to the latest 
available data, a 23-later CNN system can classify brain tumours with an accuracy 
of 97.8–100%. In the diagnosis of chondrosarcoma, AI-based algorithms have an 
accuracy of 90% (correctly disposing nine out of 10 cases), and neurosurgeons have 
between 40% and 85% accuracy. However, the image rotation affects the analyses, 
and a large amount of data is required for the system training. These two limitations 
have been overcome by vision transformer (ViT) neural networks [25–27].

Epileptic seizures develop due to sudden abnormal electrical waveforms of the 
brain, which can be detected using electroencephalography (EEG). AI-based systems 
which extract definite features of single-channel EEG analyse the waveforms using 
MLP systems or ANN and recognise the seizure activity. Similarly, two-dimensional 
deep convolutional autoencoders can also detect abnormal electrical activities using 
neural networks. Out of which, temporal lobe epilepsy (TLE) is the commonest, 
and AI have a proven accuracy of 95.8% in diagnosing TLE, compared to physicians 
(66.7%) based on conventional MRI data [25].

Genetic conditions like cerebral palsy, Down syndrome, autism spectrum disorder 
(ASD), fragile X syndrome, and attention deficit hyperactivity disorder (ADHD) lead 
to intellectual and developmental disabilities in children and usually can be identified 
before 18 years of age. However, early identification may aid in the proper manage-
ment of these conditions with more promising results than late interventions. It may 
help in improving the quality of life of these children and high parental satisfaction. 
However, early identification is difficult, and it highly depends on the parents’ 
alertness regarding their child. Deep neural network (DNN)-based AI algorithms 
can utilise large amounts of data, including genetic data, health, and clinical records, 
neuroimaging and other investigation data, and behavioural patterns of already diag-
nosed children with these conditions. With critical analysis, AI can identify children 
with intellectual disability (ID), developmental disability (DD), or both. ASD can be 
identified by screening several data sets, such as fMRI images using the DNN system, 
detecting toddler’s eye movements, and by detecting maternal auto-antibody-based 
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biomarkers. Similarly, ADHD can be identified by deep analysis of EEG data using 
support vector machine (SVM) algorithms [25].

Alzheimer’s disease (AD), Parkinson’s disease (PD), motor neuron disease 
(MND), and frontotemporal lobar degeneration are the major neurodegenerative 
disorders of concern, and early recognition is crucial but challenging. The symptoms 
emerge, and MRI features are visualised only after a considerable number of neurons 
are damaged. Thus, ML algorithms can analyse whole-brain anatomical MRI images 
with the support of a support vector machine (SVM). For the identification of AD, 3D 
neural networks are used to distinguish AD from FTLD and AD patients from healthy 
individuals with greater accuracy than conventional methods [25]. The mild cognitive 
impairment (MCI) can later be transformed into AD. Thus, the AI-based random 
forest system can predict this transformation 3 years before the clinical diagnosis 
by analysing brain MRIs. This is a great leap in neurology as early detection of these 
conditions determines the treatment progress and the prognosis. Then, conditions 
like motor neuron disease (MND), Huntington’s disease (HD), and Parkinson’s 
disease (PD) are associated with motor neuronal dysfunction. So, a combination of 
simple motor functions, such as drawing with machine learning, has been used to 
identify PD. Then, machine learning systems like SVM, Bayesian, and nearest neigh-
bour have employed the gait disturbance, which can be seen prominently in patients 
with PD, HD and amyotrophic lateral sclerosis (ALS) to distinguish these three 
 conditions [25, 28, 29].

Then, cerebrospinal accidents (strokes) are the most common cause of neurologi-
cal deficits in patients, which result from interrupted cerebral perfusion, mainly due 
to atherosclerosis. Early treatment is paramount within 3 to 4.5 hours of the onset 
of symptoms. Otherwise, prolonged hypoxia to brain matter results in permanent 
neurological deficits or even death. AI-based algorithms such as SVM, random forest, 
and ANN can be used to detect sub-types of strokes, namely ischaemic strokes and 
haemorrhagic strokes. MRI image analysis using the SMV method can achieve nearly 
95% accuracy in diagnosing acute ischaemic strokes. Similarly, stratification of stroke 
severity and risk of after-effects, such as cerebral oedema, can be done by AI-based 
algorithms [25, 30, 31].

Lastly, neurological infections are difficult to acquire, but once acquired, they 
are difficult to treat. The causative agents may be bacterial, viral, or rarely fungal. 
Most of the infections, regardless of the cause, show similar symptoms, making 
them difficult to diagnose. Bacterial and viral meningitis show symptoms like 
headache, neck stiffness, and fever and constitutional symptoms like nausea and 
vomiting. Differentiating between these two is crucial in deciding the management. 
Radiological investigations such as computed tomography (CT), magnetic resonance 
imaging (MRI), blood investigations and cerebrospinal fluid (CSF) analysis using 
lumbar puncture aid in arriving at a diagnosis. However, these conventional methods 
may take time; some are invasive and may stress out the patients. So, naval AI-based 
algorithms fed with laboratory parameters such as neutrophil and lymphocyte count 
of cerebrospinal fluid (CSF), neutrophil-to-lymphocyte ratio (NLR), serum albumin, 
c-reactive protein (CRP), glucose and CSF lymphocytes-to-blood CRP ratio (LCR) 
can predict the type of diagnoses with much higher accuracy than conventional 
invasive methods. Similarly, neonatal sepsis with or without meningoencephalitis also 
has high mortality rates, whereas early diagnosis with clear differentiation is impor-
tant. AI-based machine learning systems have achieved this task with high accuracy 
using metabolomics data of sepsis. AI-based algorithms with the capability to predict 
the risk of prognosis of several CNS infections are in use. Maternal infection may 
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adversely affect fetal brain development and may result in autism spectrum disorder 
(ASDs). Conditions like autoimmune encephalitis ultimately resulted in cognitive 
dysfunction, reduction in consciousness and speech disorders. So, early risk predic-
tion may aid in avoiding these consequences [25, 32–35].

4.  Pre-operative innovations: Intelligent surgical planning

4.1  Virtual surgical simulations: Creating patient-specific anatomical 
reconstructions

With the advancing neuroimaging techniques, diagnosis and determination of 
treatment options have evolved, and patient prognosis has improved. Even though 
we made a tentative diagnosis, some complex neurosurgical conditions remained 
inoperable due to a poor understanding of the surrounding anatomy of the pathology 
until the patient opened up, and some are located in hard-to-access regions, making 
neurosurgeons hesitate [36, 37].

AI-based, several 3D models have been employed, such as immersive surgical 
simulations through augmented reality (AR), virtual reality (VR), Mixed Reality 
(MxR), extended reality (XR), and 3D printing applications. These facilitated the 
reconstruction of 3D models of neuroanatomy by sophisticated algorithms using 2D 
radiological images. Magnetic resonance imaging (MRI) and computerised tomog-
raphy (CT) are used as baseline imaging. MRI T1-weighted images are used to map 
the external anatomy of the skull, and both T1W and T2W MRI sequences are used to 
define the grey and white matter of the brain. Then, the vascular network is recon-
structed using CT angiograms, contrast-enhanced MR venograms, and time-of-flight 
(TOF) MR angiograms by blood flow dynamics. These baseline data undergo seg-
mentation, 3D reconstruction, model refinement, and ultimately integration into AI 
systems, giving rise to 3D models. Besides this visual simulation, AI-based automated 
modelling and reconstruction of full anatomical structures based on patient-specific 
data is immensely beneficial in deciding surgical options [38, 39].

The guidance provided by these 3D, 360-degree imaging continuum from the 
initial patient consultation, pre-operative planning of neurosurgical treatment, 
intraoperative navigation throughout the surgery, and, ultimately, post-operative 
consultations. This is especially useful in complex vascular pathologies, as it defines 
their correlation with surrounding structures, which is challenging to achieve via 2D 
images [37, 40, 41]. Similarly, lesions of the skull base are hard to reach and challeng-
ing with complex neuroanatomy and critical structures [38, 42].

VR is one of the systems that can provide a three-dimensional (3D) 360-degree 
imaging guide of neurosurgical pathology [38, 43]. The surgical theatre visualisation 
platform provides personalised, 3D, and 360-degree VR of the lesion, giving a better 
understanding of the site of the lesion and surrounding neuronal anatomy. This model 
can be used to provide an understanding of their condition and possible surgical 
options to the patient and their families, which is hardly achieved by 2D images. 
Proper informed consent can be obtained, and higher patient satisfaction has been 
reported [44]. The surgical rehearsal platform (SRP) analysed eight imaging modali-
ties and reproduced a live 3D model accurately, displaying even surgical tools and 
anatomy around the pathology, providing a better chance of panning complex neuro-
surgeries and rehearsal of several possible approaches. Similarly, pre-operative modi-
fications can be employed in pre-planned management. SRP utilises individualised 
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volumetric scans of patients in the format of Digital Imaging and Communications 
in Medicine (DICOM), and images are processed by incorporating multiple imaging 
modalities. Diffusion tensor imaging (DTI) is performed only in areas of interest. 
This holistic approach enables neurosurgeons to have a pre-surgical idea about the 
per-patient brain anatomy and anticipate possible barriers and shortcomings during 
surgery [38, 39].

Complex pathologies like meningiomas, chondrosarcomas, chordomas and 
sinonasal malignancies extend into the anterior skull base and can be approached 
by advanced AI-based endoscopic endonasal approach (EEA) with 3D modelling. 
Reconstruction provides a real-time guide with manipulation, and incorporating the 
AR system enables precise tumour extraction. This combined approach has reported 
a reduction of cerebrospinal fluid (CSF) leakage rates from 40% to 2.9%, which is a 
great achievement. The reduction of injuries to the internal carotid artery (ICA) is 
from 0.9% to 0.3%. A significant reduction of cranial nerve (CN) dysfunction has 
also been achieved, remarking the benefit of advanced technology in patient safety 
with surgical precision [38, 45].

4.2  Predictive modelling: Analysing complex medical datasets to anticipate 
surgical challenges

Especially in neurosurgery, accurate surgical decision-making by analysing 
risk-benefit profiles is crucial to deciding whether to proceed with neurosurgery 
or manage conservatively. Unnecessary surgical risk may increase neurosurgical 
fatalities and lifelong disability. Similarly, one surgical curative treatment may lead 
to another unfavourable consequence. Ideally, before deciding on definitive manage-
ment, prediction of risk of surgery, survival following surgery, improvement of 
symptomatology, and possible adverse effects should be taken into consideration. 
Clinicians can make predictions based on research data. However, individualised 
prediction is challenging due to the heterogeneity of these neurological conditions. 
So, AI-based machine learning (ML) systems come into play for these predictions in a 
more customised manner [46, 47].

ML is increasingly used in clinical research. This algorithm can be fed with a large 
set of data from different population groups, which is comprehensively analysed and 
provides a clinically meaningful relationship with the provided input and the output 
data. This patient data includes genetic details, medical history and imaging study 
results. As they learn from experience, previously unknown relationships can also 
be predicted using this data [46]. It has proven beneficial in understanding complex 
neurological disorders, similarly predicting long-term outcomes and disease progres-
sion, and establishing personalised patient management plans [48]. Also, high patient 
satisfaction can be obtained through this integrated approach. ML has predicted the 
outcome of several neurosurgical conditions, including brain tumours, traumatic 
brain injury, spinal lesions, hydrocephalus, and neurovascular disease, enhancing 
clinical decision-making better than some established prognostic parameters and 
enabling informed best practices [39, 46, 48].

Adult spinal deformity (ASD) is a condition with higher rates of post-operative com-
plications. No guarantee can be given to ensure patients’ intact baseline neural functions 
following surgery. So, in such conditions, shared decision-making by the patient and 
the clinician, depending on the predictive data provided by the AI system, is beneficial. 
Such systems have shown 87% accuracy in predicting major intra- and perioperative 
complications of this surgery, enabling point-of-care decision-making [49].
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5.  Intraoperative precision: Real-time AI assistance

5.1 Navigation tools: Real-time AI-assisted guidance systems

As discussed, the pre-surgical simulation of neuroanatomy via AI-based tools is 
trending now. Complex AI-based tools also achieve AI-guided real-time navigation 
throughout the surgery. Several AI-based navigation tools are in use, and they have 
improved surgical precision with a drastic reduction of intraoperative complications. 
The surgical navigation advance platform (SNAP) is one of a kind, and it provides 
360-degree navigation of surgical tools and the real-time manipulation of underlying 
pathology throughout the surgery. Collectively, this approach is beneficial in achiev-
ing a safe resection of pathology with minimal neurological damage [37].

According to global statistics, skull surgeries are more difficult to perform than 
surgeries elsewhere. To overcome this barrier, an AI-based Markov model is used. 
This system recognises when surgeons have completed the manual manipulations of 
the surgery and implements the next task in order. Then, surgeons can safely move 
on to the next step of surgery with greater efficiency while minimising intraoperative 
errors [26, 38, 39].

Real-time tissue diagnosis by AI-based biopsy analysis during surgeries is 
immensely important in managing neurosurgeries. For conventional frozen section 
analysis, biopsy samples should be sent to laboratories and should be analysed by 
experts, requiring time. However, AI can accomplish this task in less than 3 minutes 
intraoperatively. Surprisingly, the accuracy of AI diagnosis is almost 100%, while con-
ventional methods carry a margin of error. This is a greater leap in the surgical aspect, 
which may entirely change pre-determined treatment plans in some patients [26].

5.2 AI-assisted cellular identification with unprecedented accuracy

Cells are the basic unit of life, with which all living beings continue. Still, scientists 
are trying to figure out the dynamic function and behaviours of cells of viruses, bac-
teria, and human beings for future predictions. Virtual cell models are continuously 
on their way to development; however, most of them are based on assumptions made 
from observations. The biological system is multiscale, comprised of atoms, mol-
ecules, and cells, and building up the histological appearance, giving rise to various 
functional properties which is non-linear in one scale than another. Thus, the trans-
formation through time and space is unpredictable. Similarly, one biological process 
is a result of multiple interactions such as genetic regulation, metabolic pathways and 
dynamic signalling and response cascades. A minute change in the input process may 
result in a greater dynamic change in the output, non-linear dynamics [50].

The virtual cell is an AI-generated dynamic 3D model of cells which is simulated 
by biology, physiology, several image-based models, and evidence-based graphs. This 
may function as a real cell while facilitating new research approaches, as cell-based 
medicine is the core of regenerative medicine. Bioengineers can produce microorgan-
isms that can produce clinically important substances such as new drugs. Similarly, by 
analysing individual genomic data, creating personalised cell models may enable the 
creation of tailor-made treatment strategies for each patient [50, 51].

In this context, innovative cell-based approaches are being explored instead of 
traditional methods such as radiotherapy, chemotherapy, and surgery for neuronal 
tumours. Numerous phase 2 clinical trials investigate effective and safe treatments 
for malignant brain tumours through genetic therapies and immunotherapies. 
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Gliomas are becoming more and more resistant to conventional therapies and have a 
high recurrence rate, most probably due to the presence of glioma stem cells (GSC). 
So, stem cell targeted therapy is emerging. Neural precursor cells (NPC) can migrate 
throughout the brain and differentiate into neurons, glial cells and oligodendroglia 
cells. This ability has been combined with novel technology and selectively delivers 
drugs to the tumour site [52–54]. Retrovirus-guided transfer of specific important 
genes into the NPCs has been tested. Then, NPCs with the ability to produce interleu-
kins, lysosomes, and cytotoxic mediators such as tumour necrosis factor (TNF) aid in 
cancer cell apoptosis and selective antagonism of glioblastoma cell invasion [52, 55]. 
Similarly, novel treatments based on non-technologies and translational medicine are 
in the way of approaching the conditions which have been considered as incurable, 
spinal cord injuries [50, 52].

5.3  Robotic surgical support: Minimising tissue damage and improving surgical 
outcomes

As discussed, AI may have supportive aspects in managing neurosurgical patients 
from the diagnosis of a condition up to discharge. Intraoperative navigation is an 
advanced technology developed around AI that enables safe neurosurgery-related 
decision-making during surgery, thus minimising intraoperative errors. With the 
demand for minimally invasive approaches to the brain and spine, AI-based robotic 
devices come into play. The first reported case of robotics was the use of the PUMA 
(Programmable Universal Machine for Assembly) 560 robotic system in mid-1980 for 
a neurosurgical biopsy, and the first approved robotic device used in neurosurgery 
was the NeuroMate robot (Integrated Surgical Systems). Especially in fields like 
neurosurgery, where surgeries are done within a limited space, this technology is used 
mainly for anatomical localisation of the pathology and brain structures, anatomi-
cal planning in the assessment of deep brain structures, in the stabilisation of the 
surgeon’s hand and spinal surgical procedures like pedicle screw placement. Some 
commonly used robotic systems in neurosurgical fields are the Da Vinci, Robotic 
Stereotactic Assistance (ROSA), SOCR ATES surgical system, and these robotics have 
mainly been used in surgeries involving optic chiasmata, subthalamic nuclei, cere-
bral vascular networks and the pituitary gland Neuromata, Pathfinder, NeuroArm, 
SpineAssist, and Renaissance neurosurgical system also some examples [50–53].

These robotic systems can be categorised into three main types: active, semi-
active, and master-slave. NeuroArm is a type of master-slave robotic, which the 
surgeon can remotely control. This system is dependent on the surgeon’s input and is 
unable to make independent decisions. It is an MRI-compatible robotic with 8 degrees 
of freedom (DOF) and the capability of mimicking a neurosurgeon’s arm functions 
but in a more precise manner. Up until now, it has been used in MRI-guided tumour 
biopsies, hematoma evacuation procedures, and microsurgical dissections [54].

Semi-active robotic systems integrate pre-programmed data with the surgeon’s 
inputs and function in a hybrid manner. In conjunction with the skills of the surgeon 
and AI knowledge of the robotic, more precise results can be obtained in this manner. 
The Steady Hand System is such an example, and it can allow surgeons to expedite 
fine dissections without fatigability. The ‘evolution 1’ system facilitates fine endo-
scopic procedures. The ROSA system can analyse MRI or CT images and pre-plan 
the placement of electrodes and biopsies, avoiding important vascular and neural 
structures of the brain. This system has only 6 degrees of freedom, and this assistant 
system is used for deep brain stimulation (DBS) to the bilateral subthalamic nucleus 
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in patients with Parkinson’s disease. This system has shown excellent accuracy in this 
function. Then, these pre-plans are loaded onto the robot, and throughout surgery, 
the navigation and intraoperative images can be obtained by an optical device in a 
robotic arm. As mentioned, this system is commonly used in stereotactic procedures, 
such as the placement of microcatheters in gliomas for the introduction of chemo-
therapy, insertion of DBS electrodes and multiple-depth electrodes for stereoelectro-
encephalography (SEEG). Then, the robotic-guided endoscopic cerebral hemisphere 
resection can be done with a combined application of an endoscope to the robotic arm 
ROSA, especially in children with drug-resistant epilepsy. Some other similar appli-
cations of endoscopic robotics are endoscopic intranasal therapy, endoscopic third 
ventricle patency, and intraventricular tumour resections [8, 26, 55–57].

Then, the active robotic systems assist surgeons in carrying out several tasks in a 
more precise manner and can conduct pre-programmed tasks autonomously. PUMA, 
SpineAssist, and Renaissance systems are such examples and they are widely used in 
instrumentation processes like guided biopsies and pedicle screw implantations [52, 54].

The Da Vinci system has 7 degrees of freedom, is an HB imaging system with three 
operating arms, and uses the transoral robotic surgery (TORS) approach. This TORS 
approach is mainly used for manipulations in the area of the anterior skull base as an 
open surgical approach in this area carries a significant risk of mortality compared 
to head and neck surgeries. Surgeries in the anterior skull base and sellar region 
involving manipulation of optic chiasmas and pituitary glands, such as in the cases of 
pituitary adenomas and cystic sellar masses, are hard to perform due to limited acces-
sibility. Whereas the TORS approach using robotics makes it easy [26, 50, 52, 55].

6.  Research and future perspectives

6.1 Big data analytics

AI is used in almost all areas of medicine, and most of these novel interventions 
come into play as a result of research. With the electrification of the medical record 
system, a large amount of patient data has come into our access within finger dis-
tance. So big data analytics can be done using AI-based algorithms using these data 
to identify novel biomarkers, novel treatment strategies, and especially in diagnosing 
neurological conditions using patient patterns and trends.

Novel drug invention is an important aspect of medicine, but the underlying 
process is expensive and takes a considerable amount of time. This process starts with 
research, and then the development of a new drug leads to the conduct of clinical 
trials, and finally, the drug can be released into the market. The average estimated 
investment for this whole process is about $1.3 billion per drug [58], and the median 
time taken to develop a drug ranges from 5.9 to 7.2 years for non-oncological drugs, 
while it takes 13.1 years for an oncological drug. Even with this great afford, only 
13.8% of clinically trailed drugs get the approval [59]. So, with the development 
of technology, large patient-based data collections have been created, and AI and 
Machine learning (ML)-based algorithms analyse these enormous amounts of data 
at once and understand the echo-biological system, thus enabling the development 
of novel drugs for new indications. AI has been used in developing new drugs for 
decades, and the latest was during the COVID-19 pandemic. And owing to AI’s 
prediction ability, research study designs and analysis can be planned, thus enabling 
the best possible clinical trial with high approval rates. This has made drug discovery 
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more efficient and cost-effective by minimising cost and time and enhancing the 
probability of approval [60].

6.2 Machine learning in neurosurgical research

As mentioned previously, machine learning has branched out in all aspects of 
the neurosurgical field, from the first consultation of the patient up to post-surgical 
care. AI is used to diagnose clinically challenging neurosurgical conditions such as 
aneurysms and brain tumours and to predict the risk of several critical conditions. 
Similarly, pre-operative planning, intraoperative guidance, and navigation are great 
leaps in neurosurgery and enable safe and more accurate neurosurgical procedures. 
All being said, these promising inventions came through research [61].

6.3 Predictive healthcare strategies

AI is mainly used in diagnosing medical conditions but can also predict patient 
outcomes, risk of recurrence, probability of survival and risk of complications in 
several challenging conditions [8]. Several ML algorithms have been invented for such 
specific tasks as follows.

Traumatic brain injury (TBI) is a major neurosurgical emergency resulting in 
death or lifelong disability worldwide. In resource-poor settings, the situation is more 
pathetic due to a lack of trained, skilled staff and limited access to diagnostic technol-
ogies. So, to support timely and objective clinical decision-making, prognosis-related 
predictive models have been tested in low- and middle-income (LMIC) countries. For 
the development of this ML model, data including socio-demographic details, details 
of initial assessment, type of injury, vital signs, and treatment received have been 
used. The discharge score of the Glasgow scale has been used as the outcome variable. 
This prognostic tool has achieved an average of 66.2% to 86.5% accuracy in predicting 
the outcome of TBI patients. With further research, this ML-based predictive model 
can be implemented in resource-poor settings all over the world for a better triage 
process and to reduce TBI-related mortality [8, 62].

Then, lumbar spinal stenosis (LSS) is a common health concern among the ageing 
population. Usually, conservative measures are recommended, but some may need a 
surgical approach. Even though the indication remains the same, the surgical outcome 
varies greatly among individuals. The risk of adverse outcomes following surgery 
should be considered individually; however, it is not feasible. So, ML algorithms 
have been used to generate prediction models for short- and long-term outcomes 
following decompression surgery for LSS. The length of surgery (duration more than 
45 minutes) can be predicted with an accuracy of 78%, and the accuracy of predicting 
re-operation varies between 63% and 69%. The extended hospital stay was predicted 
with an accuracy of 77%. These pre-surgical predictions give an insight into the surgi-
cal procedure and enable personalised decision-making regarding management and 
shared decision-making [8, 63].

Hospital re-admission following surgery significantly increases the cost of healthcare 
setting. Thus, a predictive model with ML has been tested to predict the re-admission 
following lumbar laminectomy using the database of the American College of Surgeons 
National Surgical Quality Improvement Program (ACS NSQIP) to develop interventions 
to minimise these re-admissions. Notably, the predictive model has accurately predicted 
over 95% of re-admissions using all available data of the patients while achieving over 
79% accuracy using only pre-discharged data of the patients [8, 63].
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7.  Conclusions

With the development of technology, artificial intelligence is at the cusp of its 
revolution invading several fields, including medicine. Especially in neurosurgery, 
where involvement is needed beyond human capabilities, AI plays a major role, 
in diagnosing neurological and neurosurgical conditions, predicting the risk and 
prognosis of the condition and the management, planning neurosurgical strategies 
and providing real-time neurosurgical assistance, and the field of neurosurgery 
where complex relationships are revealed by analysing big data. So, beyond this, the 
neurosurgical aspect can evolve around AI in the near future.
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Chapter 12

A Comparison of Convolutional 
Neural Networks, Image Feature 
Extraction, and Clinical Features 
Applied to Leukemia Blood Smear 
Image Classification
Marinela Iuliana Branescu, Steve Counsell, Allan Tucker 
and Stephen Swift

Abstract

The study presents the performance of Convolutional Neural Network (CNN) and 
Standard Feature extraction for image classification in detecting the type of leukae-
mia from blood smear test images. This research uses 312 pre-classified leukaemia 
images belonging to the four main types of the disease: Chronic Myeloid Leukaemia 
(CML), Chronic Lymphatic Leukaemia (CLL), Acute Myeloid Leukaemia (AML), 
and Acute Lymphatic Leukaemia (ALL). Using CNN trained by standard packages 
and traditional feature extraction with machine learning classifiers to classify the 
leukaemia images, the modest accuracy for the first experiment and longer imple-
mentation time for the second experiment leads to using image manipulation tech-
niques. The Otsu thresholding method with respect to the adapted Otsu 2-3 method is 
efficient in accentuating the cell’s shape preparing the images for extracting regions of 
interest (ROI). ROI dataset is further filtered of residues expressed in unclear parts of 
white blood cells, obtaining an ROI-filtered dataset. The obtained separated datasets 
following the application of image-manipulated techniques are evaluated separately 
with both methods and the changes in accuracy and efficiency of the system are con-
trasted. ROI dataset improves the CNN accuracy by increasing the number of images 
and reducing unnecessary pixels. Still, feature extraction performance is altered and 
selective feature extraction is applied, some selections of features producing higher 
accuracy. A reduced dataset of images will impact CNN’s performance, and the ROI 
dataset will perform better. Feature extraction is efficient, but a lengthier process 
and selective application of features are necessary to validate the importance of some 
features over others.

Keywords: convolutional neural network (CNN), regions of interest (ROI), acute 
myeloid leukaemia (AML), acute lymphatic leukaemia (ALL), chronic myeloid 
leukaemia (CML), chronic lymphatic leukaemia (CLL)
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1.  Introduction

This chapter compares CNN trained by standard software packages to reduce the 
complexity of building the system [1–3] and traditional feature extraction techniques 
where the obtained features are extracted through computation and analyzed with 
machine learning platforms. A pipeline for the segmentation of the white blood cells 
from the leukemia images is presented, and all the obtained intermediate datasets are 
analyzed. The initial experiment finds that the performance of a standard CNN on 
the initial dataset is modest, in contrast to the feature extraction method. The pipeline 
of alterations to the initial dataset resulted in four extra sets of images being analyzed 
with the two standard methods, indicating how image manipulation can improve the 
classification. Otsu Dataset prepares the images for extracting regions of interest by 
changing the shape of the cells and increasing visibility. Extracting regions of interest 
efficiently reduces the computation time by avoiding unnecessary pixels; the system 
will focus on analyzing relevant points that describe the essential objects within 
an image [4, 5]. The size of the dataset is enhanced by dividing the original images 
into white blood cells relevant to the leukemia image classification. The 17 extracted 
features, respective Haralick texture features, average colors, and cell size and shape 
performance are not increasing with the image manipulation pipeline. Selective 
feature application is efficient in some combinations, producing high accuracy, but 
the feature’s relevance depends on the image classification system [6]. The accuracy 
and rapidity of leukemia classification determine the patient’s changes or recovery 
and survival; actual smear test image classification remains one of the main routes of 
leukemia image classification [7–9]. Therefore, the study is trying to find fast, accu-
rate, and time-saving methods of detecting the type of leukemia from blood smear 
test image classification that will improve the current leukemia detection result.

Leukemia is a type of cancer of the body’s blood-forming tissues, including the 
bone marrow, where it starts as blast cells and of the lymphatic system [10, 11]. This 
disease has more types, each evolving and behaving differently, and they have dif-
ferent characteristics when analyzed under the microscope, enabling the specialists 
to determine the right type of leukemia by analyzing the smear sample images [7, 8, 
12–14]. Each type needs to be treated differently, and early diagnosis is fundamental 
in improving the patient’s prognosis; therefore, detecting the right type of this 
disease timely and accurately is very important [8, 11, 15, 16]. Largely, leukemia is 
divided into acute leukemia and chronic leukemia, with two main subtypes in each 
leading to four prominent types of the disease: Acute Lymphocytic Leukemia (ALL), 
Chronic Lymphocytic Leukemia (CLL), Acute Myeloid Leukemia (AML), and Acute 
Lymphatic Leukemia (ALL) [8, 17]. Leukemia subtypes present morphological 
differences, enabling the possibility of classifying them by evaluating their charac-
teristics, manipulating the images by extracting features, and classifying those that 
will give the right leukemia subtype [12, 18]. Clinically, leukemia causes uncontrol-
lable reproduction and growth of leukocytes in the acute subtype. Those cells, being 
less mature, develop faster and become dysfunctional blast cells as they live in the 
bone marrow [11, 19]. While in chronic leukemia, the leukocytes develop slower, 
taking years to cause symptoms [18], clinical features that differentiate the types 
of leukemia lead to morphological differences that can be detected through visual 
examination under a microscope of the blood samples [9, 13, 18]. The evaluation 
and interpretation of red and white blood cell morphology can provide important 
information on the underlying cause of systemic disease [6, 20], and in leukemia, the 
cell’s shape is a result of metabolic and environmental shape [21]. Acute lymphatic 
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leukemia presents a homogeneous blast population compared to the heterogeneous 
blast population in acute myeloid leukemia, while chronic lymphatic leukemia is 
distinguished by clonal accumulation and proliferation of mature blast cells, and 
chronic myeloid leukemia is determined by high levels of white blood cells [9]. 
Machine learning and deep learning techniques have been used recently in medical 
image classification [1, 13, 22] since the leukemia subtypes are distinguishable when 
evaluated under a microscope [7, 12, 23]. Those techniques are employable in leuke-
mia classification. Theoretically, deep learning models can achieve higher accuracy 
for image classification compared to traditional machine learning algorithms [1, 20, 
21], but the availability of the dataset, clarity of the images, and adopted techniques 
can impact the results [19, 24]. Machine learning platforms offer, through their 
classifiers, an effective way of analyzing the similarities between images by evaluat-
ing the extracted features [6, 25]. Feature extraction is an image pre-processing 
method following several steps, like extracting numerical features and arranging 
those in classes corresponding to each category of leukemia [25–27]. Feature image 
classification works by redefining a large set of data into a set of reduced dimensions 
called features [11]. In leukemia classification, feature extraction helps to check the 
resulting values of the parameters with standard values and differentiate between 
the leukemia types [27]. Feature extraction and segmentation are important aspects 
of computer vision that begin with an initial set of data measurements, establishing 
derived values and features, providing information, and facilitating subsequent 
learning and generalization [28, 29]. Through feature extraction, the morphological 
characteristics of leukemia are translated into extractable numerical values that can 
be associated with the type of disease [6, 18]. Adopting CNN in feature extraction 
seems to be an effective, straightforward process; the computation process can 
localize and extract from the image numerical sets under certain labels [1]. Tone 
and texture are permanent characteristics in an image. Haralick texture features 
are common descriptors in image analysis, where computation is used to quantise, 
a process of reducing the image’s grey-level features and obtaining a co-occurrence 
matrix [8, 26]. Otsu’s method is an adaptive binarization threshold image segmenta-
tion algorithm that takes the more considerable inter-class variance between the 
target image and background as a threshold selecting rule [15, 30]. This method 
uses the grayscale model to separate the image’s background from the foreground, 
and when the threshold is reached, the difference between the two parts is evalu-
ated [30, 31]. In medical image segmentation, Otsu is a popular non-parametric 
method that performs better than other thresholding methods and produces reliable 
binary images suitable for other necessary processing stages [15, 32]. Otsu 2–3 is an 
improved version of Otsu. The two- and three-dimensional Otsu can segment images 
of low signal-to-noise ratio, giving the best results just when the number of pixels is 
about the same in each class [30].

Leukemia smear test captures can be represented by a matrix of pixel values 
where a color image can be constituted in three channels stacked over each other 
in the RGB color space where red, green, and blue are composed in different hues 
to express a large array of colors [11]. In contrast with a colored image, a grayscale 
image is often represented by a single channel with pixel values ranging from 0 
to 225, respectively from black to white [26]. Leukemia images benefit from the 
extraction of RGB features, the shade of the color being useful in evidentiality 
morphological differences for a certain type of disease [11, 18]. Leukemia images, 
like other medical images, are made up of regions of interest (ROI) such as blood 
cells, blasts, and white blood cells [4, 11, 33]. Manual microscopic examination is 
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suspectable to errors and time-consuming, and a performant evaluation is neces-
sary [8, 9, 27, 34]. In contrast, computational methods can identify the nature of the 
blast and detect objects from the background, but a poor contrast between objects 
and the background can be improved with image manipulation techniques [28, 30, 
35]. The clinical features of leukemia can be translated into extractable features like 
the shape of the red blood cells, texture features, and the count and position of the 
nucleus [10, 29]. Implementing Otsu increases the visibility of the white blood cells 
and accentuates their shapes, preparing the images for extracting regions of interest 
[15, 31, 32]. Otsu 2-3, an elaborated version of Otsu, will analyse an image’s two-
dimensional and three-dimensional properties, evaluating every possible threshold 
value between background and foreground, calculating the variances within each of 
the two clusters, and selecting the value for which the weighted sum of these vari-
ances is the least [30].

Image segmentation is the partitioning of an image into multiple sets of pixels 
that share some common characteristics, such as intensity and color [15, 28, 32]. In 
contrast, ROI (Regions of Interest) focuses on segmenting the image into the main 
objects from the image that preserve the important characteristics for the classifica-
tion [33]. The output is a segmentation map, an alternative representation of the 
source image that is easier and considerably faster to analyze. ROI is meaningful 
and representative information within an image [4, 5] and is considered a pointer 
of the data reliving the most important object for the classification process [5, 33]. 
Extracting ROI can accelerate image processing by avoiding irrelevant image points 
that are not the targeted object of the classification and can increase a small dataset 
[4]. Morphological classification of the four main types of leukaemia is based on the 
identification of the leukaemia cell line and the white blood cell stages of differentia-
tion translated into the identifiable features that can represent the size of the white 
blood cells, texture, and colour [18, 36]. Medical professionals evaluate the leukemia 
cell lines when they are differentiating between acute and chronic leukemia [7, 18]. 
Acute leukemia is distinguished by uncontrolled immature blood cells that can have a 
myeloid or lymphoid lineage, while chronic leukemia is characterized by the presence 
of generally small lymphocytes with scanty cytoplasm and clumped chromatin [7, 
18, 37]. However, some patients can present an increased percentage of leukocytes 
that are wider with nuclear irregularities, abundant cytoplasm, and prominent 
nucleoli [37]. Those characteristics are translated into identifiable features that can be 
extracted from images to classify the leukemia types [7].

The accuracy of diagnosis for blood-related diseases through blood smear test 
image classification can be greatly improved by the effective use of image segmenta-
tion techniques such as extracting regions of interest [4, 9, 17, 23]. The unavail-
ability of a large dataset and inconsistency in data selection create the necessity of 
standardized quality datasets to improve the diagnostic capabilities of classification 
techniques like feature extraction and the use of CNN [19, 38]. The feature’s relevance 
in leukemia image classification depends on the quality of the captured images, the 
classification techniques, and the type of disease [11, 18]. Applying selective features 
will find the best combinations that can give good results for a certain classification 
technique [26].

The research contributes by creating a technical scaffold for leukemia image 
classification that can be updated and used in other medical image classifications. The 
advantages, adaptations, and challenges of using CNN and feature extraction given 
the limited dataset offer insight for related research into elaborating the best methods 
and image manipulation techniques for image classification in the medical field.
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The method proved efficient in other related image classifications. Otsu, an 
efficient thresholding technique, is efficient in separating the plasma from the blood 
cells and has been previously adopted in different studies to increase image classifica-
tion accuracy. The second experiment gives an insight into the efficiency of feature 
extraction techniques; the model is further updated by incising the features and 
manipulating the images by implementing OTSU and extracting regions of interest. 
In further trials, both experiments can be enchanted by adopting other image manip-
ulation techniques or using a larger, performant dataset. The image quality seems to 
be important in image classification; therefore, using new performant cameras can 
increase the quality of images and enable better classification.

2.  Materials and methods

This section presents the materials and steps of the research. The initial images 
are pre-processed, resulting in several different datasets evaluated with CNN and 
traditional feature extraction, with the results contrasted (Figure 1).

The first experiment uses CNN to classify the correct type of leukemia. The pro-
cess is repeated by adopting image manipulation techniques. The system is trained by 
standard packages and evaluated with Cross-Validation for K Folds from 1 to 10 [8].

The second experiment extracts Haralick texture features and average color from 
the existing images through computation and analyzes the results with the machine 
learning platform. Further implementations are added by applying Otsu and Otsu 
2–3 on the existing data and extracting features, dividing the images into regions of 
interest corresponding blood cells, and extracting existing features, also increasing 
the features with clinical features, shape, and color aspect of the images. As not all the 
features are relevant to the images, a selective discriminatory approach was adopted 
where, through computation, the images are analyzed by evaluating selectively the 

Figure 1. 
Steps of the experiment: The 312 leukemia images belonging to M1, M2, M3, and M5 are classified by two 
methods, and the results are compared. To increase the system’s accuracy, feature manipulation techniques are 
applied, creating several datasets that are separately classified with both techniques.
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features of the same experiment being carried out in the machine learning platform 
by manually reducing the existing extracted features to match the computational 
experiment.

The first experiments, where CNN is applied to the existing raw dataset of images 
and features are extracted through computation and analyses with Weka classifiers, 
require manipulating the images. The aim is to create several dataset that will have the 
white blood cells as the points of interest with more accentuated shapes increasing the 
dataset and evaluating the changes in accuracy.

2.1 Data source and experiments

The initial dataset comprises 312 blood smear tests already classified as leukemia 
images, collected under a microscope with a digital camera, belonging to the four 
main types of the disease, namely ALL, AML, CLL, and CML, with an unequal 
number of images for each class. The data was labeled, altered to the same size, pre-
processed for the neural network, and labeled per subtype.

2.2 Implementation

The experiments presented in this paper were run on an Intel i9-11,900 K proces-
sor (16 logical processors) with 32GB RAM, 1 TB NVMe HDD, and a Nvidia GeForce 
RTX 3090 (10,496, 25 GB RAM). The software environment included TensorFlow 
2.1.0 and Python 3.7.16, and programs were developed using Visual Studio Code 
1.92.2.

2.3 Creating additional datasets

The original dataset contains a modest number of images, therefore, a series of 
pre-processing steps attempting to segment the white blood cells from the rest of 
the images are applied on the initial set of images and create additional datasets with 
expressive white blood cells, enabling a better image classification. The pre-process-
ing steps are applying OTSU and OTSU 2–3 on the initial set of images, extracting 
regions of interest, and extracting regions of interest specific to the leukemia blood 
cells. The obtained datasets are evaluated separately through both techniques, feature 
extraction and CNN, and the results are evaluated.

2.4 Raw dataset

The initial dataset comprises 312 blood smear tests already classified as leukemia 
images, collected under a microscope with a digital camera, belonging to the four 
main types of the disease: ALL, AML, CLL, and CML, with an unequal number of 
images for each class (Figure 2). The data was labeled, altered to the same size, pre-
processed for the neural network, and labeled per subtype.

The first experiment was conducted by using a Convolutional Neural Network 
trained by TensorFlow packages on the raw dataset comprised of 312 already clas-
sified leukemia images. The availability of CNN training packages has facilitated 
the system, reducing the time and cost of implementation and the accuracy of 
the system being validated with five vs. 10-fold cross-validation [8]. The reduced 
timeframe of creating the system and accessibility serves as a scaffold for future 
experiments, as CNN accuracy depends on the number of images used in training 
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the system, their clarity, and their homogeneity. To increase the clarity of the 
images, OTSU thresholding techniques are applied to the existing images, able to 
separate the plasma from the blood cells and accentuate their shape, and SMOTE 
is used to sort the class imbalance issues by adding extra duplicate images to the 
subset with a lower number of images. The initial CNN setup is run on the manip-
ulated images to evaluate the impact of those image manipulation techniques on 
the accuracy of the system (Figure 3).

2.5 Otsu dataset

Otsu’s ability to accentuate the shape of the images is imported in the process of 
extracting features; Otsu 2–3, a two-dimensional improved version of Otsu, is applied 
to the initial images, creating a new dataset from which the features from the first 
experiment, Haralick and RGB colors, are extracted. The features extracted are ana-
lyzed with Weka classifiers by associating the similarities to the right type of leukemia 
detected. The Otsu successfully delimitated the plasma from the blood cells, but the 

Figure 2. 
Original dataset by the number of images for each leukemia subtype; the number of images is not equal for all the 
subtypes.

Figure 3. 
Incorporating OSTU and OTSU 2–3 and testing the system with Cross-Validation, Otsu method can separate the 
blood cells from the plasma and accentuates the edges of the cells.
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accuracy of the process differs in some of the images in the background. The Otsu 
threshold values are classified as the accuracy given by the machine learning classi-
fiers validating the implementation, and the high accuracy given by some evaluators 
is decisive in choosing to incorporate Otsu again for the next experiment (Figure 4).

2.6 ROI dataset

The successful integration of the Otsu thresholding method in the system and its 
ability to differentiate the objectives from the background make it necessary to use 
the method to extract the regions of interest. A new dataset is created by dividing 
the original image into white blood cells as regions of interest, with one white blood 
cell per image. The initial image is divided into clusters that form a sub-image, which 
is then extracted, and a new dataset is created containing each image containing the 
specific region of interest and respective blood cells (Figure 5).

2.7 ROI filtered

Following the previous process of extracting regions of interest and dividing the 
images into those points of interest, the newly created dataset contains images that do 
not provide visible blood cells, either the image being too small or unclear. The purple 
color in the obtained dataset is found to express the blood cells; therefore, to create a 
more efficient dataset for image classification, the images that are too small or do not 
present a blood cell given by the purple agglomeration of pixels are removed. The new 
dataset is created, and the Haralick features and color features are extracted (Figure 6).

2.8 ROI clinical

The clinical investigation into the four main types of leukemia finds that the mor-
phological differences of that subtype can be translated into features like the number 

Figure 4. 
Otsu 2 dataset represented by the first row of images and Otsu 2–3 defined by the second set of images for images 
from each leukemia subtype.
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and size of blood cells. Using the distinctive characteristics of each type of leukemia, 
we can extract related features that help differentiate each subtype. Two more 
features are added to the Haralick features, which are related to the size and number 
of blood cells. Also, the previous dataset was created by extracting the regions of 
interest, and the number of images can equal the number of blood cells for a specific 
subtype. Following the extraction of the feature process, 131,071 combinations of 
features are extracted, and 10-fold cross-validation is used to rank the accuracy by 
using a certain classifier to analyze the differences in classification.

Haralick’s features are numerous. Also, with the added feature size, number of cells, 
and RGB colors, a total number of “17” characteristics have to be considered because 
not all the features are applicable to each image from the dataset. Selective application of 
features on the existing images is tried to determine if random segregation and applica-
tion of certain features on the images will give different results. Computation is used to 
extract certain features from the images, an algorithm is taking the input an empty list 
of results, creating a loop where lines 2 and 7 are repeated between the start and the end 
of the loop. The first line is repeated from the parameter 1 to n, and a binary string is 
applied to column d to keep certain values, which are represented by features, and to skin 
others. The 10-fold cross-validation is applied randomly, resulting in different versions 
of columns, one representing a permutation of all the possible keep and not keep. The 
average accuracy is taken as a standard practice for machine learning, and the results list 
the combination of the binary string. The result table is created and sorted from highest to 
lowest accuracy in the binary string (Table 1).

Figure 5. 
In creating ROI Dataset from Otsu 2-3 Dataset, is noticeable that some leukaemia images contain more white 
blood cells than others, respective regions of interest therefore the new dataset will increase. It can be seen that the 
new dataset is created from dividing the original images into multiple images containing each white blood cell 
from the original images.
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2.9 Red blood cells size

The red blood cells were evaluated by size to determine if they are fitting within a 
standard size; the process was done through computation. It was found that the red 
blood cell sizes are within the standard range for all types of leukemia.

From the results presented in Table 2 specifically, the results that the two best fea-
tures are the size of the stained white blood cells and the number of white blood cells 

Algorithm 1. Generate all of the feature subsets

Input: n - number of features, D - the full dataset with n features

1 Let res = empty list

2 For i = 1 to (2n −1)

3 B = Binary version of i (n bits long)

4 D’ = Apply B to Columns of D (1 = keep column, 0 = remove column)

5 Apply 10 Fold Cross Validation with Classifier Random Forrest to D’

6 Let a = average accuracy over the 10 folds

7 Append (B,a) to res

8 End For

Output: res - the list of all binary strings and corresponding average Accuracy

Table 1. 
The above table represents the algorithm for evaluating the images.

Figure 6. 
The above image expresses how the ROI-filtered dataset is created and is generated from the original images, 
which are divided per cell with characteristics to represent the specific type of leukemia. Compared to the ROI 
dataset, the ROI-filtered dataset contains one leukemia cell per image with characteristics specific to each subtype.
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per image, it could be suggested that the results are simply classifying the magnifica-
tion level used in the original data collection. Toward this end, a sub-experiment was 
conducted to measure the size of the red blood cells. If the sizes of the red blood cells 
are consistent across the leukemia subtypes, then it can be inferred that there is no 
change in the image magnification level.

Each image is processed as follows:

i. The image is converted to a gray scale.

ii. The Otsu filtering technique (see above) is applied.

iii. Noise is removed using a morphological transformation and then image 
dilation.

iv. Circle fitting is then applied to the image using the Hough Transformation.

It is noted that the Hough Transformation method for circle fitting tends to overfit 
an image and produce a large number of large circles. Thus, a fixed number (k) of 
the circles (increasing in terms of smallest to largest measured in terms of radius) is 
selected, and the average is taken. Finally, the median size for each leukemia type is 
reported. The median is used as a summary statistic since it can be more resistant to 
noise. The results are reported in Table 2 as follows:

It can be seen that regardless of the value k used in the experiments, the median 
circle size (radius) is highly consistent across the leukemia subtypes, with the radius 
differing by only a few pixels (note that the original images are 1960 by 1280 pixels 
in size). Thus, we can conclude that the red blood cells are the same size across the 
images (subtypes), and therefore, there is no difference in the magnification level. It 
should be noted that the image magnification levels were checked with the original 
clinician, who verified that the magnification level was held to a constant level as 
clinical protocols dictate.

3.  Results

Evaluating the initial dataset with CNN and traditional feature extraction and 
classification with machine learning platforms, both techniques are found to be 
efficient, but CNN accuracy is low, and the second technique takes longer to be 

LST k

2 3 4 5 6 7 8 9 10

M1 45.0 45.0 45.0 45.0 45.0 45.0 45.0 45.0 45.0

M2 42.0 42.0 42.0 42.0 42.0 42.0 42.0 42.0 42.0

M3 41.5 44.0 45.5 45.5 46.0 46.0 46.0 47.3 47.3

M5 45.0 45.0 45.0 45.0 45.0 45.0 45.0 45.0 45.0

Note: The size of the white blood cells is about the same for all the leukemia subtypes; a constant size can be noticed for 
M1, M2, and M5, while for M3, the size of the white blood cells varies slightly.

Table 2. 
Red blood cells size evaluation.
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Figure 7. 
Representation of the CNN run on the initial images.

implemented. Looking for ways to improve the performance and efficiency of both 
techniques (CNN and feature extraction) on a reduced dataset.

3.1 Initial evaluation of the original dataset

In the first experiment, CNN is trained by TensorFlow packages. The original 
pre-processed 312 leukemia images were classified, and the system was tested with 
cross-validation on different folds. The CNN trained with the standard packages is 
easy to be implemented, but the accuracy of leukemia image classification is modest 
when the system was evaluated with Cross-Validation (Figure 7; Tables 3 and 4).

Dropout is an important regularization technique for preventing overfitting and 
improving the generalization of CNN models [2, 34]. It implies dropping neurons 
randomly during training, forming an assembly of networks. Shuffle is an operation 
to help information pass through the feature channels in CNN [34].

Apart from the modest accuracy, CNN proves to be straightforward, fast, and easy 
to implement, and when using standard packages to train the system, this method 
can be implemented without employing experts in computation. Those aspects make 
this method inexpensive and fast to implement. As is found in the previous studies 
[7, 8, 17, 39], CNN performs better on large datasets; therefore, looking at the ways to 
increase the detest can improve the accuracy of the classification with CNN.

Further investigation was conducted on how traditional feature extraction and 
classification perform on the initial dataset. The process is lengthier, involving the 
collection and collation of features through computation, resulting in numerical 
classes of the 17 extracted features. This is followed by classifying the extracted 
columns of numerical features with machine learning classifiers where the features 
are associated and the leukemia type is pinpointed.

Future extraction is found to be efficient in detecting and evaluating the type 
of leukemia from smear test images. The classifiers with the best accuracy are pre-
sented (Table 5); despite the higher results for classification, extracting features is a 
multiple-step process, and future manipulation techniques were adopted on the first 
dataset to improve the accuracy of CNN, which is a time-saving and straightforward 
method.

3.2  Dividing the initial dataset into manipulated set of images and separate 
evaluation of those

To determine the importance of different image manipulation techniques in 
leukemia image classifications, the initial dataset was manipulated with differ-
ent techniques, and the obtained datasets were evaluated with CNN and feature 
extraction to determine the changes in accuracy. The interest was to determine how 
increasing the dataset by image manipulation and extracting the regions of interest 
changed the CNN’s results. The manipulated sets of images were evaluated with both 
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Drop Out Fold CV Shuffle Min. Max. Mean St. Dev.

Yes 5 No 0.223 0.758 0.403 0.112

Yes 5 Yes 0.225 0.650 0.403 0.102

Yes 5 No 0.174 0.629 0.357 0.123

Yes 5 Yes 0.241 0.539 0.369 0.060

No 5 No 0.238 0.741 0.512 0.138

No 5 Yes 0.306 0.809 0.530 0.121

No 5 No 0.190 0.596 0.417 0.111

No 5 Yes 0.253 0.516 0.370 0.055

Yes 10 No 0.161 0.870 0.457 0.158

Yes 10 No 0.161 0.870 0.435 0.137

Yes 10 No 0.093 0.645 0.359 0.138

Yes 10 No 0.161 0.548 0.357 0.080

No 10 No 0.062 0.870 0.537 0.178

No 10 No 0.187 0.906 0.539 0.136

No 10 No 0.093 0.709 0.389 0.152

No 10 No 0.193 0.580 0.405 0.080

Notes: Implementing CNN on the first experiment, a variability of the results can be noticed across different instances, 
Drop Out, No Drop Out, Fold CV, Shuffle, and No Shuffle. The accuracy is present and includes Maxim accuracy, 
Minim Accuracy, and Mean.

Table 4. 
Detailed presentation on the first experiment results for the initial dataset.

techniques to contrast the changes in accuracy and performance of the systems. CNN 
performance is found to improve with increasing the training dataset, and the ROI 
dataset is larger while preserving the main technique characteristics of leukemia. 
Integrating SMOTE, a data balancing method, was not found to increase the accuracy 
of the system (Figure 8).

The increased accuracy for the ROI dataset compared to the original set of images 
can be attributed to the increased dataset; the computation time is not changing 
for the ROI dataset due to the elimination of unnecessary pixels. Surprisingly, ROI 

Classifier Accuracy ROC Av. Kappa Precision Recall F-measure

Logistic Regression 0.935 0.993 0.908 0.939 0.886 0.912

Support Vector Machine 0.945 0.949 0.902 0.983 0.829 0.899

Regression-based Classification 0.923 0.980 0.889 0.937 0.843 0.887

Interactive Classifier Optimizer 0.903 0.975 0.861 0.857 0.771 0.812

Additive Logistic Regression 0.906 0.978 0.857 0.808 0.843 0.825
Note: The above values are obtained with machine learning classifiers; the best accuracy is obtained for Logistic 
Regression, Support Vector Machine, Regression-Based Classification, Interactive Classifier Optimizer, and Additive 
Logistic Regression.

Table 5. 
Traditional feature extraction across the best-performing machine learning classifiers.
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Filtered with poorly represented white blood cells as purple images that won’t increase 
the new information. Subsequently, the performance of the Otsu dataset and Otsu 2–3 
datasets varies across all instances (Figure 9; Tables 6 and 7).

Figure 8. 
Best results for all the datasets. Note: The above representation shows the average accuracy for all the obtained 
dataset where the first line underneath the values line represents the integration of Shuffle, the second line being 
the value of Drop Out. Yes stands for integrating Shuffle and Drop Out, and No stands for not integrating it. ROI 
dataset is giving the best accuracy for CNN classification as can be seen.

Figure 9. 
Evaluation of the 5 datasets by feature extraction and classification with Multilayer Perceptron Classifier.

AVG. RAW AVG. OTSU AVG. OTSU 2–3 AVG. ROI AVG. ROI FILTERED

0.66 0.53 0.4 0.78 0.63

Note: The average accuracy for ROI dataset is the highest followed by RAW dataset and ROI filtered.

Table 6. 
The average accuracy across all the instances for all datasets.

Dataset KFOLD SHUFFLE DROPOUT AVG.ACCURACY

ROI.OUTPUT 10 No No 0.79

Dataset KFOLD SHUFFLE DROPOUT AVG.ACCURACY

OTSU2–3 10 Yes Yes 0.37

Note: The highest accuracy recorded is 0.79 for ROI dataset for 10 K Fold, no Shuffle and No Drop Out, while the 
lowest accuracy is given by the Otsu 2–3 dataset for 10 K Fold, Shuffle and Drop Out.

Table 7. 
The highest and lowest accuracy recorded.



Artificial Intelligence in Medicine and Surgery – An Exploration of Current Trends, Potential…

274

The results from selectively extracting features from the image are evaluated for both 
techniques, where feature extraction through computation is evaluated with the Weka 
machine learning platform, where the features are selected manually, and the results are 
compared, with the difference between the two models being minimal. It is found that 
some features are more important than others in detecting the right type of leukemia.

The binary string is composed of 17 bits on standard 1 representing the 12 Haralick 
features, RGB colors (respective average green, average blue, and average red), and 
size and number of the cells.

Table 8 presents a summary of the results of applying the RF classifier to the 
Clinical datasets (created by the feature subset algorithm 1). Minimum, maximum, 

BIT ROI ROIF

0 0.92 0.63

1 0.91 0.63

2 0.87 0.60

3 0.87 0.60

4 0.87 0.60

5 0.87 0.60

6 0.87 0.60

7 0.87 0.60

8 0.87 0.60

9 0.87 0.60

10 0.87 0.60

11 0.87 0.60

12 0.87 0.60

13 0.87 0.60

14 0.87 0.62

15 0.87 0.60

16 0.87 0.62

Note: The above figure relates the differences of accuracy between the ROI dataset and ROI Filtered dataset.

Table 9. 
Applying RF on the extended dataset.

ROI ROIF

Min 0.613 0.238

Max 0.976 0.837

Average 0.871 0.599

St.Dev 0.071 0.057

Max String 11,000,000,000,000,000 11,000,000,000,000,000
Note: The accuracy of the classification seems higher for ROI.

Table 8. 
The difference of accuracy between ROI and ROIF is presented.
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mean, and standard deviation are presented. The ROI dataset outperforms the ROIF 
dataset, notably with the best combination of features, producing a cross-validation 
accuracy of 0.976. It is interesting to note that although the results between the two 
datasets vary massively, the best feature strings are the same.

Table 9 presents the average accuracy of each feature. Each feature will appear in 
exactly 50% of the datasets (due to the nature of binary strings). This average is com-
puted by taking the average cross-validation accuracy of each of the feature subsets 
where a specific feature is included. The best features (from both ROI and ROIF data-
sets) are the clinical features, where there is a clear jump in accuracy between them 
and the rest of the Haralick features. Also, see section xxx for a validation discussion 
on these features.

4.  Discussion

Detecting the type of leukemia is fundamental in promptly providing the correct 
type of treatment; leukemia image classification remains one of the main methods for 
detecting this type of disease.

The reduced availability of the leukemia images and modest accuracy of CNN 
lead to implementing image manipulation techniques [4, 26, 31, 35] on the existing 
images, resulting in separate datasets that are evaluated and contrasted. A bigger 
dataset of images is found to produce better accuracy when classified with CNN, and 
the system can learn from the input and evaluate a new given image from a wider 
experience [2, 19, 33]. The size of the dataset influences the accuracy of the CNN; 
having a larger number of images allows the system to evaluate an image better [8, 
22]. ROI dataset produces higher accuracy when analyzed with CNN, the system 
being able to train on more images while saving computation time on unnecessary 
pixels [4, 5, 33].

Research shows improvements in accuracy by integrating OTSU and 
OTSU 2–3 [26, 30, 31] methods. Otsu proves reliable in separating blood cells 
from plasma, and its improved version, OTSU 2–3, is incorporated in further 
 experiments. The Otsu and Otsu 2–3 datasets do not improve classification accuracy 
when analyzed with CNN, but the dataset is used as a scaffolding for extracting 
ROI [4, 31].

The alternative method used to compare the performance of CNN is traditional 
feature extraction techniques, through computation of the respective 12 Haralick 
features, which have proven to be reliable texture features in other studies [26]. These 
features include average colours, cell sizes, and numbers. Through the experiment’s 
progress, the features are selected as discriminatory to evaluate their relevance 
in accuracy. This technique gives better classification accuracy, especially when 
incorporating Otsu, Otsu 2–3, and regions of interest that are reliable in dividing the 
images into points of interest [15]. Clinical features specific to the leukemia types 
are integrated into extracting regions of interest. The red blood cells are evaluated to 
fit within a standard size and were determined to fit within certain standards for all 
types of leukemia [18, 25].

It was found that feature extraction with integrated image manipulation tech-
niques produces better accuracy when the feature is applied selectively, and the CNN 
performs better on the ROI-enlarged dataset.



Artificial Intelligence in Medicine and Surgery – An Exploration of Current Trends, Potential…

276

4.1 Techniques of image manipulation and their efficiency

A small dataset in image classification implies using additional image manipula-
tion techniques to increase the number of images [1, 7, 8]. Different techniques can 
enhance the characteristics of the objects, and targeting the points of interest can 
improve the system’s accuracy (Figure 10) [13, 33].

Figure 10. 
The above images represent the efficiency of the image manipulation techniques used in leukemia classification 
and their contribution. As can be seen, all the image manipulation techniques can be used in combination with 
others. OTSU and OTSU 2–3 can differentiate the object from the background. The texture features, color, and 
shape of the images eventuate the targeted object within the image. By extracting the regions of interest, the image 
is divided by the number of targeted objects, in our case, white blood cells.

Figure 11. 
The raw dataset has a median accuracy of 56%; the using OTSU and OTSU 2-3 to improve the shape of the 
objects increasing the confidence in using this method in other studies and extracting regions of interest. vs. filtered 
regions of interest associated with feature extractions are efficient, bringing an accuracy of over 95%.
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4.2 Efficiency of acquired datasets in leukemia classification

Otsu’s efficiency in separating the plasma from the white blood cells makes the 
method efficient in extracting regions of interest, where the segregation of the points 
of interest from the background enables dividing the images (Figure 11). Otsu was 
found efficient in different studies in separating the objects from the background 
[19, 30, 31, 35], and this method can be used in combination with others [30].

The limitations of this study are the reduced number of images used in the experi-
ment; the ROI dataset is enlarged but provides less information per image. The clarity 
of the images can impact the system’s performance; the dataset was captured years 
ago when the performance of cameras was reduced; therefore, capturing the images 
with more preformat devices can change the results. Adopting other image manipula-
tion techniques can increase the accuracy of the classification, and extracting more 
clinical regions of interest can detect the correct subclass for an image. Meanwhile, 
feature studies should consider increasing the number of images and using more 
performant cameras to capture and extract more clinical features and regions of inter-
est or using more performant packages to train CNN.

5.  Conclusions

In conclusion, the original dataset of smear test leukemia captures was classified 
and analyzed by two methods, standard feature extraction and CNN trained by stan-
dard packages. The modest accuracy of CNN, despite its efficiency of implementation 
and lengthy process of feature extraction and classification, leads to the necessity of 
manipulating the original set of images. Otsu thresholding method respective Otsu 
2-3 thresholding method are applied to the existing images, creating separated data-
sets with accentuated shapes of the blood cells delimitated from the plasma. Taking 
into consideration that the white blood cells contain most of leukemia’s morphological 
characteristics translatable in extractable features, the Otsu dataset is divided into 
regions of interest, resulting in the ROI dataset. Filtering the ROI dataset of unclear 
images results in the ROI-filtered dataset. The obtained datasets are analyzed using 
both CNN and traditional feature extraction methods. The ROI dataset produces 
higher accuracy than the original dataset when analyzed with CNN, but the altered 
performance for feature extraction leads to the application of selective features. The 
17th extracted features are applied to the ROI dataset on a combination of 131,071 
selections, proving certain combinations of features are more efficient in image 
classification.

Traditional feature extraction is found to be efficient in leukemia image clas-
sification, texture features, average color, size, and shape when extracted from the 
existing data and evaluated with machine learning classifiers to produce high accu-
racy. Despite its lower accuracy for classification, CNN is a straightforward method 
that leads to the necessity of adopting different image manipulation techniques. 
Extracting regions of interest produces a larger dataset that performs better in CNN 
classification, delivering higher accuracy. Techniques of image manipulation are 
found to improve the efficiency of the system; Otsu, being reliable in separating 
plasma from blood cells, prepares images for extracting regions of interest. The white 
blood cells are found to be the points of interest, preserving all the characteristics of 
the leukemia; therefore, dividing the images into regions of interest will increase the 
dataset while maintaining all the characteristics of the leukemia.
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Chapter 13

Empowering Care: Transforming 
Nursing through Artificial 
Intelligence
Nada Lukkahatai, Michael Joseph Dino and Leorey N. Saligan

Abstract

This chapter explores the roles of artificial intelligence (AI) in nursing, 
highlighting its potential to enhance patient care, streamline clinical workflows, 
and support evidence-based decision-making and nursing research. It discusses 
applications of AI in predictive analytics, personalized care, and virtual nursing 
assistants while addressing ethical considerations and the evolving role of nurses in 
AI-driven healthcare. The chapter addresses critical considerations in adopting AI 
in nursing, such as ethical implications, patient privacy, and the need for equitable 
access to AI tools. The content is based on a narrative synthesis of relevant litera-
ture, identified through searches in nursing and healthcare databases, including 
PubMed and Cumulative Index to Nursing and Allied Health Literature (CINAHL), 
using terms such as “artificial intelligence,” “nursing practice,” “nursing education,” 
and “nursing research.” It explores the importance of training the nursing work-
force to work effectively with AI technologies and the potential for AI to augment, 
rather than replace, human judgment in patient care. Additionally, case studies and 
real-world examples illustrate the successful implementation of AI-driven solutions 
in nursing, highlighting lessons learned and best practices. Through real-world 
examples and future projections, the chapter emphasizes the importance of inte-
grating AI technologies to empower nurses and improve health outcomes.

Keywords: AI-enhanced care, nursing innovation, clinical decision support,  
health technology, ethics in AI

1.  Introduction

The rapid evolution of technology has led to a new era in healthcare, funda-
mentally reshaping how care is planned, delivered, managed, and experienced. 
Among the transformative and disruptive innovations, artificial intelligence (AI) 
has emerged as a revolutionary force that can potentially empower and transform 
nursing practice. Advancements in machine learning (ML), natural language process-
ing (NLP), and deep learning have accelerated the integration of AI applications 
into nursing, offering more precise, automatic, and data-driven interventions that 
improve patient outcomes and efficiency. AI-powered clinical decision support 
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systems (CDSS) can support nurses by analyzing and generating visualizations 
of vast datasets, enabling prediction and early detection of conditions such as 
sepsis, pressure ulcers, and adverse drug reactions [1]. Similarly, AI-driven remote 
monitoring tools improve patient care by monitoring, reducing human error, and 
optimizing workflow efficiency in hospitals and clinics [2–4]. AI-powered chatbots 
and virtual assistants are already playing a significant role in assisting nurses with 
triaging patients, managing routine inquiries, and automating administrative tasks, 
freeing valuable time for more complex patient care responsibilities [1, 5]. Beyond 
clinical applications, AI is also transforming nursing education. AI-driven extended 
reality applications and simulation models provide personalized, adaptive learning 
experiences, allowing nursing students to be immersed in patient care scenarios with 
realistic physiological responses and refine their decision-making and technical skills 
in a safe, controlled environment before transitioning to actual clinical practice [6]. 
AI is also useful in nursing research through effective evidence synthesis, enhanced 
data analysis, and modeling.

However, the growing adoption of AI in nursing also presents critical challenges 
that require careful consideration [7]. Ethical concerns such as data privacy, bias in 
AI algorithms, and the potential impact on the nurse-patient relationship highlight 
the need for ongoing discussions about the responsible and acceptable use of AI in 
healthcare. For instance, Roboethics, as an emerging field within nursing, explores 
how AI-driven automation and robotic assistance align with fundamental nursing 
values, particularly the humanistic and compassionate aspects of patient care [8, 9]. 
Additionally, nurses play a pivotal role in influencing the development and imple-
mentation of AI technologies and maintaining the integration of the “humans-in-the-
loop” approach in technology use. Their insights are essential in ensuring that these 
innovations align with the realities of patient care rather than being driven solely by 
technological feasibility [10].

As AI continues to evolve, interdisciplinary collaboration among nurses, 
technologists, data scientists, and policymakers is essential to ensure its ethical, 
equitable, and effective adoption. This chapter explores the impact of AI on nurs-
ing practice, its applications in clinical decision-making, telehealth, and predic-
tive analytics, as well as the ethical and legal considerations shaping its future 
integration.

2.  Scope and approach

The rapid advancement of AI in nursing calls for timely, practice-informed 
perspectives to explore its applications, challenges, and future directions. While a 
systematic review would provide a comprehensive synthesis of evidence, such an 
approach requires extensive time and predefined methodologies that may delay 
insights into emerging developments. To offer a faster and practice-oriented perspec-
tive, this chapter adopts a narrative synthesis approach, gathering available evidence 
and interpreting it through a lens informed by nursing researchers, educators, and 
practitioners. We searched relevant literature in nursing and healthcare databases, 
such as PubMed and Cumulative Index to Nursing and Allied Health Literature 
(CINAHL), by focusing on the use of AI in nursing and nursing practice. Search 
terms included “artificial intelligence,” “nursing practice,” “nursing education,” and 
“nursing research.” Rather than applying predefined systematic review protocols, we 
prioritized peer-reviewed articles, case studies, and reports that highlight real-world 



285

Empowering Care: Transforming Nursing through Artificial Intelligence
DOI: http://dx.doi.org/10.5772/intechopen.1010323

applications, ethical considerations, and emerging trends in AI-driven nursing prac-
tice. By centering on a practice-informed synthesis, we aim to bridge the gap between 
current knowledge and the realities of AI integration in nursing.

3.  AI applications in nursing

3.1 Clinical decision support and predictive analytics

AI-powered CDSS and predictive analytics using ML models have become invalu-
able in modern healthcare settings. By leveraging vast amounts of structured and 
unstructured patient data, these systems assist nurses in making evidence-based deci-
sions in real time. AI-driven algorithms analyze electronic health records (EHRs), vital 
signs, lab results, and patient histories to detect early indicators of critical conditions 
such as sepsis, cardiac events, and respiratory distress—all of which require rapid 
intervention to prevent severe complications [1]. CDSS enhances patient safety by 
providing predictive insights that alert healthcare professionals to subtle physiologi-
cal changes before symptoms escalate. For instance, AI-based early warning systems 
for sepsis detection have been shown to outperform traditional manual screening 
methods, reducing mortality rates and ICU admissions [11, 12]. Similarly, AI-assisted 
cardiac monitoring integrates ML with ECG analysis to predict arrhythmias and 
myocardial infarctions earlier than conventional diagnostic tools, enabling preemp-
tive treatment strategies [13–15]. The application of AI in respiratory monitoring has 
also demonstrated significant potential. AI-powered wearable devices continuously 
track oxygen saturation, breathing patterns, and lung function to detect early signs of 
respiratory distress in patients with chronic conditions such as COPD or post-COVID 
syndromes [16]. These systems use deep learning algorithms to identify anomalies, 
improving the efficiency of interventions and reducing hospital readmissions [16].

AI can be used for risk prediction models so nurses can prioritize preventive 
strategies in a timely manner. For example, AI models process patient histories, 
mobility data, and nursing records to assess fall risk [17], and deep-learning models 
for pressure injury prediction analyze skin integrity, hemodynamic data, and mobility 
factors to classify patients based on risk levels [18, 19]. Similarly, AI-driven systems 
for adverse drug reaction detection use reinforcement learning techniques to moni-
tor medication safety and enhance drug monitoring practices in clinical settings 
[20]. A notable real-world example is the Mayo Clinic’s recent implementation of an 
AI-powered clinical documentation platform across its healthcare system [21].

These data-driven approaches enhance patient safety and enable more efficient 
resource allocation. By prioritizing high-risk patients, nurses can allocate care 
resources more effectively, ensuring timely and tailored interventions to individual 
needs. For example, ML-driven predictive models for delirium risk have demon-
strated strong performance in intensive care units, identifying high-risk pediatric 
and geriatric patients [22]. In oncology and palliative care, AI-driven models assist in 
predicting care needs for advanced cancer patients receiving chemotherapy, provid-
ing personalized treatment plans, and improving quality of life [23, 24].

As AI technology advances, CDSS and predictive analysis will continue to refine 
clinical decision-making, reduce the cognitive burden on nurses, and enhance patient 
outcomes through proactive and personalized care. However, ongoing research, 
education, and policy frameworks are essential to maximize AI’s benefits while 
mitigating potential risks.



Artificial Intelligence in Medicine and Surgery – An Exploration of Current Trends, Potential...

286

3.2 Remote patient monitoring and telehealth

Telehealth has emerged as a critical modality for delivering care, particularly in 
remote and underserved areas, where access to healthcare professionals is often limited 
[25, 26]. The integration of AI in telehealth platforms has significantly enhanced remote 
patient monitoring by enabling real-time analysis of data collected from wearable 
devices, home monitoring systems, and teleconsultation services [27]. This continu-
ous data stream allows nurses and healthcare providers to detect subtle physiological 
changes in a patient’s condition, facilitating timely interventions even when patients 
are not physically present in a healthcare facility [28]. One significant application of AI 
in telehealth is AI-powered remote monitoring, which tracks vital parameters such as 
blood glucose levels, blood pressure, oxygen saturation, and heart rate using continuous 
sensor-based devices. These systems employ ML algorithms to detect abnormal patterns 
and provide real-time alerts to nurses and healthcare teams when a patient’s readings 
indicate a potential complication [29–31]. Other studies have demonstrated that AI can 
analyze remote ECG and blood pressure data, predict potential exacerbations, and alert 
providers to intervene before a patient experiences severe symptoms [32–34]. This pro-
active approach helps reduce hospital readmissions and emergency department visits, as 
early warnings allow for preemptive adjustments in treatment plans.

3.3 Virtual assistants and Chatbots

AI-driven virtual assistants are essential in chronic disease management as they 
reinforce medication adherence, monitor symptoms, and provide mental health 
support [35–37]. These tools deliver real-time, personalized health information and 
self-care guidance, fostering patient engagement, adherence to treatment plans, and 
overall satisfaction with remote care. Some specialized chatbots support specific 
clinical populations (i.e., oncology patients and heart failure patients), can effectively 
assist with symptom assessment, promote emotional well-being, and provide treat-
ment guidance [35, 38, 39], which can empower patients to manage their health and 
reduce nurses’ administrative workload, enabling nurses to focus more on direct 
patient care. Emerging applications of AI-powered VAs are seen through the creative 
use of virtual humanoids in “coaching” older adults in the compliance and perfor-
mance of the recommended health-enhancing physical activities [40–42].

AI-powered chatbots have been integrated into telehealth platforms to assist with 
continuous patient support, optimize clinical workflows, and improve accessibility to 
care. These chatbots, powered by NLP and ML, assist with routine patient inquiries, 
symptom tracking, and health education. The continuous accessibility of AI-powered 
chatbots benefits individuals in remote areas or those requiring frequent monitoring 
and support [28]. The 24/7 availability of AI-powered systems ensures that patients 
receive timely responses to their concerns, reducing the burden on healthcare provid-
ers while improving patient satisfaction [35]. This level of accessibility is particularly 
beneficial for patients in remote areas or those managing chronic conditions who 
require regular monitoring and guidance. Moreover, automated reminders, motiva-
tional coaching, and real-time feedback help patients stay engaged in self-care while 
allowing nurses to dedicate more time to complex clinical tasks and direct patient 
interactions [4]. By integrating these technologies, healthcare teams can enhance 
efficiency while maintaining high-quality, patient-centered care [43].

Nurses play a critical role in integrating AI into clinical practice by interpreting 
and validating AI-generated recommendations to meet individual patient needs [44]. 
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As patient advocates, nurses guide individuals in understanding AI-generated recom-
mendations, ensuring that care remains personalized and ethically sound [45, 46]. 
While AI-driven innovations improve efficiency and patient outcomes, their integra-
tion into nursing workflows presents challenges such as user acceptance, data accu-
racy, algorithm reliability, and privacy concerns. Ongoing validation is essential to 
ensure AI recommendations align with clinical judgment [28, 35]. As remote health-
care expands, nurses remain at the forefront, bridging the gap between technology 
and human connection, ensuring AI complements compassionate, patient-centered 
care [44–46].

3.4 Robotics and automation

Robotic systems, created under the artificial super intelligence (ASI), are being 
developed and becoming mainstream in the industry. Interestingly, in nursing, 
robots in various shapes and sizes are already integrated into practice areas to assist 
with routine clinical tasks, allowing nurses to focus on complex decision-making 
and direct patient care. For instance, the “Design Spectrum of Healthcare Robots for 
Older Adults” summarizes the various types of robots that are being used in gero-
technology [47]. From automated medication dispensing to robotic-assisted mobility 
support, these technologies are revolutionizing healthcare delivery and enhancing 
patient safety [48]. Automated medication management is one of the most impactful 
robotics applications in nursing. Medication errors remain a significant concern in 
healthcare, contributing to adverse drug events and increased hospitalizations [27]. 
Robotic dispensing systems and automated medication carts help reduce human error 
by ensuring precise dosage calculations and distribution. These systems are integrated 
with EHRs to cross-check prescriptions, enhancing patient safety and reducing 
nurses’ administrative burden [49, 50].

In addition to medication management, robotic-assisted mobility devices play 
a crucial role in patient handling and rehabilitation. Exoskeletons and robotic lift 
systems assist nurses in repositioning and mobilizing patients, reducing the risk of 
musculoskeletal injuries among nurses. These technologies promote patient mobility 
and faster recovery and help alleviate the physical strain on nursing staff [48, 51]. 
Social and companion robots are also gaining traction in geriatric and long-term 
care settings. Studies show that robots can help reduce loneliness, anxiety, and 
depression while promoting social engagement and cognitive stimulation [52–54]. 
In hospital environments, autonomous service robots are used for non-clinical tasks 
such as transporting supplies, disinfecting patient rooms, and delivering meals. 
These robots use AI-driven navigation systems and can efficiently perform repeti-
tive tasks, allowing nurses to dedicate more time to patient care [48]. Robotic nurse 
assistant systems have been particularly valuable in supporting vital sign measure-
ments and item delivery [55].

3.5 Nursing research, informatics, and data analytics

AI applications in nursing research highlight the creative synergy between data, 
analytics, visualization, and informatics. Nursing informatics, as a specialized field 
in nursing, integrates nursing science, computer science, and information science to 
manage and communicate data, information, and knowledge in nursing practice [46]. 
As AI technology and big data analytics advance, nursing informatics professionals 
play a crucial role in ensuring that these innovations are effectively integrated into 
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healthcare systems, optimizing patient-centered care, enhanced clinical workflows, 
and supported by evidence-based decision-making. Big data analytics significantly 
impacts the research process in areas of hospital operations, resource allocation, and 
workforce management by enabling predictive modeling for patient admissions, iden-
tifying seasonal fluctuations in healthcare demand, and optimizing staffing levels 
to maintain adequate nurse-to-patient ratios [56]. Workload-balancing algorithms 
further enhance efficiency by analyzing real-time patient acuity levels, ensuring 
equitable distribution of nursing assignments, reducing burnout, and improving care 
delivery [57].

AI-powered informatics is an emerging concept that can be maximized in 
evidence-based practice and research that are contributory to quality assurance, 
improvement, and patient safety. This mechanism is through the analysis of large-
scale health data and patient attributes from various sources to detect patterns in 
treatment outcomes, medication errors, and adverse events. By leveraging these 
insights, healthcare organizations can refine best practices, minimize hospital-
acquired conditions, and enhance compliance with safety protocols [58, 59]. 
Additionally, continuous monitoring of performance metrics through AI-driven infor-
matics enables healthcare teams to benchmark against evidence-based standards and 
implement data-informed strategies that improve clinical effectiveness [60]. Another 
critical aspect of AI-driven nursing informatics is its ability to analyze unstructured 
data from nurse documentation, clinical notes, and incident reports. The NLP 
technologies extract valuable insights from these records, identifying trends related 
to patient symptoms, safety concerns, and workflow inefficiencies, which inform 
decision-making and enhance communication within healthcare settings [39, 45].

As big data analytics become increasingly embedded in nursing practice, nurses 
must develop data and research literacies and informatics competencies to effectively 
interpret AI-generated insights, produce knowledge, and translate them in clinical 
and operational contexts [61, 62]. Interestingly, nursing curricula and training pro-
grams are incorporating informatics courses to help prepare nurses for the evolving 
role of AI, big data, analytics, and research in healthcare [46]. Interestingly, research 
laboratories powered by AI technologies to develop and pilot nursing applications 
(e.g., Multiple Applications in Reality-Virtuality Experience Laboratory or MARVEL) 
are also emerging [42]. By fostering a workforce proficient in data and research-
driven decision-making, nursing informatics professionals can lead these technolo-
gies’ ethical and responsible implementation, ensuring that patient-centered care 
remains the foundation of healthcare innovation.

3.6 Education, training, and simulation applications

Integrating AI into nursing education transforms how students and practicing 
nurses acquire, refine, and expand their clinical competencies. AI-powered tools 
facilitate personalized learning, enhance critical thinking, and provide real-time 
feedback, ensuring that nursing students and professionals stay current with 
advancements in healthcare. As nursing practice evolves with emerging technologies 
and evidence-based approaches, AI-driven educational platforms support lifelong 
learning and continuous professional development [44]. One of the most impactful 
applications of AI in nursing education is the use of adaptive learning platforms that 
tailor educational content based on individual progress, strengths, and knowledge 
gaps. Examples of such systems include Unbound Medicine’s Nursing Central 
with Assist, PrepU by Wolters Kluwer, Nursify AI, Smart Sparrow, and Person’s AI 
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learning tools, which offer personalized study plans and adaptive quizzes, can adjust 
coursework and quiz difficulty based on students’ performance, allowing for targeted 
reinforcement of weaker areas, and customize study plans and practice exams to 
prepare students for the licensure exam more effectively [63]. Additionally, the use of 
generative AI (GAI) applications are creative approaches to visualize concepts, create 
topic maps, and summarize learning content in an instant.

Another example is a machine learning-based simulation that provides real-time 
feedback and adaptive case studies, fostering nursing students’ critical thinking and 
decision-making skills [64]. Platforms such as CureFun and 3DiTeams use large lan-
guage models to simulate patient-nurse interactions, offering realistic scenarios and 
instant feedback to improve diagnostic reasoning and communication. AI-powered 
simulation technologies such as pediatric assessments [65], AI-driven virtual patient 
scenarios [66], and virtual reality (VR)-assisted procedures involving routine 
clinical tasks (i.e., intravenous insertion and wound care) have proven to enhance 
student engagement, problem-solving, and clinical accuracy [67–70]. Other forms of 
extended reality (XR) technologies, such as augmented reality (AR) and mixed real-
ity (MR) applications projected through head-mounted displays (HMDs), have the 
potential to immerse nurse learners in a variety of case scenarios with virtual patients 
as clients. These innovations ensure that nursing students and professionals acquire 
essential skills confidently, ultimately enhancing patient care outcomes.

Beyond pre-licensure education, AI-driven solutions for nursing competency 
development provide ongoing support for practicing nurses through personalized, 
data-driven continuing education and skill enhancement. These intelligent systems, 
such as HealthStream’s jane® AI, Elsevier’s ClinicalKey Nursing, and Wolters Kluwer’s 
Lippincott Learning, use machine learning and real-time data analytics to deliver up-
to-date clinical guidelines, assess clinical judgment, identify competency gaps, and 
tailor learning experiences based on individual needs and clinical roles, optimizing 
nurse onboarding and continuous professional development. AI algorithms analyze 
learning behaviors, clinical decision-making patterns, and performance metrics to 
recommend targeted training programs, guide nurses toward advanced certifications, 
and support career progression by identifying emerging trends in healthcare [71–73].

4.  Considerations on acceptable use of AI in nursing

Integrating AI in nursing practice introduces profound ethical, legal, and social 
implications that must be carefully managed to ensure responsible and equitable 
implementation. While AI-driven technologies enhance clinical practice, standards 
and guidelines must be developed to address concerns regarding data privacy, profes-
sional accountability, and the potential impact on patient-provider relationships. 
Addressing these challenges is essential to maintaining the integrity of nursing 
practice while leveraging AI’s potential to transform healthcare.

4.1 Ethical considerations

In nursing practice, ethical concerns primarily involve patient autonomy, benefi-
cence, and justice [74]. AI must be used to support patient-centered care by ensuring 
transparency in decision-making and respecting patient rights. Informed consent 
becomes particularly complex with AI-driven recommendations, as patients may not 
fully understand how AI models generate insights [75]. Nurses play a critical role in 
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educating patients about AI’s role in their care and ensuring they retain the right to 
accept or reject AI-supported interventions. Furthermore, bias in AI algorithms is 
another key ethical issue that can contribute to disparities in healthcare. AI models 
trained on non-representative datasets may produce recommendations that dispro-
portionately favor certain populations, exacerbating health inequities [7]. Nursing 
professionals must advocate for the development of AI tools that are transparent, 
evidence-based, and regularly evaluated for fairness. Additionally, the principle of 
nonmaleficence—ensuring AI does not cause harm—requires rigorous oversight to 
prevent AI-generated errors, misdiagnoses, or inappropriate treatment recommenda-
tions. Finally, the integration of robotics in nursing presents challenges, including 
high costs, technological limitations, and acceptance by healthcare providers and 
patients. Training and responsible implementation to address these challenges are 
required. Preserving human-centered care should be considered as a part of the 
integration.

In nursing education, significant ethical considerations include transparency, bias, 
and the impact on critical thinking. One primary ethical concern is algorithmic bias, 
as AI-driven educational tools may reflect disparities if trained on non-representative 
datasets, potentially disadvantaging certain student groups [76]. Another ethical 
issue is the erosion of critical thinking, where over-reliance on AI-assisted decision-
making tools may limit students’ ability to independently analyze clinical situations 
and develop sound judgment [77]. Additionally, data privacy and student autonomy 
are crucial, as AI-based platforms collect and analyze vast amounts of student data, 
raising questions about consent, data ownership, and confidentiality.

4.2 Legal considerations

AI in nursing operates within an evolving legal landscape that must balance 
innovation with accountability and patient rights. One major concern is liability for 
AI-driven clinical decisions. If an AI system provides incorrect recommendations, 
determining responsibility among AI developers, healthcare providers, and institu-
tions becomes complex [43]. Nurses remain accountable for exercising professional 
judgment when interpreting AI-generated insights and ensuring they align with best 
practices and patient needs. Another legal consideration involves data privacy and 
security. Particularly given AI’s integration with EHRs and remote monitoring tools. 
Unauthorized access, AI system vulnerabilities, and data breaches pose significant 
risks that healthcare organizations must mitigate through robust cybersecurity 
measures. All AI systems handling sensitive patient information must comply with 
legal frameworks such as the U.S. Health Insurance Portability and Accountability 
Act (HIPAA) or the General Data Protection Regulation (GDPR) in Europe to protect 
patient confidentiality [7, 78].

4.3 Social considerations

The social impact of AI in nursing extends beyond clinical practice, influencing 
workforce dynamics, patient trust, and healthcare accessibility. While AI streamlines 
administrative tasks and enhances efficiency, concerns about job displacement and 
the dehumanization of patient care persist. AI automation should be implemented 
as a supportive tool rather than replacing human expertise, ensuring nurses remain 
central to care delivery. Public trust in AI-driven healthcare is another crucial factor 
affecting AI adoption. Patients may be skeptical of AI-generated recommendations, 
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particularly if they feel human providers do not adequately address their concerns 
[45]. AI also has the potential to bridge healthcare gaps in underserved communities 
by enabling remote monitoring, telehealth consultations, and AI-assisted diagnostics. 
However, disparities in AI access, digital literacy, and healthcare infrastructure can 
create new barriers for certain populations, exacerbating health inequities rather than 
addressing them [46].

4.4 Technical considerations

The implementation of AI in nursing demands careful attention to challenges 
in critical technical infrastructure. Healthcare data systems—the foundation of 
any AI initiative—exist as fragmented repositories with inconsistent formatting, 
terminology standards, and completeness levels. Infrastructure limitations further 
complicate AI deployment. Many healthcare facilities operate with aging technology 
ecosystems, insufficient bandwidth, and unreliable network connectivity that fail to 
meet the demands of computationally intensive AI applications. The heterogeneous 
device landscape—from stationary workstations to tablets and smartphones—creates 
additional complexity for developers attempting to deliver consistent AI functional-
ity across various hardware platforms. Geographic and institutional disparities in 
technological resources introduce significant interoperability and equity concerns. 
This technological divide threatens to concentrate AI benefits in already advantaged 
settings while excluding vulnerable populations from potential care improvements. 
Also, the human-technology interface presents equally significant technical chal-
lenges. Nurses already experience considerable cognitive load during their shifts, 
making them particularly susceptible to alert fatigue, information overload, and 
workflow disruptions. Technical solutions must account for these human factors 
through thoughtful interface design, contextual awareness, and adaptive systems that 
provide relevant information without overwhelming users. Successful AI integration 
in nursing ultimately depends on human-centered technology design principles pri-
oritizing accessibility, transparency, and clinical relevance. Development frameworks 
must incorporate extensive nursing input from conception through implementation, 
ensuring that technical considerations align with practical nursing workflows rather 
than forcing clinical practice to adapt to technological constraints.

5.  Considerations for successful AI integration in nursing

Successful AI integration in nursing requires a balanced approach that prioritizes 
patient-centered care, ethical considerations, and workforce preparedness. It must 
be cognizant of the valuable role of human intervention (humans-in-the-loop) in 
various phases of the AI integration process. AI should be used as a supportive and 
complementary tool rather than a replacement for idea creation and critical thinking, 
with nurses maintaining the primary concept developer and final decision-making 
authority. Through comprehensive training programs, nurses must be equipped with 
AI literacy, data interpretation skills, and the ability to assess AI-driven recommen-
dations within the context of individual patient needs. Secondly, transparency and 
accountability in AI decision-making are crucial and must be maintained. AI models 
should be designed with clear explainability, allowing nurses to understand the ratio-
nale behind AI-generated insights. Healthcare institutions should establish guidelines 
for AI validation, ensuring AI systems are rigorously tested for accuracy, reliability, 
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and bias. A human-centered approach should be used to guide AI development and 
implementation to preserve compassionate patient interactions. Encouraging inter-
disciplinary collaboration between nurses, other healthcare professionals, AI develop-
ers, and policymakers will help ensure that AI solutions remain aligned with clinical 
best practices and ethical nursing values (Figure 1).

6.  Future possibilities and emerging innovations in AI for nursing

As AI technology evolves, next-generation clinical decision-support systems could 
advance beyond predictive analytics to provide proactive, real-time recommenda-
tions tailored to individual patient needs. These systems may integrate biometric 
monitoring, genomics, and environmental factors to enhance precision in nursing 
interventions. Additionally, cognitive AI, which simulates human-like reasoning, may 
assist nurses in high-acuity settings by offering intelligent alerts, adaptive diagnostic 
reasoning, and personalized intervention plans that continuously adjust to changing 
patient conditions. AI-driven immersive virtual mentors could also transform nursing 
education by providing real-time feedback, case-based adaptive learning, and natural 
language interactions, allowing nursing students and professionals to refine clinical 
reasoning and decision-making skills.

Beyond education, AI-driven robotics could play an increasingly significant role 
in patient care, clinical workflows, and nurse workload management. These intel-
ligent systems could assist with precision medication administration, automated 
wound care, and AI-guided rehabilitation coaching, allowing nurses to focus on more 
complex, high-touch patient interactions. Future AI-powered robotic assistants could 
support mobility-impaired patients, provide real-time vital sign monitoring, and even 

Figure 1. 
Transforming nursing through artificial intelligence.
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detect early signs of deterioration, triggering timely nurse interventions. In hospital 
settings, AI-driven robots could enhance infection control by automating disinfection 
protocols, delivering supplies, and reducing the risk of hospital-acquired infections. 
While these technologies aim to augment rather than replace human nurses, their 
integration will require careful ethical and workforce considerations to ensure they 
support—not diminish—the compassionate, patient-centered care that defines 
nursing.

As AI becomes deeply embedded in nursing practice, the profession will shift from 
manual data management to high-level analysis, strategic planning, and advocacy. 
Nurses will need to collaborate with AI to extract meaningful insights, ensuring that 
technology serves as a supportive tool rather than a decision-maker. AI-driven inno-
vations’ success will depend not solely on technological advancements but on nurses’ 
leadership in research, policy development, and education. By actively shaping AI’s 
role, nurses can ensure that AI solutions align with ethical values, health equity, and 
patient-centered care principles, reinforcing the humanistic foundations of the nurs-
ing profession.

7.  Conclusion

AI is reshaping nursing practice, fostering innovation in clinical decision-making, 
workflow efficiency, and patient monitoring. However, its integration must be 
carefully managed to align with ethical principles and nursing values. Nurses must 
remain at the forefront of AI adoption, ensuring that technological advancements 
complement human judgment rather than replace it. As AI continues to evolve, 
ongoing research, regulatory oversight, and professional training will be necessary to 
maximize its benefits while mitigating potential risks. By leveraging AI responsibly, 
the nursing profession can harness technological advancements while ensuring that 
patient-centered care remains at the core of healthcare delivery.

© 2025 The Author(s). Licensee IntechOpen. This chapter is distributed under the terms of 
the Creative Commons Attribution License (http://creativecommons.org/licenses/by/4.0), 
which permits unrestricted use, distribution, and reproduction in any medium, provided 
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